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Introducing the GigaVUE-OS
Nodes

This chapter introduces the GigaVUE-OS H Series Visibility Platform nodes, describes their
features and functions, and provides an orientation to the physical layout of the models.
Refer to the following sections for details:

« About the GigaVUE-OS H Series and TA Series
« GigaVUE-OS H Series Features and Benefits

About the GigaVUE-OS H Series and TA Series

The GigaVUE-OS H Series delivers performance and intelligence in each of its Visibility
Platform nodes, with port density and speeds that scale to your needs, from 1Gb to 100Gb.
With an intuitive Web-based interface (GigaVUE-FM) and a powerful GigaVUE-OS, the
Visibility Platform is able to replicate, filter, and selectively forward network traffic to
monitoring, management, and security tools.

The GigaVUE-OS H Series and TA Series include the following models that run GigaVUE-OS:

« GigaVUE-HCI

» GigaVUE-HC2

» GigaVUE-HC3

« GigaVUE-HCI1-Plus

» GigaVUE-OS-TA10

«» GigaVUE-TA25

« GigaVUE-TA25E

» GigaVUE-OS-TA40

« GigaVUE-OS-TA100

« GigaVUE-OS-TAI00-CXP
« GigaVUE-OS-TA200

« GigaVUE-TA200E

« Certified Traffic Aggregation White Box

NoTE: This document describes how to configure and operate the GigaVUE-OS for
GigaVUE-OS H Series and TA Series nodes.

Introducing the GigaVUE-OS Nodes
About the GigaVUE-OS H Series and TA Series
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GigaVUE-HCI1

GigaVUE-HC2

GigaVUE-HC3

GigaVUE-OS-TA10

1RU Footprint

Built-in GigaSMART
Functionality

Standard GigaVUE-OS CLI and
GigaVUE-FM GUI

Supports all GigaVUE-HCI
Modules

Cluster with GigaVUE-OS

H Series and GigaVUE-OS
TA Series Nodes

2RU Footprint

Four front-facing bays for port,
TAP, BPS, and GigaSMART front
modules

One rear bay for a GigaSMART
rear module

Standard GigaVUE-OS CLI and
GigaVUE-FM GUI

Supports all GigaVUE-HC2
Modules

Cluster with GigaVUE-OS

H Series and GigaVUE-OS

TA Series Nodes

Adaa|(aaaa|aasalaasa|asan|aass
eyeyivesvivervivvevivevvivesy

3RU Footprint

Four Module Slots (Bays)
Internal Control Card
Extension Board

Dedicated Cluster Management
Port

Standard GigaVUE-OS CLI and
GigaVUE-FM GUI

Supports all GigaVUE-HC3
Modules

Cluster with GigaVUE-OS

H Series and GigaVUE-OS

TA Series Nodes

e 1RU Footprint

Flexible 10Gb/40Gb Modes for
40Gb Ports

Standard GigaVUE-OS CLI and
GigaVUE-FM GUI
Cluster with GigaVUE-OS

H Series and GigaVUE-OS
TA Series Nodes

Introducing the GigaVUE-OS Nodes
About the GigaVUE-OS H Series and TA Series
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GigaVUE-TA25

GigaVUE-OS-TA40

GigaVUE-OS-TA100

GigaVUE-OS-
TA100-CXP

1 RU Footprint

48 25Gb/10Gb/1Gb ports and 8
100G b/40Gb ports.

Standard GigaVUE-OS CLI and
GigaVUE-FM GUI

Cluster with GigaVUE-OS

H Series and GigaVUE-OS
TA Series Nodes

= 1RU Footprint

» 48 25Gb/10Gb/1Gb ports and
8 100Gb/40Gb port, dual
power supply modules
(AC/DC) and four fan
modules.

= Optional patch or breakout
panel support

= Cluster with H Series nodes

e TRU Footprint

Flexible 10Gb/40Gb Modes for
40Gb Ports

Standard GigaVUE-OS CLI
andGigaVUE-FM GUI
Cluster with GigaVUE-OS
H Series and GigaVUE-OS
TA Series Nodes

e 1RU Footprint
e 32 x100Gb/40Gb Ports

Standard GigaVUE-OS CLI and
GigaVUE-FM GUI

Cluster with GigaVUE-OS
H Series and GigaVUE-OS
TA Series Nodes

1RU Footprint

20 100Gb CXP Ports, 8 100Gb
QSFP28 Ports

Standard GigaVUE-OS CLI and
GigaVUE-FM GUI

Introducing the GigaVUE-OS Nodes
About the GigaVUE-OS H Series and TA Series
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2RU Footprint

64 x 100Gb/40Gb Ports
Standard GigaVUE-OS CLI and
GigaVUE-FM GUI

Cluster with GigaVUE-OS
H Series and GigaVUE-OS
TA Series Nodes

GigaVUE-OS-
TA200

=

= ] S]] ) - ) ) | ) | e

= 2RU Footprint
= 64 QSFP28 ports (40G/100G)

=« UART RS232 Console port
(RJI45) and Management
port (RJI45).

GigaVUE-OS H Series Features and Benefits

Capable of port-to-port full line rate performance with minimal packet latency, the
GigaVUE-OS H Series uses patented Flow Mapping® techniques to aggregate, replicate, and
direct traffic flows, providing dynamic connectivity for 100Gb, 40Gb, 10Gb, or 1Gb monitor,
compliance, and archival tools, including:

« Intrusion Detection Systems

« Protocol Analyzers

« VolP Analyzers

« Application Performance Monitors

» Stream-to-Disk Data Recorders

Any Packet, Any Destination

The GigaVUE-OS H Series nodes provide a powerful graphical user interface that lets you
unobtrusively acquire and map traffic from multiple data sources to multiple tools, including

the following common scenarios:

Mapping(Any-to-Any) Direct traffic from any network port to any tool port. Use map
rules to send different types of traffic to different tool ports.
Aggregation(Many-to- Aggregate traffic from multiple links to deliver a network-wide
Any) view to any tool. Merge Tx and Rx traffic into a single tool
interface.
Multicasting(Any-to- Multicast filtered or unfiltered, singular or aggregated traffic to
Many) multiple tools.
Introducing the GigaVUE-OS Nodes 15
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The Gigamon Visibility Platform

GigaVUE-OS nodes and management software form the Gigamon Visibility Platform,
providing passive monitoring of mission critical networks. The Visibility Platform solves
access problems, improves network performance and uptime, and saves capital, operation
and maintenance costs.

The Visibility Platform addresses many common network management issues, including
security, compliance, forensics review, application performance, and VolP QoS, among
others. Once data is acquired from multiple SPAN ports or TAPSs, it can be multicast to
multiple tools, aggregated to a few consolidated tools, and filtered or divided across many
instances of the same tools.

You can think of the Visibility Platform as a data socket that provides immediate access for
ad hoc tool deployment without impact to the production network. Gigamon's Visibility
Platform nodes accommodate the growing number of network monitoring tools and
network security tools. Figure 1Gigamon Visibility Platform summarizes these features.

Front

) || — e

Figure1 Gigamon Visibility Platform

GigaVUE-OS H Series Features and Benefits

The following table lists the major features and benefits of the GigaVUE-OS H Series:

Introducing the GigaVUE-OS Nodes
GigaVUE-OS H Series Features and Benefits
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Benefit Descriptions

Web-Based
Management

Manage the operations of the GigaVUE-OS H Series node using GigaVUE-FM,
Gigamon’s simple but powerful Web-based interface for GigaVUE-OS H Series
nodes.

GigaVUE-FMmakes it easy to set up flow mapping, allowing you to see at a glance
which network ports are delivering which packets to individual tool ports.
Reconfigure flow mapping on the fly, selecting the packets you need when you
need them.

CLI Management

Configure the operations of the GigaVUE-OS H Series node using a command-line
interface, the GigaVUE-OS:

e Local access over the serial console port on control card.

e Remote network access using SSH2 over the 10/100/1000 Ethernet Mgmt port on
control card.

e Secure access to the CLI, either through local authentication or optional
RADIUS/TACACS+/LDAP support.

Scalable Port Density

Use the line cards that best suit your port density needs. Depending on the line
cards installed in the node, you can have as many as 256 10Gb ports (a node fully
populated with PRT-HOO-Q02X32 line cards). In addition, the GigaVUE-OS H Series
node evolves with network speeds, including line cards with 40Gb and 100Gb
support for data centers and service providers.

Cluster Support

Connect multiple GigaVUE-OS H Series nodes in a self-healing, intelligent cluster.
When you create a cluster of GigaVUE-OS H Series nodes, available ports appear as a
unified fabric, with ingress ports able to send packets to any egress port, regardless
of its physical chassis.

Nodes are connected through stack links consisting of one or more 10Gb, 40Gb, or
100Gb ports. Cluster management traffic can be carried out-of-band on its own
network or inband on stack links.

Share SPAN Ports

Connect a SPAN port to a network port on the GigaVUE-OS H Series node and
multicast that traffic to multiple different tool ports, giving multiple different tools
access to the same data.

Use flow mapping to send specific traffic to different tool ports, ensuring that each
tool sees the data that best suits its individual strengths. You can move, add, and
reconfigure tools at will without affecting production networks.

Aggregate Links

Send the data from multiple different network ports to one or more tool ports,
allowing you to combine traffic from multiple access points into a single stream for
analysis.

Flow Mapping®

The GigaVUE-OS H Series Flow Mapping® features let you direct traffic arriving on
network ports to one or more tool ports based on different packet criteria, including
VLAN IDs, IP addresses, port ranges, protocols, bit patterns, and so on. You can drop
some traffic intentionally using drop rules and also create a shared-collector
destination for any packets not matching the maps configured on a shared set of
network ports.

GigaVUE-FM Support

Deploy Gigamon's umbrella fabric management system, GigaVUE-FM to manage all

Introducing the GigaVUE-OS Nodes
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Benefit Descriptions

of your GigaVUE-OS H Series and G Series nodes. The GigaVUE-OS H Series is fully
compatible with GigaVUE-FM, allowing you to centralize deployment of images,
configuration backups, and alert management.

Role-Based Access

Role-based access makes it easy to share the Gigamon Visibility Platform between
different groups of users with different needs. Administrators can assign egress
ports to different groups of users. Users can then select the traffic they need to see
from shared ingress ports. Administrators adjust map priority to ensure that each
packet is delivered to the correct destination.

Cisco-Style CLI

The GigaVUE-OS H Series node’s CLI offers a similar style to the familiar Cisco
interface, minimizing relearning for IT professionals.

Command
Abbreviation

Type only as many letters of a command as are needed to positively differentiate
from other available commands. For example, you only need to type co t to enter
Configure mode, not the full configure terminal command (although that works,
too!).

SNMP Support

Rely on secure SNMP v3 access to the onboard SNMP agent as well as v1/V2 SNMP
traps.

Email Notifications

Use email alerts for proactive notification of a wide variety of GigaVUE-OS events,
helping you keep tabs on system status in real time.

Modularized Design

Hot-pluggable line cards, power supplies, and fan trays allow for flexibility and future

growth. For GigaVUE-HCI, GigaVUE-HC2, and GigaVUE-HC3, the modules are
interchangeable between the front bays of each chassis type, but not with each
other, due to form and factor.

Flexible 10Gb/1Gb
Support

Al 10Gb ports in GigaVUE-OS H Series line cards can be used with 1Gb Ethernet

media by inserting a copper or optical SX/LX SFP instead of an SFP+. Interoperability

and support are ensured by purchasing SFPs from Gigamon — transceivers
purchased from other vendors are not supported.

Introducing the GigaVUE-OS Nodes
GigaVUE-OS H Series Features and Benefits
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Introducing the GigaVUE-OS CLI

This chapter introduces the GigaVUE-OS H Series command-line interface, the GigaVUE-OS,

including basic techniques for entering commands and a summary of the available
commands. Refer to the following sections for details:

« Command-Line Basics

« The Basic Commands

«  What Is Saved In a Configuration File

« Saving a Configuration File

» Using the configuration Command

= Viewing the Contents of a Configuration File

« Applying Configuration Files

« Sharing Configuration Files with Other GigaVUE-OS H Series Nodes

« Recommendation for Nodes in a Cluster

« Line Card and Module Numbering

« White Box Port and Faceplate Labeling

Accessing the Command-Line Interface

This chapter assumes you have already used the instructions in the Hardware Installation
Guide for your node to unpack, assemble, rack mount, power on, and perform the initial

configuration of the GigaVUE-OS H Series node in the GigaVUE-OS command-line interface.

Command-Line Basics

This section provides a quick orientation to the GigaVUE-OS command-line interface — how

to enter commands, how to get help, and so on.

Command Line Modes

The GigaVUE-OS CLI can operate in one of three modes, each with its own set of available
commands — Standard, Enable, and Configure. When you first launch the CLI, you start in

Standard mode with access to a limited amount of commmands used to review system status.
As you move from Standard mode to Enable mode to Configure mode, both the power and

the number of commands available increase, as summarized in Figure 1GigaVUE-OS
Command-Line Modes Cheat Sheet.

Introducing the GigaVUE-OS CLI
Command-Line Basics
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Changing to Configure Mode

Change to Configure mode as follows:

1. Login tothe GigaVUE-OS. When you first log in, the CLI is in Standard mode, indicated
by the > prompt (for example, [hostname] >)

2. Type en <Enter> to switch to Enable mode.
The system prompt changes from [hostname] > to [hostname] #.
3. Type config t <Enter> to switch to Configure mode.
The system prompt changes from [hostname] # to [hostname] (config) #.

If you are working over the serial console port, reset the terminal settings to match the
current window with the terminal resize command.

Command Line Mode Cheat Sheet

The commands available in the CLI vary based on the mode (Standard, Enable, Configure)
you are in and the user level (admin or default) of the logged in user. Figure 1GigaVUE-OS
Command-Line Modes Cheat Sheetshows the different coommands available in the each
mode and to different levels of users.

Introducing the GigaVUE-OS CLI 20
Command-Line Basics
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Standard, Enable, and Configure modes are available to both default and admin level users.
Commands listed in bold within each mode are only available to admin level users.

Standard

GigaVUE-HD >

Enable

GigaVUE-HD #

Configure

GigaVUE-HD (config)#

disable (dis)

image
inline-network
inline-network-

port-pair
ptp
radius-server

4T

aaa logging glals group

enable boot no apps inline-serial
exit clear ntpdate banner inline-tool
help =14 ping bond inline-tool-

ALZ cluster ping6 boot group

ping eileer] card :!.nter'face
pingb debug show chassis ip

show sleep clear ipvb snmp-server
terminal email ssh cli Jjob spine-link
traceroute system clock ldap ssh
cluster license stack-link
traceroute = configuration logging sSync
image web coreboot map system
interface write crypto system-health
job debug tacacs-server
email telnet-server
i terminal
timestamp
tool-mirror
traceroute
tunnel-endpoint
tunneled-port
uboot
username
vport

cli redundancy-
profile
reload
reset
serial
show

sleep

exit
file
Standard Mode [JREE
is the first mode
you enter when
logging into the
CLL It is the most
restrictive
command mode,
only allowing
access to a small
set of recd-only
commands.

In $tandard mode,
the command
prompt appears
with an angle
bracket (=):
GigaVUE-HD >

map-group
map-passall
map-scollector
map-template
file nhb-profile
filter-template no

gigasmart notifications
gigastream ntp

gsgroup ntpdate

gsop ping

gsparams ping6

halt pld

hb-profile
help
hostname

Enable Mode has mare
commands for greater
visibility and essential
network menitoring activity.

To enter Enalole mode from
Standard Mode, type
enable {or ena for short).

In Enable mode, the
command prompt appears
with a hash mark (#):
GigaVUE-HD #

Return to Standard Mode
from Enable Mode with the
dizable command.

policy web

port write

port-group

Configure Mode is the most powerful mede, allowing
you to change any system sefting. It also includes all
commands from the other modes, except configure and

dizable, which are only used in Enable mode.
Short Commands: With all H Series

commands, you can abbreviate the
command as long as you supply enough
characters to distinguish the command
from any others. For example, ena is
enough to render the enable command.

To enter Configure Mode from Enable Mode, type
configure terminal [or co t for short).

In Configure mode, the prompt appears with
“(config)" and a hash mark (#):
GigaVUE-HD (config)#

Retumn fo Enable Mode from Configure Mode with
the exit command.

Need CLI Help? In any mode, type help to see the list of commands available fo the curently
leggedHin user. Most commands have multiple supported arguments. To view the available arguments
for any command, type the command followed by ? info the CLI.

Figure1 GigaVUE-OS Command-Line Modes Cheat Sheet
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Changing Command Line Modes

The following table summarizes the commands used to change command-line modes:

Task Command

Changing to Enable Mode > enable
You only need to supply enough of each command to
positively identify it among the other available
commands. So, in this example, you could just type en
and press Enter.

Changing to Configure Mode # configure terminal

Similarly, this commmand can be entered as co t.

Notice how the system prompt changes with each (config) #
command mode. Command modes offer greater control
over the node as you ascend from Standard to Enable to

Configure.

Entering Commands in the CLI

The GigaVUE-OS provides several conventions that make it easy to identify available
commands and enter them quickly:

Technique Description

Context-Sensitive The ? symbol is the key to receiving help wherever you are in the CLI:
Help « Type the ? by itself to see a list of all available coommandes.

» Word Help - Type a partial word with a ? mark immediately
following the partially-typed word to see a list of all possible
commands using the word entered so far.

For example, if you typed r? in Configure mode, the CLI would return the

following possible cormmands based on what you have entered so far:

radius-server Configure RADIUS server settingsreload Reboot or shut
down the systemreset Reset this system to its factory state

» Command Help - Type a command followed by a question
mark to see all possible arguments for the command as
entered. If the system returns <cr>, that means the command
can be entered as-is.

For example, if you entered gigastream ?, you would see alias. You can build

your way through the entire command tree by entering ? after each new

argument. For example, after entering gigastream alias myalias ?, you would
see the next valid argument — port-list.
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Technique Description

NOTE: Typing ? accesses the help system immediately — you do not need to press

<Enter>.
Partial Command For all GigaVUE-OS H Series commands and arguments, you only need to enter
Entry enough characters to distinguish the command from all other available

commands. So, for example, you do not have to enter the full command username
—there is only one command starting with the letter d, so you only have to enter d.

Command If you have partially typed a command, you can press Tab and the CLI will attempt
Completion to complete the command for you based on what has been entered so far.

It is helpful to use the command completion feature together with partial
command entry — you can press Tab while entering a command to see a list of all
available commands matching what you have entered so far. For example, you can
press p<Tab> and the system will return:

ping ping6 port port-group port-pair ptp

Based on this information, you know that you only need to enter the letter t to
uniquely identify what you have entered as ptp.

Command-Line Syntax — Entering Commands

You enter CLI commands by typing enough characters to uniquely identify the command
and pressing <Enter>.

When entering commands, keep in mind the following rules:

Successful commands return no response in the CLI; commands with errors return an
error response beginning with %, followed by a short error description.

All commmands are case-sensitive.

Aliases are case-sensitive and accept both lower and upper case — for example, map_
alias and Map_Alias refer to two separate maps.

For a list of the special characters that cannot be used in aliases, refer to Alias
Limitations.

The no command is used to remove configuration settings. For example no connect
alias myconnect deletes the named myconnect.

Port numbers are entered in <box ID>/<slot ID>/<port ID> format. For example, 1/1/x1
identifies the 10Gb/1Gb port X1 in slot 1 on box 1in the GigaVUE-OS. For details, refer to
Line Card and Module Numbering.

Strings must consist entirely of alphanumeric characters with no spaces. The only
exceptions are the underscore (_) and hyphen (-) characters. Those are allowed.

For example, in Configure mode, port 1/1/g1 alias Port_Alias is legal, but port 1/1/g1
alias Port Alias is not.
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NOTE: Some string fields do accept spaces provided the input is made inside
quotation marks (for example, the banner login command).

Configure Mode Syntax

Users of GigaVUE-OS nodes may be accustomed to entering the word config before many
commands — config map, config port-filter, and so on. When using the GigaVUE-OS, the
“config” part of the command is implied whenever you are working in Configure mode. The
system prompt helps you remember this by including the word (config) in parentheses. For
example:

(config) #

So, instead of entering config gigastream to set up a GigaStream consisting of multiple
ports, you just enter gigastream followed by the necessary arguments. The config part is
implied because you are already working in the Configure mode. For example:

(config)# gigastream alias mystream port-list 5/1/x1..x4
Paging Through CLI Output

By default, the CLI returns output exceeding the configured terminal length in pages. The
CLI provides the same features for working through the paged output as the Linux
programs less and more. Press the h key when presented with the paging prompt at the
base of the display to see paging options — Figure 2Viewing Paging Options provides an
example of how to do this.

If you prefer, you can disable paging either for the current session or by default:
« Disable for Current Session
(config) # no cli session paging enable
« Disable for All Sessions (Default)

(config) # no cli default paging enable

Introducing the GigaVUE-OS CLI 24
Command-Line Basics



GigaVUE-OS CLI Reference Guide
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Figure 2 Viewing Paging Options
Tip: Assigning Unique Hostnames

If you are working simultaneously with multiple GigaVUE-OS nodes, you may want to assign
each a separate hostname so its easy to identify separate terminal sessions from the system
prompt. Admin users can do this with the hostname <hostname> command.

The Basic Commands

Refer to the Command Line Reference section for a list of commands for the GigaVUE-OS in
Configure mode. As described in Figure 1GigaVUE-OS Command-Line Modes Cheat Sheet,
the commands available in Configure mode are a superset of those available in Standard
and Enable modes.
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Most commands have multiple supported arguments. You can see the exact arguments
available at any point of command entry by typing it into the CLI followed by 2.

What Is Saved In a Configuration File

Configuration files store all of the settings in place on the GigaVUE-OS H Series node when
the file was saved - everything necessary to restore the node to its exact state when the file
was saved. This includes:

Map settings

Port aliases

Port parameters, including duplex, medium, speed, cable length, and so on
Port-groups

Port-pair settings

Tool-mirror settings

Port-type settings

GigaStream settings

All settings shown by the show system command
User accounts, groups, and roles

SNMP server/trap settings

TACACS+, RADIUS, and LDAP servers

NTP servers

Syslog servers

Host names

Mgmt port IP settings

Logging settings, including email notifications

Saving a Configuration File

You can save the GigaVUE-OS H Series node’s current systems to the active configuration
file or a named file:

Introducing the GigaVUE-OS CLI

Use the write memory command to save the running configuration to the current
configuration file. Later on, when you start setting up packet distribution, your changes
will be added to the active configuration right away, but will not be saved across a node
reboot unless you use the write memory command to save your changes to flash.

Use the configuration write to cormmand to save the running configuration to a
named configuration file. The named configuration file then becomes the active
configuration file unless you include the no-switch argument at the end of the
command. For example, this command writes the running configuration to a file
named config-bak but leaves the current file active:

26
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(config) # configuration write to config-bak no-switch

NOTE: |In contrast to the traditional GigaVUE-OS nodes, there is no requirement that
GigaVUE-OS H Series configuration files have a .cfg extension.

Viewing Saved Configuration Files

Use the show configuration files commmand to see a list of available configuration files, as
well as the currently active configuration file.

The name of the factory-provided configuration file is initial. You can see the name of the
most recently booted configuration file by using the show running-configuration
command (or show configuration) and look for the ## Running database entry.

In Figure 3Showing the Current Configuration File
o ==

File Edit Setup Control Window Help
qaChassis10 [8649: master] (config) # show conf run
i

## Running database "initial”

## Generated at 2013/03/19 10:28:28 +0000
## Hostname: gaChassisl0

e

i
## Network interface configuration
#

interface eth0
create
comment "
no dhecp
dis€1ay
duplex auto
ip address 10.150.52.12 /24
mtu 1500
no shutdown
speed auto
no zeroconf
exit

i
## Network interface IPve configuration
#

interface eth0
no ipve address autoconfig
ipv6 address autoconfig default
no ipve address autoconfig privacy
no ipve dhcp client enable
ipve enable
exit

Figure 3 Showing the Current Configuration File

The file listed as active will load the next time the node is rebooted. For example, in Figure

4Showing Configuration Files:

= The 061013_config configuration file is currently active and will load at the next boot — it
is displayed with (active) after its entry.
NoTE: When you use the show configuration files command without a filename,
you see the summary information shown in Figure 4Showing Configuration Files. You
can also use the command with a filename to see detailed file information, as
described in Viewing the Contents of a Configuration File.
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GigaVUE - 192.168.0.16 VT =

File Edit Setup Web Control Window Help
lGigavuE-HD8 (config) # show conf file
061012_config

061013_config (active)

initial

initial.bak

config-bak

mytile

newconfig

061011_confi D
IigavUE-HDS8 %config) Ll | -

Figure 4 Showing Configuration Files

Using the configuration Command

Use the configuration command to manage configuration files on the GigaVUE-OS H Series
node — separate arguments let you perform a wide variety of related tasks, including:

=« Save, copy, and delete configuration files.

« Upload and retrieve configuration files from external hosts using FTP, TFTP, SCP, or
SFTP.

« Show the contents of a configuration file.
« Load a saved configuration file.
« Return to a previous configuration file's settings.

Configuration File Types

There are two types of configuration files on the GigaVUE-OS H Series node — standard
configuration files and text configuration files (known as command files):

» Standard configuration files can be used to store and apply a set of settings with the
configuration switch-to command. Use this command to ensure that all
configurations, including the order of map rule IDs are restored properly.

« Text configuration files are not really configuration files at all — instead, they are lists of
CLI commands used to build a particular configuration. Text configuration files are
useful for both troubleshooting and backup purposes — you can quickly see what
commands built a particular configuration, or you can store regular backups of text files
containing the commands on an external host. Text configuration files can also be
applied in the CLI using the configuration text file <filename> apply command.

You work with text configuration files using the configuration text command and its
arguments.

Information Excluded from Text Configuration Files

For security reasons, text configuration files do not include plaintext passwords, such as
SMTP passwords, AAA keys (RADIUS or TACACS+), private keys in RSA/DSA identities.
Because of this, they cannot completely restore a given configuration using configuration
text file <filename> apply.
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Reserved Empty Database File

The empty database file, empty_db_file_dnu, is a reserved file. Do not use this filename (dnu)
in any database operation such as configuration write to or configuration switch-to
commands as the filename is removed when the node is reloaded.

Syntax for the configuration Commmand

For details on the configuration command, refer to configuration.

Viewing the Contents of a Configuration File

Restoring a configuration file to a GigaVUE-OS H Series node, overwrites the existing
information in place on the node with the information stored in the configuration file.
Because of this, check the contents of the file before you apply it.

You can easily see the details of what has been saved in a configuration file by using the
show configuration files [filename] commmand:

« show configuration files [filename] displays the commands in the named
configuration file.

= You can also use write terminal to display the commands necessary to recreate the
current running configuration.

For example, to view the detailed contents of the gigavue file, you would use the following
command:

show configuration files gigavue

Applying Configuration Files

Standard configuration files created on a node after cleaning the database can be applied
only if the module configuration, such as line cards and transceivers, is exactly the same as
the configuration file on that node that was backed up and saved before restarting.

This restriction does not apply for non-packet distribution commands, such as email or
SNMP.

Apply configuration files to the GigaVUE-OS H Series node with the configuration switch-to
command. The command applies the named configuration file, making it the active
configuration file. So long as it remains the active configuration file, it will also be loaded the
next time the node boots.

For example, the following command applies the configuration file named gigavue:

(config) # configuration switch-to gigavue
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Sharing Configuration Files with Other
GigaVUE-OS H Series Nodes

You can apply a configuration file created on one node to a second node. Keep in mind the
following notes:

« All configuration settings that are not related to packet distribution (maps, tool-mirrors,
port-pairs, and GigaStream) are reusable on the new node.

« Configuration settings related to packet distribution are tied to the chassis ID from the
node on which they were saved. You can move these to the new node using either of
the following methods:

o Delete the old node (no chassis) and provision a new one, using a new box ID, if
required.

o Ifthe box ID and module configuration of the new node is the same as the old node,
you can perform a node migration using the procedure in the Hardware
Installation Guide.

Recommendation for Nodes in a Cluster

The procedures in this chapter for saving and restoring configuration files are for standalone
nodes.

For nodes in a cluster, follow the same procedures but from the cluster leader or VIP node.

Line Card and Module Numbering

Line cards and modules use standard conventions for numbering network and tool ports,
both on the faceplates of the line cards or modules, as well as in the GigaVUE-OS CLI. On
faceplates, the numbers are as follows:

100Gb Ports Numbered with a leading C. For example, the PRT-HCO-C02
includes 100Gb port C1 and C2.

40Gb Ports Numbered with a leading Q. For example, the PRT-HCO0-Q06
includes 40Gb ports Q1 to Q6.

10Gb/1Gb Ports Numbered with a leading X. For example, the PRT-HCO-X24
includes 10Gb/1Gb ports X1 to X24; the bypass combo modules
include 10Gb ports X1 to X16.

Numbered with a leading G. For example, the PRT-HCI1-X12G4

10/100/1000 Ports |, |\ 10/100/1000 ports G1 to G4.
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The port labels on the line card or module faceplates use upper-case C, Q, X, and G
characters to identify ports. However, the CLI uses lowercase notation to refer to ports (for
example, cl, g1, x4, and gl).

When referring to ports in the CLI, the format is box ID/slot ID/port ID. For example, 1/1/x6
refers to box 1, slot 1, port X6.

On chassis with multiple slots/bays, the slots or bays are numbered as follows:

» GigaVUE-HCI: Bays are numbered as follows:
o the base chassis in the center, is numbered 1
o the left module is numbered 2
o theright module is numbered 3

» GigaVUE-HC2: Bays are numbered 1-4 from left upper, left lower, right upper to right
lower.

» GigaVUE-HC3: Bays are numbered 1-4 from left upper, left lower, right upper to right
lower.

White Box Port and Faceplate Labeling

Unlike the GigaVUE-OS, the port number on a Certified Traffic Aggregation White Box (a
white box) is a whole number, starting at one (1). CLI show commands display the faceplate
numbering of all the ports on a white box chassis, as well as a mapping of the faceplate port
number to the GigaVUE-OS port number and of the GigaVUE-OS port number to the
faceplate port number.

Use the following CLI command to display faceplate numbering of all ports on a white box.
Issue this command on a white box that is configured and whose operational status is up.

(config) show chassis box-id 3 faceplate-numbering
ONIE Faceplate Numbering:

LT E EEEE EEEE B EEEL PEEE FEEE L EEEL FEEE 3

[11315]...] 43| 45| 47| | 49] 51|
LR PEPE FERE B PEFL EERL PEEE B PEEL PP
|2]4]6]..| 44| 46| 48] | 50| 52|

LT E EEEE EEEE B EEEL PEEE FEEE L EEEL FEEE 3

GigaVUE-OS Faceplate Numbering:
LT EETL PEEE B ETEL PEEE LEEE B EEEE EEEY J
| x1] x3] x5] ... |[x43|x45|x47]| | q1] q3|
LT EETL PEEE B ETEL PEEE LEEE B EEEE EEEY J

| x2| x4| x6] ... |[x44|x46|x48| | 92| q4]|

x1..x48 : 10G ports
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ql..q4 : 40G ports

Use the following CLI command to display the mapping of the faceplate port number to the
GigaVUE-OS port number:

(config) # show port faceplate-number-mapping port-list 3/1/21,3/1/50..51,3/1/3..7
GigaVUE-OS Port Numbering: 3/1/x21,3/1/92..93,3/1/x3..x7

Use the following CLI command to display the mapping of the GigaVUE-OS port number to
the faceplate port number:

(config) # show port port-number-mapping port-list 3/1/x1..x48,3/1/q1l..q4
Faceplate Port Numbering: 3/1/1..48,3/1/49..52

When a card is not configured, the port mapping commands display an error message as
follows:

(config) # show port faceplate-number-mapping port-list 3/1/1
Invalid port '3/1/1": invalid port syntax

When a card is not on a white box, the port mapping commands display an error message
as follows:

(config) # show port port-number-mapping port-list 1/3/x1
% This command must be issued to a white box node.

For 40Gb ports that can be programmed to split to four SFP+ ports using an octopus cable
or cable splitter, the subports are identified as follows:

1/1/48.1..48.2
This is equivalent to 1/1/x48.x49 on the GigaVUE-OS TA Series.

For more information on white boxes and the Open Network Install Environment (ONIE),
refer to GigaVUE-OS Installation Guide on a White Box.
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Command Line Reference

This section describes all GigaVUE-OS commands. The commands are organized

alphabetically.

For a summary of all the commands and their syntax, refer to Command Line Summary.

Refer to the top-level commmands as follows:

Command Description

aaa Configures authentication, authorization, and accounting settings.

apps Enables access to Gigamon Applications, such as Application Session Filtering (ASF),
GTP backup, GTP whitelisting, Hardware Security Module (HSM), HSM group, inline SSL
decryption, keystore, NetFlow, SIP whitelisting, and Passive SSL decryption. GigaSMART
applications are not supported on GigaVUE-OS TA Series.

banner Sets a system login banner.

bond Configures bonded interface settings.

boot Configures system boot parameters.

card (GigaVUE-OS
H Series)

Configures a line card or module.

On GigaVUE-OS TA Series nodes, use the card (GigaVUE-OS TA Series) command to
enable additional ports.

chassis Configures the GigaVUE-OS H Series chassis.

clear Resets statistics or clears caches.

cli Configures CLI shell options.

clock Sets the system clock or timezone.

cluster Configures a cluster of connected GigaVUE-OS nodes.

configuration

Manages configuration files.

configure Enters Configure mode.

coreboot Upgrades the BIOS image on GigaVUE-OS-TA100, GigaVUE-OS-TA100-CXP,
GigaVUE-HCI1, and GigaVUE-HC3.

crypto Manages X.509 certificates for the GigaVUE-OS H Series node’'s Web server.

debug Generates a dump file for use in debugging issues with Gigamon Technical Support.

disable Exits Enable mode and returns to Standard mode.

email Configures email and event notification through email.

enable Enters Enable mode.

exit Exits Configure mode and returns to Enable mode or logs out of the CLI.

fabric advanced-
hash

Configures advanced hashing parameters on stack GigaStreams and gsgroups.

file

Manages TCP and debug dump files on disk.

filter-template

Configures flexible filter templates on GigaVUE-HC3 and GigaVUE-OS-TA100.

Command Line Reference
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Command Description

gigasmart

Configures a stack port interface to provide Internet connectivity for a GigaSMART card
or module.

gigastream

Configures a GigaStream—a group of ports acting as a single addressable tool port
destination or stack-link.

gsgroup Configures a GigaSMART group consisting of one or more GigaSMART engine ports.
GigaSMART applications are not supported on GigaVUE-OS TA Series.

gsop Configures a GigaSMART operation consisting of one or more advanced processing
applications. GigaSMART applications are not supported on GigaVUE-OS TA Series.

gsparams Configures GigaSMART parameters. GigaSMART applications are not supported on
GigaVUE-OS TA Series.

gta-profile Configures a Control and User Plane Seperation (CUPS) gta profile on a Control
Processing Plane for routing the Gigamon Transport Agent (GTA) packets.

halt Shuts down the system without powering it off.

hb-profile Configures a heartbeat profile on GigaVUE-OS HC Series nodes.

header-strip

Configure the header stripping protocol for a chassis.

help Views a description of the interactive help system.

hostname Specifies the system's hostname. The hostname appears in the system prompt and in
SNMP traps.

ib-pathway Configures the Resilient Inline Arrangement feature.

image Manages system software images.

inline-network

Configures an inline network on GigaVUE-OS HC Series nodes.

inline-network-
group

Configures an inline network group on GigaVUE-OS HC Series nodes.

inline-serial

Configures an inline tool series on GigaVUE-OS HC Series nodes.

inline-tool

Configures an inline tool on GigaVUE-OS HC Series nodes.

inline-tool-group

Configures an inline tool group on GigaVUE-OS HC Series nodes.

interface Configures network interfaces.

ip Configures IP settings for the ethO Mgmt port.

ip interface Configures an IP interface to be used for GigaSMART encapsulation/decapsulation
operations. This command is not supported on GigaVUE-OS TA Series nodes.

[[e}%S) Configures IPv6 settings for the ethO Mgmt port.

job Configures scheduled jobs.

Idap Configures LDAP server settings for authentication.

license Activates features using license keys. Licensing is used for GigaSMART, Port, or
Advanced Features License.

logging Configures event logging.

map Configures maps and map rules to manage GigaVUE-OS traffic distribution.

map-group

Configures map groups for GTP forward listing and GTP flow sampling.

map-passall

Creates a passall map to send all traffic on a network port to a tool port irrespective of
the other packet distribution in place on the port.

Command Line Reference

34


../../../../../../../Content/GV-OS-CLI/_gta_profile_.htm#cli_ref_4021327685_2793604

GigaVUE-OS CLI Reference Guide

Command Description

amap-scollector

Configures shared collector map parameters.

map-template

Creates a map template.

nhb-profile

Configures a negative heartbeat profile on GigaVUE-OS HC Series nodes.

no

Deletes or clears certain configuration options.

notifications

Configures notification settings.

ntp Enables and disables the use of NTP, as well as adds NTP servers.

ntpdate Sets system clock once from a remote server using NTP.

onie Reboots a Certified Traffic Aggregation White Box (white box) into Open Network
Install Environment (ONIE) modes. This command is only available on white boxes
where GigaVUE-OS is installed.

ping Sends ICMP echo requests to a specified host.

ping6 Sends ICMPV6 echo requests to a specified host.

pld Upgrades programmable logic devices (PLDs) on GigaVUE-HC3 nodes.

policy Configures an active visibility policy.

port Configures port type, parameters, and filters.

port-group Creates a group of ports.

port-pair Configures a port-pair on a pair of network ports within the same GigaVUE-OS H Series
node. A port-pair is a bidirectional connection in which traffic arriving on one port in
the pair is transmitted out the other (and vice-versa) as a passthrough TAP.

ptp Enables and disables the use of PTP.

radius-server

Configures RADIUS server settings for authentication.

redundancy-profile

Configures an inline redundancy profile on GigaVUE-OS HC Series nodes.

reload (reboot)

Reboots or shuts down the node.

reset Resets specified portions of the system configuration to their factory states.

serial Sets options for the serial console port.

sfp Reserved for future use.

show Displays configuration and status information for GigaVUE-OS H Series settings and
entities.

sleep Sleeps for a specified number of seconds.

snmp-server

Configures SNMP settings, including the local SNMP server, notification events, and
notification destinations.

spine-link Configures spine links in a cluster with a leaf and spine architecture.

ssh Enables and disables SSH access, as well as manages settings.

stack-link Configures a stack-link between two GigaVUE-OS H Series nodes in a cluster. Stack-
links are used to carry data traffic between nodes in a GigaVUE-OS H Series cluster.

system Changes system settings.

system-health

Configures system health behaviors.

tacacs-server

Configures TACACS+ server settings for authentication.
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Command Description

terminal Sets terminal parameters, including width and length.

timestamp Configures the timestamp source. This commmand is not supported on GigaVUE-OS
TA Series nodes.

tool-mirror Configures a tool-mirror connection between two tool ports. A tool-mirror connection
sends all packets arriving on one tool port to a second tool port on the same node.

traceroute Traces the route packets take to a destination.

tunnel Configures a circuit tunnel between two clusters.

tunnel-endpoint Configures a tunnel endpoint, which is a destination for load balanced traffic from a
L2GRE encapsulation tunnel.

uboot Installs new uboot software.

username Manages user accounts.

vport Configures a virtual port. This command is not supported on GigaVUE-OS TA Series
nodes.

web Configures the Web server used for the management of GigaVUE-OS H Series nodes

using the GigaVUE-FM GUI.

write Saves the running configuration to persistent storage.

General Information on Working with the CLI

Refer to Command-Line Basics for general instructions on working with the GigaVUE-OS.

Port Lists Definition in the GigaVUE-OS

Many CLI commands require that you specify a port list—port-filters, maps, and so on. The
GigaVUE-OS observes a standard convention for port lists—you can use one or more of the
following separated by commas—no spaces or tabs are allowed:

port-id <bid/sid/pid>

port-alias <port-alias>

port-list <bid/sid/pid_x.pid_y> (range) | <bid/sid/pid_x,bid/sid/pid_y,bid/sid/pid_z> (list) |
gigastream-alias <gigastream-alias> | gigastream-alias-list | <gigastream-

aliasl,gigastream-alias2,..> | inline-network-alias <inline-network-alias> |
inline-network-group-alias <inline-network-alias>

« The port-list argument lets you select multiple non-contiguous ports. To enter port IDs
in a list, simply put a comma between each port ID in the list.

. The <bid/sid/pid_x..pid_y> argument lets you select a series of adjacent ports (for
example, 1/5/x4..x6 selects port x4.x6 on slot 5.
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NOTE: Port ranges must be specified separately for 10Gb-capable and 1Gb ports.
You cannot create a single range including both. For example, the PRT-HOO-
X12G04 card includes ports x1..x12 and ports gl..g4, but you cannot create a
series that spans from 1/1/x1 to 1/1/g4. Instead, you must create two series:
1/1/x1..x12 and 1/1/g1..g4.

« GigaSMART load balancing port groups can have ports with different rates.

= You can mix a port-id with a port-alias and a port-list so long as they are separated by
commas and no spaces. For example, 1/5/x4..x6,myalias,1/4/x2..x4 is a valid port-list.

« In some commands, the port-list includes a GigaStream alias, an inline-network alias, or
an inline-network-group alias.

Examples

The port list conventions make it easy to connect multiple network ports or tool ports, for
example:

Command Comments

(config) # map-passall alias mymap (config | Createsa map that connects port 1/1/x1 to ports 1/4/x6,

map-passall alias mymap) # from 1/1/x1 1/4/x7, and 1/4/x8 with an alias of mymap.
(config map-passall alias mymap) # to
1/4/x6..x8

Port Numbering/Speeds

The CLI uses lowercase notation to refer to ports (gl, x4, g1, and cl). The port numbering
refers to the following speeds:

» g—10/100/1000 ports

« X—10Cb ports

« g—40Gb ports

« Cc—100Gb ports

Mode and User Level Commands

This section lists each command with an indication of the minimum command-line mode
required for its use. Refer to and Figure 1GigaVUE-OS Command-Line Modes Cheat Sheet
for a summary.

Most commands can be used by both admin and default-level users. Commands that can
only be performed by admin-level users are listed as such.
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ddd

Required Command-Line Mode = Enable

Use the aaa command to configure accounting, authentication, and authorization (AAA)
settings for the GigaVUE-OS node.

Use the aaa accounting command to configure accounting settings. Refer to aaa
accounting.

Use the aaa authentication command to configure authentication settings. Refer to aaa
authentication.

Use the aaa authorization command to configure authorization settings. Refer to aaa
authorization.

aaa accounting

Required Command-Line Mode = Configure

Use the aaa accounting command to configure accounting settings to enable or disable
the logging of system changes to an AAA accounting server. Currently, TACACS+ is the only
supported accounting server.

Configured TACACS+ servers are contacted in the order in which they appear in the
configuration until one accepts the accounting data or the server list is exhausted.

The following table describes the arguments for the aaa accounting command:

Argument Description
changes default stop-only Configures the order in which accounting changes default methods
<tacacs+> are tried as follows:

e stop-only—Logs a TACACS+ accounting stop notification.
e tacacs+—Specifies TACACS+ accounting method.

Related Commands

The following table summarizes other commands related to the aaa accounting command:

Task Command

Displays general AAA settings. # show aaa
Clears AAA accounting changes (config) # no aaa accounting changes
settings.
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Task Command

Clears the accounting changes default | (config) # no aaa accounting changes
method list settings. default

Clears the accounting changes stop (config) # no aaa accounting changes
notification settings. default stop-only

Clears the accounting changes (config) # no aaa accounting changes
TACACS+ settings. default stop-only tacacs+

aaa authentication

Required Command-Line Mode = Configure

Use the aaa authentication command to specify the authentication methods to use for

logins to the Mgmt port, as well as the order in which they should be used.

You can enable all authentication methods. If you enable more than one method, the

GigaVUE-OS node uses the methods in the same order in which they are specified, falling
back as necessary. If all servers using the first method are unreachable, the GigaVUE-OS

node will fall back to the secondary method, and so on.

To prevent lockouts, it is recommended that you include local as one of the methods.

However, the local method is optional. Refer to the “Authentication” section in the GigaVUE

Administration Guide.

If a server responds to a login attempt with an authentication reject, no further servers using

that method are tried. Instead, the next method is tried until either the user’'s login is
granted or all specified methods are exhausted.

If you enable radius, tacacs+, or Idap, you must also:

» Configure the RADIUS, TACACS+, or LDAP server using the corresponding radius-
server, tacacs-server, or ldap command.

« Configure GigaVUE-OS node users within the external authentication server itself.

The aaa authentication coommand has the following syntax:

aaa authentication
attempts
class-override
admin no-lockout
unknown <hash-username | no-track>
lockout
enable
lock-time <seconds>
max-fail <failure count>
unlock-time <seconds>
reset <all> | <user <username>> [no-clear-history | no-unlock]
track enable
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certificate crl
install name default pem url <URL>
uninstall name default
login default [Idap] [local] [radius] [tacacs+]
password expiration
duration <days>
enable

The following table describes the arguments for the aaa authentication command:

Argument Description

attempts Overrides the global settings for tracking and lockouts for the admin account.
class-override Specifying no-lockout means that the admin user will never be locked out,
admin no-lockout though their authentication failure history will still be tracked if tracking is

enabled overall.

This applies only to the single account with the username admin. It does not
apply to any other users with administrative privileges.

attempts Overrides settings for the unknown class. Unknown means all usernames that
class-override are not recognized as real accounts (not a locally configured account). The
unknown <hash- overrides specify the following:

username | no-track> e no-track—Does not track authentication for these users.

e hash-username—Applies a hash function to the username and stores the
hashed result.

attempts Enables or disables locking out of user accounts based on authentication
lockout failures. This suspends the enforcement of any existing lockouts and prevents
enable any new lockouts from being recorded. If lockouts are later re-enabled, any

lockouts that had been recorded previously, resume being enforced, but
accounts that passed the max-fail limit are not automatically locked at this time.
They are permitted one more attempt, and then locked out. Lockouts are
applied after an authentication failure, if the user has surpassed the threshold at
that time.

Lockouts only work if tracking is enabled. Enabling lockouts will automatically
enable tracking. Disabling tracking will automatically disable lockouts.

attempts Specifies that no logins are permitted for this number of seconds following any
lockout login failure (not counting failures caused by the lockout mechanism, or the
lock-time <seconds> lock-time itself). This is not based on the number of consecutive failures.

If both unlock-time and lock-time are set, the unlock-time must be greater
than the lock-time.

Unlike max-fail, this does take effect immediately for all accounts.

attempts Sets the maximum number of consecutive authentication failures (attempts)
lockout max-fail permitted for a user account before the account is locked. After this number of
<failure count> failures, the account is locked and subsequent attempts are not permitted.

This setting only impacts the lockouts imposed while the setting is active. It is
not retroactive to previous logins. So if max-fail is disabled or changed, this
does not immediately cause any users to be changed from locked to unlocked or
vice-versa.
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Argument Description

unlock-time <seconds>

Specifies that if a user account is locked due to authentication failures, another

login attempt will be permitted if this number of seconds has elapsed since the
last login failure. That does not count failures caused by the lockout mechanism
itself. A user must have been permitted to attempt to login, and then failed.

After this interval has elapsed, the account does not become unlocked, nor does
its history reset. It simply permits one more login attempt even if the account is
locked.

Unlike max-fail, this does take effect immediately for all accounts.

attempts

reset <all> | <user
<username>> [no-
clear-history | no-

Clears the history of login failures, and/or unlocks the account. By default, both
are done, which deletes the entire user record from the database.

If either of the two optional parameters is used, the record is left in the database,
but partially cleared. The parameters specify the following:

unlock . .
] e no-clear-history—Clears the history, but leaves the account's lock alone.
Therefore, if it was locked, it remains locked until further action is taken.

e no-unlock—Leaves the history alone and only unlocks the account. Therefore,
one more login will be permitted, but the account could then become re-
locked after another failure (if it was already over the threshold).

attempts Enables or disables tracking of authentication failures. The default is disabled.
track Tracking can be used for informational purposes or with the lockout argument.
enable

Disabling tracking does not clear any records of past authentication failures or
the locks in the database. However, it prevents any updates to this database
from being made. No new failures are recorded. It also disables lockout,
preventing new lockouts from being recorded and existing lockouts from being
enforced.

certificate crl

install name default
pem url <URL>
uninstall name default

Configures certification authentication settings for Certificate Revocation List
(CRL), as follows:

e install—Downloads and installs a CRL as follows:
o name—Specifies the name of the CRL to install.
o default—Installs the specified CRL.
o pem—Downloads and installs the specified CRL in PEM format.
o

url—Downloads the specified CRL in PEM format via the URL and installs
it.

e uninstall—Uninstalls a CRL as follows:
o name—Specifies the name of the CRL to uninstall.
o default—Uninstalls the specified CRL.

Examples:

(config) # aaa authentication certificate crl install name default
pem url http://192.168.1.2/godaddy.crl.pem

(config) # aaa authentication certificate crl uninstall name
default% NOTICE: local method is last in order and it will be used
only if remoteservers are not reachable.

login default [Idap]

Configures the order in which authentication methods for system logins are
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Argument Description

[local] [radius]
[tacacs+]

tried. The valid values are Idap, local, radius, and tacacs+. The order in which the
methods are specified is the order in which the authentication is tried.

To prevent lockouts, it is recommended that you include local as one of the
methods. However, the local method is optional.

In the following example, if local is not included as one of the methods, the
device will be authenticated exclusively by the TACACS+ server:

(config) # aaa authentication login default tacacs+
Access is only given to one method at a time.

In the following example, if the TACACS+ server is reachable, the local method
will not be checked. Only if the TACACS+ server becomes unreachable will the
method fall back to local.

(config) # aaa authentication login default tacacs+ local

In the following example, the local method will only be checked if neither the
TACACS+ server or the RADIUS server are reachable:

(config) # aaa authentication login default tacacs+ radius local

In the following example, if the TACACS+ server is not reachable, the next
method in order will be checked, which is local:

(config) # aaa authentication login default tacacs+ local radius

password expiration
duration <days>
enable

Configures the number of days before a password expires and enables it for user
accounts. When a user account is created, it is given the currently configured
password expiration duration.

If the duration is configured to 20 days, all user accounts that are created after
that duration was configured, will expire after 20 days. If the duration is changed
to 15 days, all user accounts that are created after that duration was configured,
will expire after 15 days. That is, the user accounts configured to expire after

20 days, will not expire after 15 days as a result of the change to the duration.

For example:
(config) # aaa authentication password expiration duration 20

Related Commands

The following table summarizes other commands related to the aaa authentication

command:

Task Command

Displays general AAA settings. # show aaa
Displays configuration and history of authentication failures. # show aaa authentication attempts
Displays configuration of authentication failure tracking. # show aaa authentication attempts

configured

for all users.

Displays status of authentication failure tracking and lockouts | # show aaa authentication attempts

status

Displays failure tracking for a specified user. # show aaa authentication attempts
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Task Command

status user manager

Display authentication-certificate settings.

# show aaa authentication certificate

Displays the currently installed CRL.

# show aaa authentication certificate
crl name default

Displays the tracked login attempts.

# show aaa authentication login

Displays the tracked login attempts for last x days (default 10).
Add last to specify the number of days to track.

Shows user name, # login attempts, hostname or IP address,
and time. There are separate sections for successful and failed
attempts.

# show aaa authentication login

# show aaa authentication login
tracked last

Deletes all overrides from the admin account.

(config) # no aaa authentication
attempts class-override admin

Deletes the no-lockout override from the admin account.

(config) # no aaa authentication
attempts class-override admin no-
lockout

Deletes all overrides from unknown users.

(config) # no aaa authentication
attempts class-override unknown

Deletes the hash-username override from unknown users.

(config) # no aaa authentication
attempts class-override unknown
hash-username

Deletes the no-track override from unknown users.

(config) # no aaa authentication
attempts class-override unknown no-
track

Disables lockout of accounts based on failed authentication
attempts.

(config) # no aaa authentication
attempts lockout enable

Disables temporary lock on account after every authentication
failure.

(config) # no aaa authentication
attempts lockout lock-time

Does not lock out users based on consecutive authentication
failures.

(config) # no aaa authentication
attempts lockout max-fail

Never allows authentication retry on locked account.

(config) # no aaa authentication
attempts lockout unlock-time

Disables tracking of failed authentication attempts.

(config) # no aaa authentication
attempts track enable

Clears authentication login settings.

(config) # no aaa authentication login

Negates authentication password expiration settings.

(config) # no aaa authentication
password expiration duration

Disables password expirations.

(config) # no aaa authentication
password expiration enable
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aaa authorization

Required Command-Line Mode = Configure

Use the aaa authorization command to specify how externally logged-in users should be
granted privileges on the GigaVUE-OS node. You can map all external logins to a specific
local account, use matching accounts in the local database, or reject external logins unless
they have a matching account in the local database.

The aaa authorization commmand has the following syntax:

aaa authorization
map
default-user <<user> | admin | monitor | operator>
order <<policy> | remote-only | remote-first | local-only>
roles
role <role name | Default> [description]

The following table describes the arguments for the aaa authorization command:

Argument Description

map Specifies the account to which externally authenticated logins are mapped
default-user <<user> | when map order is set to remote-first (if there is no matching local account)
admin | monitor | or local-only.
operator>
map Specifies how externally authenticated logins (RADIUS, TACACS+, or LDAP)
order <<policy> | remote- | are mapped to local accounts, as follows:
only | remote-first | local- | remote-first—Maps externally authenticated logins in the following order:
only> . .

a. Mapped to the matching local account name, if present.

b. Ifthereis no matching local account, the local user mapping attribute
provided by the AAA server is used.

c. Ifthe local user mapping attribute is not present or does not specify a
valid local user account, the account name specified by the map
default-user argument is used.

This is the default.
remote-only—Maps externally authenticated logins in the following order:

a. Mapped to the matching local account name, if present.

b. If there is no matching local account, the local user mapping attribute
provided by the AAA server is used.

c. Ifthelocal user mapping attribute is not present or does not specify a
valid local user account, no further mapping is attempted.

local-only—Maps all externally authenticated logins to the user specified by
the aaa authorization map default-user <user name> command.

role <role name | Default> | Configures a role by name or Default and optionally adds a role description.
[description]
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Related Commands

The following table summarizes other commmands related to the aaa authorization
command:

Task Command

Displays general AAA settings. # show aaa

Clears authorization user mapping (config) # no aaa authorization map

default user settings. default-user

Clears authorization user mapping (config) # no aaa authorization map order

order settings.

Deletes a role definition. (config) # no aaa authorization roles role
Default

Deletes a description from a role. (config) # no aaa authorization roles role

Default description

apps

Required Command-Line Mode = Configure
Required User Level = Admin

Use the apps command to configure applications.

Use the apps asf coommand to configure Application Session Filtering (ASF) parameters.
Refer to apps asf.

Use the apps enhanced-lb commmand to configure Enhanced Load Balancing (ELB)
parameters. Refer to apps enhanced-lb.

Use the apps enhanced-slicing commmand to configure Enhanced Slicing Parameters. Refer
to apps enhanced-slicing.

Use the apps gtp-backup command to manipulate GTP backup files. Refer to apps gtp-
backup.

Use the apps gtp-whitelist command to configure GTP forward list parameters. Refer to
apps gtp-whitelist.

Use the apps hsm command to configure Hardware Security Module (HSM). Refer to apps
hsm.

Use the apps hsm-group command to configure an HSM group. Refer to apps hsm-group.
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Use the apps inline-ssl command to configure inline Secure Sockets Layer (SSL) parameters
for SSL decryption for inline tools, or inline SSL decryption. Refer to apps inline-ssl.

Use the apps keystore command to configure keystore key pairs. Refer to apps keystore.

Use the apps netflow command to configure NetFlow Generation parameters. Refer to
apps netflow.

Use the apps sip-whitelist command to configure SIP forward list parameters. Refer to apps
sip-whitelist.

Use the apps diameter-whitelist coommand to configure diameter forward list parameters.
Refer to apps diameter-whitelist.

Use the apps ssl command to configure Secure Sockets Layer (SSL) parameters for SSL
decryption for out-of-band tools, or Passive SSL decryption. Refer to apps ssl.

apps asf

Use the apps asf coommand to configure Application Session Filtering (ASF) parameters. Use
ASF after applying pattern matching with Adaptive Packet Filtering (APF). When a packet
matches an APF rule, such as a regular expression filter rule, the subsequent packets with
the same flow session will be forwarded to the same tool port as the matching packet.

Also use the apps asf command to configure ASF with buffering. Buffering ensures that all
packets belonging to a flow session are captured and forwarded to the tools. For buffer ASF,
you also need to allocate the number of session entries, in millions, using the gsparams
command. Refer to resource buffer-asf under gsparams.

The apps asf command has the following syntax:

apps asf <alias <alias>>
bi-directional <disable | enable>
buffer <disable | enable>
buffer-count-before-match <3-20>
packet-count <2-100 | disable>
protocol <tcp | udp | tcp-udp>
sess-field <add | delete>
<gtpu-teid>
<ipv4 | ipv4-5tuple | ipv4-dst | ipv4-l4port-dst | ipv4-protocol | ipv4-src | ipvé4-src-l4port-
dst | ipv6 | ipv6-5tuple | ipv6-dst | ipv6-l4port-dst | ipv6-protocol | ipv6-src | ipv6-src-l4port-
dst | l4port | l4portdst | l4portsrc> <inner | outer>
<mpls-label | vlan-id> <pos <1 | 2>>
timeout <10-120s>

The following table describes the arguments for the apps asf commmand:
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Argument Description

alias <alias> Specifies the ASF alias. For example:

(config) # apps asf alias asf2

bi-directional <disable | enable> Specifies the direction of the flow, as follows:

e disable—Disables capture of both directions of
the flow.

e enable—Enables capture of both directions of
the flow.

Depending on the session field attribute selected,
GigaSMART will form the session field attribute for
the reverse direction traffic.

The default is enable, which means the opposite
flow is captured.

For example:

(config) # apps asf alias asf2 bi-
directional disable

For details of bidirectional support, refer to
Bidirectional Support for Session Field Attributes.

buffer <disable | enable> Enables or disables buffer ASF. The default is
disable.

For example:

(config) # apps asf alias asf2 buffer
enable

NoOTE: To turn on buffer ASF, buffer must be
enabled.

buffer-count-before-match <3-20> Specifies the maximum number of packets that
buffer ASF will buffer per session before an APF
match. This provides a limit to the amount of
buffering. The default is 3. The range is from 3 to
20.

For example:

(config) # apps asf alias asf2 buffer-
count-before-match 10

packet-count <2-100 | disable> Specifies the number of packets to forward to the
tool port for each session match. After the packet
count is reached, subsequent packets for the
session are dropped.

The packet count includes the packet that
triggered the creation of the session.
The default is disable, which means that all

packets will be forwarded to the tool port. The
range is from 2 to 100.

Command Line Reference 4-7
apps



GigaVUE-OS CLI Reference Guide

Argument Description

For example, to capture 50 packets after the
pattern match:

(config) # apps asf alias asf2 packet-
count 50

This parameter applies to APF pass rules (gsrule
add pass).

The number of packets dropped after the packet
count is exceeded is displayed in the Exceed
Count Drop field.

protocol <tcp | udp | tcp-udp>

Specifies the protocol for buffer ASF as follows:
e tcp—Specifies TCP only.

e udp—Specifies UDP only.

e tcp-udp—Specifies both TCP and UDP.

The default is tep.

For example:

(config) # apps asf alias asf2 protocol
udp

sess-field <add | delete>

<gtpu-teid>

<ipv4 | ipv4-5tuple | ipv4-dst | ipv4-l4port-dst |
ipv4-protocol | ipv4-src | ipv4-src-l4port-dst

| ipv6 | ipv6-5tuple | ipv6-dst | ipv6-l4port-
dst | ipv6é-protocol | ipv6é-src | ipv6-src-
l4port-dst | I4port | I4portdst | l4portsrc>

<inner | outer>
<mpls-label | vlan-id> <pos <1 | 2>>
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Specifies the attributes of a session field to add or
delete. A session field is a group of fields that
define a flow session. A flow session consists of
one or more field names and attributes that
define a session. Some field names include
multiple attributes as follows:

e gtpu-teid—GTP-u tunnel identifier. Not
supported for buffer ASF.

e ipv4 (ipv4-src, ipv4-dst)—IPv4 source and
destination IP.

e ipv4-5tuple (ipv4-src, ipv4-dst, 14port-src,
l4port-dst, ipv4-protocol)—IPv4 source and
destination IP, Layer 4 (L4) source and
destination port, and protocol field in IPv4
header. For buffer ASF, the IPv4 protocol is
TCP/UDP.

e ipv4-dst—IPv4 destination IP.

e ipv4-l4port-dst (ipv4-src, ipv4-dst, 14port-dst)—
IPv4 source and destination IP, and L4
destination port.

e ipv4-protocol—Protocol field in IPv4 header.

e ipv4-src—IPv4 source |IP.

e ipv4-src-l4port-dst (ipv4-src, l4port-dst)—IPv4
source IP and L4 destination port.

e ipv6 (ipv6-src, ipve-dst)—IPv6 source and
destination IP.
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Argument Description

e ipv6-5tuple (ipv6-src, ipv6e-dst, [4port-src,
l4port-dst, ipv6e-protocol)—IPv6 source and
destination IP, L4 source and destination port,
and protocol field in IPv6 header. For buffer ASF,
the IPv6 protocol is TCP/UDP.

e ipv6-dst—IPv6 destination IP.

e ipv6-l4port-dst (ipv6-src, ipve-dst, [4port-dst)—
|Pv6 source and destination IP, and L4
destination port.

e ipv6-protocol—Protocol field in IPv6 header.

e ipv6-src—IPv6 source IP.

e ipv6-src-l4port-dst (ipv6-src, [4port-dst)—IPv6
source and L4 destination port.

e l4port (I4port-src, 14port-dst)—L4 source and
destination port.

l4port-dst—L4 destination port.
l4port-src—L4 source port.
mpls-label—MPLS label.
vlan-id—VLAN ID.

In addition, for all IP and L4 port fields, specify the

following:

e outer—the first IP or L4 port in the packet. For
buffer ASF, only outer is supported.

e inner—the second IP or L4 port in the packet
(usually inside tunneling).

For MPLS label and VLAN ID fields only, position is
the user-defined position of the field in the packet,
as follows:

1—the first occurrence of the protocol header or
field in the packet. For buffer ASF, only position 1is
supported.

2—the second occurrence of the protocol header
or field in the packet.

Examples:
(config) # apps asf alias asfl sess-field
add gtpu-teid
(config) # apps asf alias asf2 sess-field
add ipv4 inner

(config) # apps asf alias asf3 sess-field
add ipv4-5tuple oute) # apps asf alias
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Argument Description

asf4 sess-field add vlan-id pos 2

timeout <10-120s> Specifies the session inactivity timeout, in seconds.
A session will be removed due to inactivity when
no packets match. The default is 15 seconds. The

range is from 10 to 120 seconds.
For example:
(config) # apps asf alias asf2 timeout 60

Bidirectional Support for Session Field Attributes

The following table lists each session field attribute, the corresponding field for the reverse
direction, and whether or not the bidirectional parameter is supported:

Field Corresponding Field for Bidirectional
Attribute Reverse Traffic Support
ipv4-src ipv4-dst yes
ipv4-dst ipv4-src yes
ipv6-src ipv6-dst yes
ipv6-dst ipv6-src yes
l4port-src |4port-dst yes
|4port-dst |4port-src yes
ipv4-protocol ipv4-protocol yes
ipve-protocol ipve-protocol yes
vlan-id vlan-id yes
mpls-label N/A no
gtpu-teid N/A no

Related Commands

The following table summarizes other commands related to the apps asf command:
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Task Command

Displays configuration of a specified ASF.

# show apps asf alias asfl

Displays configuration of all ASFs.

# show apps asf all

Displays ASF statistics by alias.

# show apps asf stats alias asf2

Displays all ASF statistics.

# show apps asf stats all

Displays GSOP for ASF application.

# show gsop by-application asf

Displays GSOP statistics for ASF
application.

# show gsop stats by-application asf

Deletes a specified ASF session field.

(config) # apps asf alias asf2 sess-field delete gtpu-
teid

Deletes a specified ASF alias.

(config) # no apps asf alias asfl

Deletes all ASF aliases.

(config) # no apps asf all

apps gtp-backup

Use the apps gtp-backup command to manipulate GTP backup files created by GTP

stateful session recovery.

The apps gtp-backup command has the following syntax:

(missing or bad snippet)

The following table describes the arguments for the apps gtp-backup command:

Argument Description

delete <filename>

Deletes a GTP backup file by name. Use a question mark to display
the names of backup files. The backup files have _backup and the
following format:

e s2—Specifies the slot number, for example, slot 2.

e e0—Specifies the e port number, where O means e port1and 1
means e port 2.

For example:

(config) # apps gtp-backup delete ?<filename>s2e0_
backup

(config) # apps gtp-backup delete s2e0_backup

delete-all

Deletes all GTP backup files.
For example:
(config) # apps gtp-backup delete-all
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apps exporter

Use the apps exporter commmand to configure the exporter.

The apps exportercommand has the following syntax:

apps exporter alias <alias>
type <gtp-cups | tunnel>
source
interface
ip-interface
14
port
destination

14
port <1-65535>

protocol <tcp | udp>
13

ip

ver6

ver4

ttl <1-255>

dscp <0-63>

protocol <ipv4 | ipv6 | auto>
gsgroup <add | delete>

The following table describes the arguments for the apps exporter commmand:

Argument Description

alias <alias>

Specifies the listener alias.

type <gtp-cups | tunnel>

Specifies the type of the listener as follows:
e gtp-cups — GigaSMART host for GTP-Cups.
e tunnel— GigaSMART host for Tunnel.

source <interface <ip-interface> | 14
<port> >

Configures the following exporter source parameters:
e interface — Configures the following exporter interface to be
used.

= ip interface — Configure the exporter IP interface to
be used

e l4 — Configures the following exporter source transportation
layer parameters:

m port— Configure the exporter source port.

destination <I3 | 14>

Configures the following exporter destination parameters:

e I3 — Configures the exporter destination network layer
parameters.
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Argument Description

e l4 — Configures the exporter destination transportation layer
parameters.

NoTE: When the listener type is gtp-cups, the configuration
of exporter destination network layer parameters is optional.

l4< port <1-65535> Configures the following transportation layer parameters in the

protocol <tcp | udp>> exporter:
e port— Configures the listener source port. The value ranges
from 1 to 65535.

e protocol — Configures the following listener |4 protocol
o TCP
o UDP

I3 <ip <ver6 | ver4 | ttl <1-255>dscp <0- | Configures the following network layer parameters in the

63>> <protocol <ipv4 | ipv6 | auto>> exporter:

e dscp — Configures the DSCP value. The value ranges from O
to 63.

e protocol — Configures the following listener protocol.
m |Pv4 — Uses IPv4 for communication.
m |Pv6 — Uses IPv6 for communication.
m Auto — Detects the protocol based on context.

e ttl — Configures the Time-To-Live (TTL) in seconds. The value
ranges from t to 255.

gsgroup <add | delete> Configures the gsgroup on which the listener has to be

activated or deactivated as follows:

e add — Activates the listener on which the gsgroup is
configured.

e delete —Deactivates the listener on which the gsgroup is
configured.

apps enhanced-slicing

Required Command-Line Mode = ConfigureRequired User Level = Admin

Use the apps enhanced-slicing commmand to configure Enhanced Slicing profile and their
parameters.

The apps enhanced-slicing command has the following syntax:

apps enhanced-slicing alias <name>

protocol add <protocol fields> offset <offset-length> [flow-session <inner | outer> skip packet-
count <1-50> [action <slice | drop>] [timeout <value>]]

protocol delete <rule-id>
max-sessions <max session entries>

exit
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The following table describes the arguments for the apps enhanced-slicing command:

Argument Description

enhanced-slicing alias Specifies an alias of the enhanced slicing file.
<name>
protocol add <protocol Adds the protocol to be added to the enhanced slicing profile. The

fields> offset <offset-length> protocols that can be added in the protocol field are as follows:

[flow-session <inner | outer> e ip—Adds IP protcol.

skip. packet-count <1-50> ipv4—Adds IPv4 protocol.

[action <slice | drop>] .

[timeout <value>]] ipv6—Adds IPv6 protocol.
gtp—Adds GTP protocol.

gtp-ip—Adds GTP-ip protocol.

gtp-ipv4—Adds GTP-ipv4 protocol.

gtp-ipv6—Adds GTP-ipv6 protocol.

tcp—Adds TCP protocol.

udp—Adds UDP protocol.

l4-port—Adds layer 4 port number. The value of the port number
ranges from 1to 65535.

e gtpu-tcp—Adds gtpu-tcp protocol.
e gtpu-udp—Adds gtpu-udp protocol.
For GTP protocol, the protocol position is inner by default. For other

protocols, the protocol position must be configured either as inner or
outer.

At least one protocol field is required in each profile.
The parameters that are configured are:

e offset <offset-length> — Specifies the number of bytes that should be
sliced after the protocol header. The offset-length value ranges from
64 to 9000 when there is no protocol selected. The value ranges from
0 to 9000 when other protocol is selected.

e flow-session — Use flow session to slice the packet after it reaches a
configured packet count from the beginning of a session flow. This is
an optional attribute. Always use 4-tuple for IP and L4 port to identify
a flow. The first occurrence of IP and L4 port is considered as the outer
value. The second occurrence of IP and L4 is considered as the inner
value.

For a profile with flow-session defined, a session is created when a
packet is received and when there is no existing flow-session for that
flow. Slicing or dropping starts on the next packet of a session after the
number of packets reaches the specified value in the packet count.

action — Specifies to slice or drop packets after reaching the skip count
(optional). The default action is slice. Slicing or drop is be performed in
the following conditions:

e When the traffic does not match any rule in the profile.

e When a packet does not contain the configured inner or outer IP and
|4-port in a defined flow-session.
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Argument Description

timeout — Specifies the session idle time (optional). The value ranges
from 100 to 300. The default value is 30 seconds.

protocol delete <rule-id> Deletes the protocol added to the enhanced silicing profile.

max-sessions <max session Specifies the maximum number of session entries, when the flow-

entries> session is configured. The value ranges from 4M to 80M. The default
value is 4M.

apps enhanced asf

Use the apps enhanced asf command to configure the enhanced Application Session
Filtering.

The apps enhanced asfcommand has the following syntax:

apps enhanced-asf

alias <name>

flow-session <outer | inner>
timeout <value in seconds>
max-sessions <max session entries>
rule add

transport <tcp | udp>

app <application protocol>

field <application field>
match-pattern <regex profile alias>
action <pass | drop>

rule delete <rule-id>

exit

The following table describes the arguments for the apps exportercommand:

Argument Description

alias <name> Specifies the enhanced Application Session Filtering alias. Supports a maximum of 5 alias.

flow-session Inspect the location of the application (SSL/gQUIC/HTTP). Outer refers to the application
<outer | protocol present right after first IP/L4 port. Inner refers to the application present after
inner> second (encapsulated) IP/L4 port.

timeout Specifies the session inactive time out. The value ranges from 10 to 300. The default value is
<value in 30 seconds.

seconds>

max-sessions Specifies the maximum number of session entries. The value ranges from 4 million to 10
million. The default value is 4 million
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Argument Description

rule add

Configures the Filtering rule

transport <tcp

Specifies the either of the layer 4 protocol:

<application
field>

| udp> e TCP

e UDP
app Specifies the following application protocol:
<application e SSL
protocol> o gQUIC

o HTTP

NoTE: |IETF QUIC is not supported.

field Specifies the application field:

e SNI (SSL)
e SNI(gQUIC)
e HOST/User-agent (HTTP)

match pattern
<regrex alias
name>

Specifies regrex pattern profile alias name.

action <pass |
drop>

Forward or drops packets according to the match session.

rule delete
<rule-id>

Deletes a configured rule.

Related Commands

The following table summarizes other commmands related to the apps enhanced

asfcommand:

Enables Enhanced Application
Session Filteringfeature.

gsop alias <gsop alias>
apf set

asf enhanced <enhanced asf alias>
port-list <gsgroup name>

apps enhanced-lb

Required Command-Line Mode = ConfigureRequired User Level = Admin

Use the apps enhanced-lb cormmand to configure Enhanced load balancing profile and

their parameters.

The apps enhanced-lb command has the following syntax:

apps enhanced-lb alias <elb-name>
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hash-field <add | delete> <ip | ip-src | ip-dst> <inner | outer> [hash-mask <ipv4-mask> <ipv6-
mask>] <l4-port | l4-port-src | l4-port-dst> <inner | outer> <gtpu-teid> hash-value add <ipvé4-
addr | ipv6-addr> <ip-addr> <mask> <inner | outer> [hash-mask <mask>]

hash-value delete <ipv4-addr | ipv6-addr> <rule-id>
exit

The following table describes the arguments for the apps enhanced-lb command:

Argument Description

enhanced-lb alias <elb-name> Specifies an alias of the enhanced load balancing file.

hash-field <add | delete> <ip | ip-src | ip- Specifies the hash field information.
dst> <inner | outer> [hash-mask <ipv4-
mask> <ipv6-mask>] <l4-port | l4-port-src |
l4-port-dst> <inner | outer> <gtpu-teid>

e ip-src—Adds IP source address.
e ip-dst—Adds IP destination address.
e ipv4-mask—Adds IPv4 mask.
e ipv6-mask—Adds IPv6 mask.
e l4-port—Adds layer 4 source and destination ports.
e gtpu-teid — GPRS Tunnel Endpoint Identifier (TEID)
configures the following field locations for hash:
o outer—first occurrence of header or field
o inner—second occurrence of header or field
e hash-mask—Apply this mask before hashing IP for
load balancing. The default value is 32 for ipv4 and 128
for ipve. When hash-field ip-src or ip-dst is defined with
ip, ip-src or ip-dst hash-mask overwrites ip hash mask.

If field or fields in hash-field rules do not match incoming
packets, packets are multi-casted to all the members in
the output port group.

hash-value add <ipv4-addr | ipv6-addr> Adds the hash value. Supports up to 100 hash-value rules.
<ip-addr> <mask> <inner | outer> [hash- If no hash-value rule is configured, field/fields in the hash-
mask <mask>] field rules is used for load balance hashing.

hash-value delete <ipv4-addr | ipv6-addr> Deletes the hash value.

<rule-id>

apps gtp-whitelist

Use the apps gtp-whitelist command to configure GTP forward listing.

NOTE: The apps gtp-whitelist commands are not persistent across a node restart,
nor do they appear in the output of the running configuration.

The apps gtp-whitelist command has the following syntax:

apps gtp-whitelist alias <GTP whitelist file alias> add
imsi <IMSI number >

Command Line Reference 57
apps



GigaVUE-OS CLI Reference Guide

|[ran <mcc.mnc.eci < eci number> | mcc.mnc.nci <nci number>>

<create | delete>

imsi <IMSI number> |

ran <mcc.mnc.eci < eci number> | mcc.mnc.nci <nci number>> | all
destroyfetch <add | delete> <URL for a GTP whitelist file>

The following table describes the arguments for the apps gtp-whitelist command:

Argument Description

gtp-whitelist alias <GTP
whitelist file alias>

Specifies an alias of the forward list file. Examples of valid names are wilist, imsi-
database_2.

add imsi <IMSI number|
ran <mcc.mnc.eci < eci
number> | mcc.mnc.nci
<nci number>>>

Specifies actions for add as follows:
e imsi—adds a single IMSI to a forward list.

e ran—adds RAN value to add mcec.mnc.eci or mcc.mnc.nci value. The value
should be given in the following format:

o NClI value in hexadecimal format and should add Ox as prefix.
o ECI value in decimal format and supports up to 9 digits.
For example:
(config) # apps gtp-whitelist alias wifl add imsi 318260109318283

(config) # apps gtp-whitelist alias ran_db add ran
210.32.345678912

apps gtp-whitelist alias ran_db add ran 755.56.0xf12345678

create Creates a new forward list.
For example:
(config) # apps gtp-whitelist alias wifl create
To create a whitelist, refer to How to Create a Forward List.
delete <all | imsi <IMSI Specifies actions for delete as follows:

number> |ran
<mcc.mnc.eci < eci
number> | mcc.mnc.nci
<nci number>>>

e all—Deletes a forward list. This deletes all the IMSI and RAN entries.
e imsi—Deletes a single IMSI entry from a forward list.

When using delete all to delete a forward list, unlike destroy, you do not have
to delete the forward list maps, the GigaSMART operation, or disassociate the
GigaSMART group from the forward list.

e ran—adds RAN value to add mcc.mnc.eci or mcc.mnc.nci value. The value
should be given in the following format:

o NCIl value in hexadecimal format and should add Ox as prefix.
o ECIvalue in decimal format and supports up to 9 digits.
Examples:

(config) # apps gtp-whitelist alias wifl delete imsi
318260109318283

(config) # apps gtp-whitelist alias wifl delete all

Command Line Reference
apps

58



GigaVUE-OS CLI Reference Guide

Argument Description

destroy

Destroys a forward list.
For example:
(config) # apps gtp-whitelist alias wifl destroy

When using destroy to delete a forward list, unlike delete all, you must first
delete the forward list maps, the GigaSMART operation, and disassociate the

GigaSMART group from the forward list before deleting the forward list. For the

procedure to destroy the forward list, refer to How to Delete a Forward List.

fetch <add | delete>
<URL for a GTP
whitelist file>

Specifies actions for fetch as follows:
e add—Downloads a forward list file from a specified URL and path.

e delete—Deletes the IMSI and RAN entries, located in the forward list file at

the specified URL and path, from the forward list on the node. Use this option

to delete up to 50,000 IMSIs.
For both add and delete, forward list files must adhere to the following:

e The IMSIs or RAN entries in the forward list files must be distinct entries, with

one IMSI or RAN on each line of a file.

e In aforward list file, use only the carriage return (newline) to separate IMSI| or

RAN entries. Do not use any characters, such as commas or colons, to
separate IMSI or RAN entries in forward list files.

e Each forward list file can contain a maximum of 50,000 entries.
e Forward list files must have a filename with a .txt suffix.

To fetch a specified forward list file from a location, use one of the following
formats:

e http://IPaddress/path/filename.txt
e scp://username:password@l|Paddress;/path/filename.txt
e tftp://IPaddress/path/filename.txt

For GTP forward listing in a cluster, only fetch the forward list to the leader in
the cluster. On member nodes, fetch is not available.

Examples:

(config) # apps gtp-whitelist alias wifl fetch add
http://1.1.1.1/tftp/temp/MyIMSIsl.txt

(config) # apps gtp-whitelist alias wif2 fetch add
scp://user:mypw@1.1.1.1:/home/temp/IMSI_filel.txt
(config) # apps gtp-whitelist alias wif3 fetch add
tftp://192.168.51.41/temp/IMSI_20K_1.txt

(config) # apps gtp-whitelist alias wifl fetch delete
http://1.1.1.1/tftp/temp/MyIMSIistoDelete.txt

(config) # apps gtp-whitelist alias wif2 fetch delete
scp://userl:mypw@1.1.1.1:/home/temp/IMSI_delfile.txt

NoTE: In a single forward list file, both IMSI and RAN entries are supported.
RAN entries should be given in the format as specified in the add option for
single entry.
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How to Create a Forward List

To create a forward list, use the following CLI command sequence:

Task Command

Create the forward list.

(config) # apps gtp-whitelist alias wifl create

Associate the GigaSMART group to the forward
list.

(config) # gsparams gsgroup gsgl gtp-whitelist add
wifl

Configure the GigaSMART operation.

(config) # gsop alias gtp_wlI1 flow-ops gtp-whitelist Ib app
gtp metric hashing key imsi port-list gsgl

Add single entry to the whitelist.orFetch and
download forward list files.

(config) # apps gtp-whitelist alias wifl add imsi
318260109318283

(config) # apps gtp-whitelist alias wifl add imsi
318573850131409

(config) # apps gtp-whitelist alias wifl fetch add
http://1.1.1.1/tftp/temp/whitelistl.txt

(config) # apps gtp-whitelist alias wifl fetch add
http://1.1.1.1/tftp/temp/whitelist2.txt

Create from one to ten second level maps, the
forward list maps. When the map
configuration is complete, the forward list will
take effect.

NoTE: If no whitelist add rule is specified in
the map, all traffic (all interfaces and all
versions) will be passed.

(config) # map alias GTP-Whitelist

(config map alias GTP-Whitelist) # type
secondLevel flowWhitelist

(config map alias GTP-Whitelist) # from vp1(
config map alias GTP-Whitelist) # use gsop gtp_wll
(config map alias GTP-Whitelist) # to 1/2/x2

(config map alias GTP-Whitelist) # whitelist add
gtp version 2

(config map alias GTP-Whitelist) # exit
(config) #

How to Delete a Forward List

To destroy the entire forward list, use the following CLI command sequence:

Task Command

Delete a forward list map.

(config) # no map alias GTP-Whitelist

Delete the GigaSMART operation.

(config) # no gsop alias gtp_wil1

Disassociate the GigaSMART group from the
forward list. (You do not need to delete the

gsgroup.)

(config) # gsparams gsgroup gsgl gtp-whitelist
delete

Destroy () the entire forward list.

(config) # apps gtp-whitelist alias wifl destroy
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Related Commands

The following table summarizes other commands related to the apps gtp-whitelist
command:

Task Command

Configures a rule for a forward list map. # map alias <whitelist map> whitelist add gtp
<interface | version>

Displays a particular IMSI associated with the # show gsgroup flow-whitelist alias gsg1 imsi
GigaSMART group. 318260109318283

Displays the GTP forward list entry count. # show apps gtp-whitelist alias wlifl count
For forward list maps, displays the total number of # show map brief

IMSI entries (under WL).

For forward list maps, displays the total number of # show map alias <whitelist map>
IMSI entries.
For forward list maps, displays the total number of # show map stats alias <whitelist map>
IMSI entries.
apps hsm

Use the apps hsm command to configure a Hardware Security Module (HSM) appliance.

The apps hsm command has the following syntax:

apps hsm <alias <alias>>
hsm-ip <HSM server IP address> hsm-port <port number> esn <HSM ESN string> kneti <HSM
KNETI>

The following table describes the arguments for the apps hsm command:

Argument Description

alias <alias> Configures an HSM appliance as follows

hsm-ip <HSM server e alias—Specifies an alias of the HSM.

IP address> hsm-port e hsm-ip—Specifies the IP address of the HSM server. Only IPv4 addresses are
<port number> esn supported

<HSM ESN string>

kneti <HSM KNETI> °
e esn—Specifies the HSM Electronic Serial Number (ESN) for a given IP address.

e kneti—Specifies the HSM KNETI key for a given IP address. KNETI is a key hash
exposed by each Entrust nShield HSM.

Examples:

hsm-port—Specifies the HSM port number.

(config) # apps hsm alias hsm1 hsm-ip 10.115.176.5 hsm-port 9004
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Argument

Description

esn FBC5-F777-2A93 kneti
30eab672d888d22eab811755d5938981ca5c8f18

(config) # apps hsm alias hsm2 hsm-ip 10.115.176.6 hsm-port 9004
esn 12EE-4B24-2FCE kneti
cf9ad964faa9acdcbf0e725a76e77e212fd8345b

NoTE: Obtain the ESN and KNETI numbers from an HSM administrator. The
following is from a HSM Remote File System (RFS):

$ anonkneti 10.115.176.5
FBC5-F777-2A93 30eab672d888d22eab811755d5938981ca5c8£18
$ anonkneti 10.115.176.6
12EE-4B24-2FCE cf9ad964faa9acdcbfle725a76e77e212£d8345b

Related Commands

The following table summarizes other commands related to the apps hsm command:

Task Command

Displays a specified HSM.

# show apps hsm alias hsm1

Displays all HSM.

# show apps hsm all

Deletes a specified HSM.

(config) # no apps hsm alias hsm1

Deletes all HSM.

(config) # no apps hsm all

apps hsm-group

Use the apps hsm-group command to configure an HSM group.

The apps hsm-group command has the following syntax:

apps hsm-group <alias <alias>>

comm <comment>

fetch key-handler <URL for HSM group key handler file>

hsm-alias

add <HSM alias>
delete <HSM alias>

hsm-set
rfs-sync

ipv4-addr <rfs-server-1P>

auto <time-period>

fetch-now

keymap
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add server-ip<address> [server-port <port> ] [[key-name <name>] | [key-

token <name>]]

delete [all | rule-id <id>]

fetch keymap <URL>

The following table describes the arguments for the apps hsm-group command:

Argument Description

alias <alias>

Specifies an alias of the HSM group.
For example:
(config) # apps hsm-group alias hsm-set

NoTeE: Only one HSM group can be configured. ’

comment <comment>

Adds a comment to an HSM group. Comments can be up to 128
characters. Comments longer than one word must be enclosed in double
guotation marks.

For example:

(config) # apps hsm-group alias hsm-set comment "HSM
groupl”

fetch key-handler <URL for
HSM group key handler file>

Fetches an HSM group key handler. These are Entrust nShield World and
Module binary files. They can be fetched from Entrust nShield HSM RFS.

A World file is a metadata file used by the Entrust nShield client. One
World file is needed for an HSM group. One Module file is required for
each HSM in a group. So if there are two HSMs in the group, you need to
fetch one World file and two Module files.
Examples:
(config) # apps hsm-group alias hsm-set fetch key-handler
http://10.115.0.100/tftpboot/temp/hsm/world
(config) # apps hsm-group alias hsm-set fetch key-handler
http://10.115.0.100/tftpboot/temp/hsm/module_12EE-4B24-
2FCE
(config) # apps hsm-group alias hsm-set fetch key-handler
http://10.115.0.100/tftpboot/temp/hsm/module_FBC5-F777-
2A93

hsm-alias add <HSM
alias> delete <HSM alias>

Specifies the HSM alias to add or delete as follows:

e add—Adds an HSM to an HSM group. Multiple HSMs can be added to
a group. Multiple HSMs might be needed for load balancing, failover,
or redundancy.

e delete—Deletes an HSM from an HSM group.
Examples:
(config) # apps hsm-group alias hsm-set hsm-alias add hsm1

(config) # apps hsm-group alias hsm-set hsm-alias add
hsm2

(config) # apps hsm-group alias hsm-set hsm-alias delete

Command Line Reference
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Argument Description

hsmil

hsm-set rfs-sync ipv4-addr
<rfs-server-1P>

Enables Remote File System (RFS) on the GigaVUE-OS device. RFS is a
component in HSM. It is used to store and manage encrypted keys. The
RFS helps to automate the key distribution process.

Example:

(config) # apps hsm-group alias hsm-set rfs-sync ipv4-addr
20.1.1.1

hsm-set rfs-sync auto <time-
period>

Synchronizes the RFS server with the GigaVUE-OS device automatically
so that the device can fetch the encrypted keys stored in the RFS server
for a given time period.

The valid values for the time period are 0-100 hours. The value O turns off
the automatic synchronization of the RFS server with the GigaVUE-OS
device.

The default value is 24 hours.
Example:
(config) # apps hsm-group alias hsm-set rfs-sync auto 24

hsm-set rfs-sync fetch-now

Fetches all the encrypted keys from the RFS server to the GigaVUE-OS
device manually.

Example:
(config) # apps hsm-group alias hsm-set rfs-sync fetch-now

hsm-set keymap add server-
ip <address> [server-port
<port> ] [[key-name <name>]
| [key-token <name>]]

Maps a key token or a key name with the server IP address and the a
server port.

NoTE: Mapping a key token or a key name to a server port is optional.

Examples:

(config) # apps hsm-group alias hsm-set keymap add
server-ip 20.1.1.1 key-name rsa2048-serverl-cert

(config) # apps hsm-group alias hsm-set keymap add
server-ip 20.1.1.1 sesrver-port 443 key-name rsa2048-serverl-
cert

(config) # apps hsm-group alias hsm-set keymap add

server-ip 20.1.1.1 key-token pkcsl1_
ua88af6e573c9c6c39b245a15edfc3ebcbebbdae4f

hsm-set fetch keymap <URL>

Fetches the text file with the key mappings from the specified URL.

You must create a text file with the key mappings and upload itto a
server. Enter a valid directory path including the text file name. It is
recommended to use a secure protocol, such as SCP or HTTPS to access
the URL.

Example of the Keymap text file format:
server-ip key-name/key-token
20111 rsa2048-serverl-cert
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Argument

Description

20.1.12

20.1.1.3
20.1.1.4

key_pkecsTl_

uad6963c0f0c30037c707e22edbecf8e12014a237d

433 rsa2048-serverl-cert
433 key_pkesll_

uad6963c0f0c30037c707e22edbecf8e12014a237d
Example:

(config) # apps hsm-group alias hsm-set fetch keymap
scp://user@10.10.10.10/keymap.txt

Related Commands

The following table summarizes other commands related to the apps hsm-group

command:

Task Command

Displays the ESN for a given IP address.

# show apps hsm-group anonkneti

Displays enquiry data from the module.

# show apps hsm-group enquiry

Displays the result of a hardserver connection
attempt.

# show apps hsm-group chkserv

Displays PKCS11 information.

# show apps hsm-group ckinfo

Displays HSM key information.

# show apps hsm-group key

Displays Security World information.

# show apps hsm-group world

Displays Security World configuration
information.

# show apps hsm-group config

Displays Security World module information.

# show apps hsm-group module

Displays SSL session statistics.

# show apps hsm-group session-stats

Displays HSM buffer statistics.

# show apps hsm-group buffer-stats

Displays all statistics.

# show apps hsm-group all

Displays operational status.

# show apps hsm-group status

Displays the details of the RFS server, such as
the IP address, synchronization period, last
sync time, next sync time, and the number of
keys stored and managed in the RFS server.

# show apps hsm-group rfs-sync

Displays all the key mappings configured and
the RFS match for the key names or key
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Task Command

tokens.
Deletes a specified HSM group. (config) # no apps hsm-group alias hsm-set
Deletes all HSM groups. (config) # no apps hsm-group all

apps inline-ssl

Use the apps inline-ssl commmand to configure inline Secure Sockets Layer (SSL) parameters

for inline SSL decryption. For more information, refer to the “Work With Inline SSL
Decryption" section in the GigaVVUE Fabric Management Guide.

The apps inline-ssl command has the following syntax:

apps inline-ssl

caching persistence <disable | enable>

keychain password <password> <confirm password> | <password> | [reset]
<password><confirm password>

version < above | below >
min-version <sslv3 | tis1 | tis11 | tis12 | tIs13> max-version <sslv3 | tis1 | tIs11 | tis12 | tis13>

below min-version <no-decrypt | drop>
above max-version <no-decrypt | drop >
profile alias <alias>
split-proxy [enable | disable]
server non-pfs-ciphers [enable | disable]
tool early-engage [enable | disable]
one-arm [enable | disable]

monitor <disable | enable | inline>
certificate
expired <decrypt | drop>
invalid <decrypt | drop>
revocation crl <disable | enable [fail <hard | soft>] [defer timeout <20-100>]>
revocation ocsp <disable | enable [fail <hard | soft>] [defer timeout <20-100>]>
self-signed <decrypt | drop>
unknown-ca <decrypt | drop>
clear <decryptlist | nodecryptlist>
decrypt
tcp
inactive-timeout <2-1440 mins>
portmap
add in-port <value> out-port <value>
default-out-port <<value> | disable>
delete <all | rule-id <rule ID>>
override-port <<value> | disable>
tool-bypass <disable | enable>
default-action <decrypt | no-decrypt>
fetch <decryptlist <URL for profile decrypt list file> | nodecryptlist <URL for profile no-
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decrypt list file>>

The following table describes the arguments for the apps inline-ssl command:

ha active-standby <disable | enable>

keymap
add server <server domain name or IP address> key <key alias>
delete <all | rule-id <rule ID>>

network-group multiple-entry <disable | enable>

no-decrypt tool-bypass <disable | enable>

non-ssl-tcp tool-bypass <disable | enable>

rule add
category <category name> <decrypt | no-decrypt>
domain <domain name string> <decrypt | no-decrypt>
ipv4 <dst | src> <IP address> <mask> <decrypt | no-decrypt>
issuer <issuer name string> <decrypt | no-decrypt>
l4port <dst | src> <any | port <value or range>> <decrypt | no-decrypt>
vlan <any | id <value or range>> <decrypt | no-decrypt>

rule delete <all | rule-id <rule ID>>

starttls
add l4port <port number>
delete <all | I4port <port number>>

url-cache miss action <decrypt | defer [timeout <1-10>] | no-decrypt>

resumption client <disable | enable>
session debug <disable | enable>
signing rsa for <primary | secondary> key <key alias>
trust-store
fetch <append | replace> <URL for trust store file>

reset

Argument Description

caching persistence Enables or disables caching persistence as follows:
<disable | enable>

e disable—Disables caching persistence.
e enable—Enables caching persistence.

For example:

The default is enable. Disable is recommmended only for troubleshooting purposes.

(config) # apps inline-ssl caching persistence disable

keychain password Creates an SSL keychain password as follows:
<password> <confirm
password>

(config) # apps inline-ssl keychain password
Creating a new password for ssl keychain:
Password: *kkkkddk

Co nfi rm: 3k 3k 3k ok ok ok %k %k %k

least one of each of the following:

e uppercase letters

Command Line Reference
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The password is used to encrypt all cryptographic materials such as certificates
and private keys uploaded to the node. Passwords are not saved on the node.

Passwords must be at least 8 characters (up to 64 characters) and must include at
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Argument Description

e lowercase letters
e numbers
e special characters

NoTE: The keychain password must be configured before installing certificates
and keys. If the key has a passphrase, in order to install it, the keychain password
and the passphrase must match.

keychain password
<password>

Prompts for the SSL keychain password. When keys are installed on the node, you
will be prompted to verify the password after any node reboot when you enter
configure terminal mode, for example:

# configure terminal

(config) # apps inline-ssl keychain password required
Enter ssl keychain password:

Password: **¥¥kkkkx

keychain password
[reset] <password>
<confirm password>

Resets an SSL keychain password. When keys are installed on the node, a warning
is displayed.

NoOTE: Resetting the password revokes all existing private keys.

For example:
(config) # apps inline-ssl keychain password reset

WARNING: Password is already set. Reset password will revoke all
existing private keys.

Password; **¥¥¥kxxk
Confi rm: 3 3k 3¢ 3k Sk 3k %k k ok

version < above | below
>

Configures the maximum SSL version and minimum SSL version parameters as
follows:

e above—Configure action for Inline-SSL max-version parameter.
e below—Configure action for Inline-SSL min-version parameter.

min-version <sslv3 | tlsl
| tisTl | tis12 | tis13>
max-version <sslv3 |
tls1 | tis11 | tIs12 | tis13>

Specifies the SSL minimum version and maximum version as follows:
sslv3—Specifies SSL 3.0.

tls1—Specifies TLS 1.0.

tIs11—Specifies TLS 1.1.

tls12—Specifies TLS 1.2.

tIs13—Specifies TLS 1.3.

The default minimum version is sslv3. The default maximum version is tls12.
Ensure the minimum version is less than the maximum version.

For example:

(config) # apps inline-ssl min-version tis11 max-version tls12

below min-version

Allows or drops below TLS minimum version for the given configuration as follows:

Command Line Reference
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Argument Description

e no-decrypt - Bypasses below TLS minimum version.
e drop - Drops below TLS minimum version.
The default minimum version is tlsl.

above max-version Allows or drops above TLS maximum version for the given configuration as follows:
e no-decrypt - Bypasses above TLS maximum version.
e drop - Drops above TLS maximum version.

The default maximum version is tls13.

profile alias Specifies an alias to create a policy profile for inline SSL decryption to specify policy
<alias> eval-cn <disable | configuration.
| enable>

For example:
(config) # apps inline-ssl profile alias sslprofile
(config apps inline-ssl profile alias sslprofile) #

profile alias <alias> When you enable the split proxy settings for an inline SSL profile, it divides the TLS
split-proxy [enable | connection between the server and client into two independent connections and
disable] keeps the security parameters separate.

For example:

(config) # apps inline-ssl profile alias sslprofile split-proxy enable

profile alias <alias> When you enable the non-PFS ciphers settings for an inline SSL profile that has the

split-proxy server non- split proxy settings enabled, it forces the server to use protocols that are lower than

pfs-ciphers [enable | TLS1.3 with non-PFS ciphers. This means that the ciphers with DHE/ECDHE key-

disable] exchange will be disabled and the server will use only the ciphers with RSA key-
exchange.

For example:

(config) # apps inline-ssl profile alias sslprofile split-proxy server
non-pfs-ciphers enable

profile alias <alias> tool | Allows the inline tools to change the MAC address or VLAN IDs. When a connection
early-engage [enable | request is received from the client, GigaSMART establishes the connection with the
disable] inline tool first, before connecting with the server. This helps the inline tools to
modify the MAC address or VLAN IDs when sending the traffic back to the server.

For additional information and limitations, refer to the "Tool Early Engage and
One-Arm Mode" section in the GigaVUE-FM User's Guide.

For example:

(config) # apps inline-ssl profile alias sslprofile tool early-engage

enable
profile alias <alias> Allows both the client and server traffic to travel through the same physical link or
one-arm [enable | logical aggregate port channel.
disable] .
NOTE: You can enable the one-arm mode only if you have enabled the tool
early-engage option.
For additional information and limitations, refer to the "Tool Early Engage and
Command Line Reference 69
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Argument Description

One-Arm Mode" section in the GigaVUE-FM User's Guide.

For example:
(config) # apps inline-ssl profile alias sslprofile one-arm enable

monitor <disable |
enable | inline>

Configures the apps inline-ssl monitoring and SSL decryption/encryption as
follows:

e disable—Disables the monitor mode, and enables SSL decryption/encryption.
e enable—Enables the monitor mode, and disables SSL decryption/encryption.
e inline—Enables both the monitor mode, and the SSL decryption/encryption.
For example:
(config)# apps inline-ssl profile alias sslprofile monitor disable
(config)# apps inline-ssl profile alias sslprofile monitor enable
(config)# apps inline-ssl profile alias sslprofile monitor inline

NoTE: Monitor mode is not supported with clustering.

profile alias <alias>
certificate
expired <decrypt |
drop>
invalid <decrypt |
drop>
revocation crl
<disable | enable [fail
<hard | soft>] [defer
timeout
<20-100>]>
revocation ocsp
<disable | enable
[fail <hard | soft>]
[defer timeout
<20-100>]>
self-signed <decrypt |
drop>
unknown-ca
<decrypt | drop>

Command Line Reference
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Configures the handling of expired, invalid, self-signed, and unknown CA
certificates as well as enabling or disabling certificate revocation for the profile as
follows:

e expired—Specifies decrypt or drop for expired certificates. The default is drop.

s decrypt—Accepts the certificate and continues to decryption.
» drop—Rejects the certificate and drops the connection.

e invalid—Specifies decrypt or drop for invalid certificates. The default is drop.

e self-signed—Specifies whether or not to accept self-signed certificates. The
default is drop. When set to decrypt, a new self-signed certificate is generated
that matches the identity of the original certificate, but with a different key pair.

e unknown-ca—Specifies decrypt or drop for unknown certificate authorities
(CA). The default is drop.

e revocation—Enables or disables certificate revocation check as follows:

m crl—Uses a Certificate Revocation List (CRL) to obtain a list of certificates
that have been revoked.

m ocsp—Uses an Online Certificate Status Protocol to obtain certificate
revocation status.

= fail—Specifies the action to take when the GigaVUE-OS node is unable to
perform revocation check or does not already know the revocation
status. The options are soft fail and hard fail. With soft fail, the decryption
continues, whereas with hard fail, traffic will not be decrypted unless the
revocation status is determined for certain.

= defer timeout—Specifies a deferred action in the profile for the certificate.
If the action is defer, specify an optional timeout value from 1to 10
seconds. The default is 1 seconds. GigaSMART will defer the connection
until the specified timeout.

The revocation check is disabled by default. The connection is permitted, at

least until the revocation check returns the status.
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Argument Description

Examples:

(config apps inline-ssl profile alias sslprofile) # certificate expired
decrypt

(config apps inline-ssl profile alias sslprofile) # certificate invalid
drop

(config apps inline-ssl profile alias sslprofile) # certificate
revocation crl disable

(config apps inline-ssl profile alias sslprofile) # certificate
revocation ocsp enable fail soft

profile alias <alias>
clear <decryptlist |
nodecryptlist>

Clears the no-decrypt list or the decrypt list for the profile as follows:
e decryptlist—Clears the decrypt list.
e nodecryptlist—Clears the no-decrypt list.
For example:
(config apps inline-ssl profile alias sslprofile) # clear nodecryptlist

profile alias <alias>
decrypt
tcp
inactive-timeout
<2-1440 mins>
portmap
add in-port
<value> out-port
<value>
default-out-port
<<value> | disable>
delete <all | rule-
id <rule ID>
override-port
<<value> |
disable>
tool-bypass <disable |
enable>

Specifies additional configuration options for the decrypt action for the profile. This
is the action to take if the match action is to decrypt as follows:

e tcp—Specifies the TCP destination for decrypted traffic sent to inline tools. The
TCP parameters are as follows:

o inactive-timeout—Specifies an inactivity timeout from 2 to 1440 minutes.
The default is 5 minutes. Proxied connections are terminated when there is
no activity for the specified time.

o portmap—Specifies the TCP port to use to send to inline tools for a
particular destination TCP port from a client as follows:

= add—Adds a port map by specifying an in-port number from 1to 65535
and an out-port number from 1to 65535. The in-port is the TCP
destination port from the client. The out-port is the port to use to send
traffic to the inline tools. There is a maximum of 20 mapping port pairs
(in-port and out-port).

default-out-port—Specifies the default out port number from 1to 65535.
This is the TCP port used if the incoming port does not match a
configured portmap and if an override port is not configured.

default-out-port disable—Disables the default out port configuration.

delete—Deletes a specific portmap by its rule ID, or deletes all portmaps.

override-port <value>—Specifies the override port number from 1to 65535.
All decrypted traffic to inline tools will use this port as the TCP
destination port.

= override-port disable—Disables the override port configuration.
e tool-bypass—Specifies whether to bypass the inline tools or not as follows:
= disable—Specifies not to bypass the inline tools.

» enable—Specifies to bypass the inline tools.
The default is disable, which means that all decrypted SSL traffic is sent to the
tools.
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Argument Description

Examples:
(config apps inline-ssl profile alias sslprofile) # decrypt tool-bypass
enable
(config apps inline-ssl profile alias sslprofile) # decrypt tcp inactive-
timeout 10
(config apps inline-ssl profile alias sslprofile) # decrypt tcp portmap
override-port disable
apps inline-ssl profile alias sslprofile decrypt tcp portmap default-
out-port 12
Refer to “Inline SSL Decryption Port Map” section in the GigaVUE Fabric
Management Guide for details.

profile alias <alias>
default-action <decrypt
| no-decrypt>

Specifies the default action for the profile. This is the action to take if none of the
rules in the profile match. The actions are as follows:

e decrypt—Specifies a decrypt action in the profile for default action.
e no-decrypt—Specifies a no decrypt action in the profile for default action.
The default is no-decrypt.

Use the default action to create policies such as decrypt all but privacy-related
categories or no-decrypt all but security-related categories.

Examples:
(config apps inline-ssl profile alias sslprofile) # default-action
decrypt
(config apps inline-ssl profile alias sslprofile) # default-action no-
decrypt

profile alias <alias>
fetch <decryptlist <URL
for profile decryptlist
file> | nodecryptlist
<URL for profile
nodecryptlist file>>

Command Line Reference
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Fetches the no-decrypt list or the decrypt list text file for the profile from the
specified URL as follows:

e decryptlist <URL>—Specifies the URL of the decrypt list text file.
e nodecryptlist <URL>—Specifies the URL of the no-decrypt list text file.

No-decrypt list entries are implicitly set to no-decrypt, which means that as a
policy, no-decrypt listed domains and hostnames will always be bypassed for
decryption.

As a policy, hostnames or domains matching the decrypt list entries will always be
decrypted.

No-decrypt list and decrypt list text files must adhere to the following:
e Inatext (txt) file, add each domain/FQDN hostname.

e Use only the carriage return (newline) to separate entries in a file. Do not use any
characters, such as commas or colons, to separate entries in a file.

e Each file can contain a maximum of 10,000 entries. Entries beyond 10,000 will be
ignored.

The supported formats for fetch are: SCP, SFTP, FTP, TFTP, HTTP.
For example:
(config apps inline-ssl profile alias sslprofile) # fetch nodecryptlist
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http://1.1.1.1/temp/whitelist.txt

profile alias <alias> ha
active-standby
<disable | enable>

e disable—Disables HA active standby support.
e enable—Enables HA active standby support. When enabled, GigaSMART will

Enables GigaSMART inline network high availability (HA) active standby support.
When there is an inline SSL network group topology with two network port pairs
(Nal, Nb1 and Na2, Nb2), incoming traffic from one network (for example, Nal) may
change to another network (for example, Na2) due to upstream devices, such as
firewalls performing high availability active standby failover. The options are as
follows:

forward traffic to the correct inline network if an upstream device fails over.
The default is disable.
For example:

(config apps inline-ssl profile alias sslprofile) # ha active-standby
enable

profile alias <alias>
keymap add server
<server domain name
or IP address> key
<key alias>

Creates an SSL server key map, which creates a key map entry. A server key map is
for an inbound deployment of inline SSL decryption, in which the customer has the
server keys.

A server key map binds keys from the keystore as follows:
e server—Specifies the domain name of the server or the IP address of the server.

e key—Specifies the alias of the key in the keystore. The key alias is a key pair
generated by the apps keystore command. To bind with the key map, a private
key and a certificate are required.

The maximum number of key mappings is 1000.

Examples:
(config apps inline-ssl profile alias sslprofile) # keymap add server
server_1 key server_1_key
(config apps inline-ssl profile alias sslprofile) # keymap add server
server_2 key server_2_key
(config apps inline-ssl profile alias sslprofile) # keymap add server
server_3 key server_3_key
(config apps inline-ssl profile alias sslprofile) # keymap add server
server_4 key server_4_key

NoTE: Use the apps keystore command to add server keys to the key store.
Refer to apps keystore.

profile alias <alias>
keymap delete <all |
rule-id <rule ID>

Command Line Reference
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Deletes an SSL server key map entry, either all key maps or a specific key map by
its ID.

Examples:
(config apps inline-ssl profile alias sslprofile) # keymap delete all

(config apps inline-ssl profile alias sslprofile) # keymap delete rule-
id 12
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profile alias <alias>
network-group
multiple-entry <disable
| enable>

Enables or disables inline network group multiple entry for the profile. The default
is disabled.

An inline network group topology can have multiple network port pairs (for
example, Nal, Nbland Na2, Nb2). With multiple network port pairs, traffic from a
network interface might traverse GigaSMART multiple times. Intercepted traffic
from GigaSMART might reenter GigaSMART through a different network interface
within the same network group.

Starting in software version 5.3, the same traffic sent from GigaSMART can reenter
GigaSMART.

GigaSMART remembers the inline incoming inline network interface (for example,
Nal) for each connection. When traffic from the same connections reaches
GigaSMART with a different inline network interface (for example, Na2) within the
same network group, GigaSMART will forward the traffic to the corresponding
opposite network interface (for example, Nb2), without further processing. This
allows traffic from the same connection to reenter GigaSMART.

However, the same traffic sent by GigaSMART reentering through the same
network port pair (for example, Nb2, Na2) is not supported.

For example:

(config apps inline-ssl profile alias sslprofile) # network-group
multiple-entry enable

profile alias <alias> no-
decrypt tool-bypass
<disable | enable>

Specifies additional configuration options for the no-decrypt action for the profile.
This is the action to take if the match action is to bypass decryption as follows:

e tool-bypass—Specifies whether to bypass the inline tools or not as follows:
= disable—Specifies to send traffic to the inline tools (not to bypass it).

= enable—Specifies to bypass the inline tools. For example, traffic that is not
decrypted does not need to go to the inline tools.

The default is disable, which means that all non-decrypted SSL traffic is sent to the
tools.

For example:

(config apps inline-ssl profile alias sslprofile) # no-decrypt tool-
bypass enable

profile alias <alias>
non-ssl-tcp tool-bypass
<disable | enable>

Command Line Reference
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Specifies a non-SSL TCP action as follows:
e tool-bypass—Specifies whether to bypass the inline tools or not as follows:

= disable—Disables SSL profile configuration on non-SSL TCP bypass to
network port.

» enable—Enables SSL profile configuration on non-SSL TCP bypass to
network port.

The default is disable, which means that all non-SSL traffic is sent to the tools.
For example:

(config apps inline-ssl profile alias sslprofile) # non-ssl-tcp tool-
bypass enable

74



GigaVUE-OS CLI Reference Guide

Argument Description

profile alias <alias> rule
add
category <category
name>
<decrypt | no-
decrypt>
domain <domain
name string>
<decrypt | no-
decrypt>
ipv4 <src | dst> <IP
address>
<mask> <decrypt |
no-decrypt>
issuer <issuer name
string>
<decrypt | no-
decrypt>
l4port <src | dst>
<any | port <value
or range>>
<decrypt |
no-decrypt>
vlan <any | id <value
or range>>
<decrypt | no-
decrypt>

Configures rules for the profile based on attributes to match. Select decrypt or no
decrypt.

The maximum number of rules that can be added is 128, regardless of type. The
rule types are as follows:

o category—Specifies a rule based on the URL category of the destination
hostname in the Server Name Indication (SNI) extension. There are dozens of
category names from which to choose. For example, you can create a no
decrypt policy for privacy-related categories, such as health care, financial,
education, and government. The categories are resolved by a third party
database, Webroot.

o domain—Specifies a rule based on the destination hostname or domain
name from the SNI.

o ipv4—Specifies a rule based on IPv4 address and netmask for either source
or destination.

o issuer—Specifies a rule based on issuer of the server X.509 certificate. For
example, an issuer name has the following format: /C=US/ST=ca/L=santa
clara/O=gigamon/OU=eng/CN=RootCA/emailAddress=john.doe@gigamon

o l4port—Specifies a rule based on any Layer 4 (L4) port for either source or
destination, for a specific L4 port number or range from O to 65535.

o vlan—Specifies a rule based on any VLAN ID or a specific VLAN ID or range
from O to 4095.

Examples:

(config apps inline-ssl profile alias sslprofile) # rule add domain
domainl.com no-decrypt

(config apps inline-ssl profile alias sslprofile) # rule add category
search_engines decrypt

(config apps inline-ssl profile alias sslprofile) # rule add ipv4 srd
1.1.1.1 mask 255.255.0.0 no-decrypt

(config apps inline-ssl profile alias sslprofile) # rule add l4port src
port 443 decrypt

(config apps inline-ssl profile alias sslprofile) # rule add vlan id
100.200 no-decrypt

profile alias <alias> rule
delete <all |
rule-id <rule ID>

Deletes rules for the profile, either all rules or a specific rule by its rule ID.
Examples:
(config apps inline-ssl profile alias sslprofile) # rule delete all
(config apps inline-ssl profile alias sslprofile) # rule delete rule-id 2

profile alias <alias>
starttls

add l4port <port
number>

delete <all | 14port
<port number>
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Specifies StartTLS Layer 4 (L4) ports as follows:
e add—Specifies an L4 port number to add.
e delete—Specifies an L4 port number to delete or all L4 ports.

The specific ports to monitor StartTLS traffic must be specified for the profile. Up to
20 ports can be specified in a commma separated list.
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Argument Description

NoTE: Both HTTP CONNECT and StartTLS are supported using the same starttls

command. In HTTP CONNECT, the L4 port is the explicit proxy port number.

Examples:
(config apps inline-ssl profile alias sslprofile) # starttls add l4port 44

(config apps inline-ssl profile alias sslprofile) # starttls delete all

(config apps inline-ssl profile alias sslprofile) # starttls delete l4port
12

profile alias <alias> url-
cache miss action
<decrypt | defer
[timeout <1-10>] | no-
decrypt>

Specifies an action to take for the profile. This is the action to take on the traffic if
GigaSMART is unable to resolve the URL category information locally. The actions
are as follows:

e decrypt—Specifies a decrypt action in the profile for URL cache.

e defer [timeout]—Specifies a deferred action in the profile for URL cache miss. If
the action is defer, specify an optional timeout value from 1to 10 seconds. The
default is 1 second. GigaSMART will defer the connection until the specified
timeout before reevaluating the policy.

e no-decrypt—Specifies a no decrypt (bypass) action in the profile for URL cache
miss.

The default is no-decrypt.

Examples:
(config apps inline-ssl profile alias sslprofile) # url-cache miss action
decrypt
(config apps inline-ssl profile alias sslprofile) # url-cache miss action
defer
(config apps inline-ssl profile alias sslprofile) # url-cache miss action
defer timeout 5

resumption client
<enable | disable>

Command Line Reference
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Enables or disables client initiated resumption as follows:
e disable—Disables resumption on client.

e enable—Enables resumption on client.

The default is enable.

NoTE: Use this command for debugging purposes only.

For example:
(config) # apps inline-ssl resumption client disable
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Argument Description

session debug [disable
| enable]

Reserved for internal use.

signing rsa for
<primary | secondary>
key <key alias>

Specifies SSL signing for RSA. For SSL certificate re-signing, there are different CAs

used (primary and secondary) as follows:

e primary—(Mandatory) Specifies the primary signing certificate for RSA. The
primary CA re-signs certificates for servers that present a valid certificate.

e secondary—(Optional) Specifies the secondary signing certificate for RSA. The
secondary CA re-signs certificates for servers that are invalid or that fail
validation.

NoTE: If decrypt is specified for invalid certificates, the primary certificate will
be used for re-signing invalid certificates if the secondary certificate has not
been configured.

e key—Specifies the alias of the key in the keystore. The key alias from the
keystore can be a Man-in-the-Middle (MitM) key pair or a self-signed generated
certificate. Refer to apps keystore.

NOTES:

e For SSL certificate re-signing, the subject name is copied from the original
certificate.

e The validation period for re-signed certificates is one week.
Examples:
(config) # apps inline-ssl signing rsa for primary key issl1-primary-ca

(config) # apps inline-ssl signing rsa for secondary key issll1-
secondary-ca

trust-store <fetch
<append | replace>
<URL for trust store
file> | reset>

Installs trusted certificate authority (CA) for server certificate validation as follows:

e fetch append—Fetches the CA at the specified URL for the inline SSL trust store
file and appends it to the end of the existing trust store. The URL must point to a
file stored in PEM format.

e fetch replace—Fetches the CA at the specified URL for the inline SSL trust store
file and replaces the existing trust store. The URL must point to a file stored in
PEM format.

e reset—Resets to the default trusted CAs for server certification validation.

The supported formats for fetch are: SCP, SFTP, FTP, TFTP, HTTP.

NoTE: A default trust store from Mozilla is included with this software version.

Examples:

(config) # apps inline-ssl trust-store fetch replace
http://1.1.1.1/mitm/my_trust_store.pem

(config) # apps inline-ssl trust-store fetch append
http://1.1.1.1/mitm/my_trust_store.pem

(config) # apps inline-ssl trust-store reset
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Related Commands

The following table summarizes other commands related to the apps inline-ssl commmand:

Task Command

Displays inline SSL persistent cache entries that match the
certificate common name (CN).

# show apps inline-ssl caching
certificate validation internal_cal.com

Displays inline SSL persistent certificate cache status,
including the number of entries saved in the database.

# show apps inline-ssl caching
certificate validation status

Displays inline SSL persistent cache entries that match URL
domain name.

# show apps inline-ssl caching url
www.gigamon.com

Displays inline SSL persistent URL cache status, including
the number of records cached and the database version.

# show apps inline-ssl caching url status

Displays all inline SSL global parameters.

# show apps inline-ssl global

Displays brief information for 1000 inline SSL monitor mode
sessions.

# show apps inline-ssl monitor session any

Displays brief information for inline SSL monitor mode
sessions, based on the match.

# show apps inline-ssl monitor session match
ipv4-src 192.168.43.75/32 ipv4-dst 126.1.0.101/32
l4port-src 1124 l4port-dst 443

Displays inline SSL monitor mode session summary.

# show apps inline-ssl monitor summary

Displays a specified inline SSL profile.

# show apps inline-ssl profile alias sslprofile

Displays domain name entry if it is in the decrypt list.

# show apps inline-ssl profile alias sslprofile
decryptlist BadCo.com

Displays domain name entry if it is in the no-decrypt list.

# show apps inline-ssl profile alias sslprofile
nodecryptlist GoodCo.com

Displays all inline SSL profiles.

# show apps inline-ssl profile all

Displays any inline SSL session.

# show apps inline-ssl session any

Reserved for internal use.

# show apps inline-ssl session debug

Displays inline SSL sessions that match any IPv4 source IP
address and mask, any IPv4 destination IP address and
mask, any L4 source and destination port, and hostname.

# show apps inline-ssl session match ipv4-src
any ipv4-dst any l4port-src any l4port-dst any
hostname gigamon.com

Displays inline SSL sessions that match a specific IPv4
source IP address and mask, a specific IPv4 destination IP
address and mask, any L4 source and destination port, and
hostname

# show apps inline-ssl session match ipvé4-src
126.1.0.141/21 ipv4-dst 126.1.0.22/29 l4port-src
any l4port-dst any hostname gigamon.com

Displays inline SSL sessions that match a specific IPv4
source |P address and mask, destination IP address and
mask, L4 source port number and L4 destination port

Command Line Reference
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# show apps inline-ssl session match ipv4-src
192.168.1.1/24 ipv4-dst 192.168.1.2/24 l4port-src
56708 l4port-dst 443 hostname gigamon.com
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Task Command

number, and hostname.

Displays inline SSL sessions that match a specific IPv4
source |P address and mask, destination IP address and
mask, L4 source port number and L4 destination port
number, and hostname in detail.

# show apps inline-ssl session match ipvé4-src
192.168.1.1/24 ipv4-dst 192.168.1.2/24 l4port-src
56708 l4port-dst 443 hostname gigamon.com
detail

Displays inline SSL sessions that match a hostname. Not all
the matching criteria needs to be specified, for example,
instead of gigamon.com, you can specify gigamon or
gamon.

# show apps inline-ssl session match
hostname gigamon.com# show apps inline-
ssl session match hostname gigamon# show
apps inline-ssl session match hostname
gamon

Displays inline SSL sessions that match a hostname in
detail.

# show apps inline-ssl session match
hostname gigamon.com detail

Displays inline SSL session summary information.

# show apps inline-ssl session summary

Displays inline SSL trust store.

# show apps inline-ssl trust-store all

Displays a specified inline SSL certificate by fingerprint. The
format is XX:XX:XX:XX, which is the hex representation of
the first four octets of the certificate’s SHA1 fingerprint.

# show apps inline-ssl trust-store certificate
fingerprint D1:EB:23:A4%

Deletes a specified inline SSL profile.

(config) # no apps inline-ssl profile alias
sslprofile

Deletes all inline SSL profiles.

(config) # no apps inline-ssl profile all

Specifies that SSL primary and secondary certificate for
RSA can be overwritten.

NoTE: The primary and secondary signing keys are not
deleted with these commands, however, after these
commands are issued, a new certificate/key pair can be
configured, which will overwrite the existing
certificate/key pair.

(config) # no apps inline-ssl signing rsa for
primary

(config) # no apps inline-ssl signing rsa for
secondary

Deletes a specified inline SSL certificate by fingerprint.

(config) # no apps inline-ssl trust-store
certificate fingerprint 8E:1C:74:F8

Clears the inline SSL certificate validation persistent cache.

(config) # clear apps inline-ssl caching cert-
validation

Clears the inline SSL URL persistent cache.

(config) # clear apps inline-ssl caching url

Clears inline SSL session statistics summary.

(config) # clear apps inline-ssl session
summary
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apps keystore

Use the apps keystore cormmand to download and assign RSA keys and key pairs. If
certificates are in the keystore, no re-signing is needed. The keystore can contain a
maximum of 4000 keys.

Inline SSL decryption requires a key pair, which includes both private and public keys (leaf
certificate and CA certificate chain).

Passive SSL decryption and Hardware Security Module (HSM) require only the private key.

The apps keystore command has the following syntax:

apps keystore
rsa | ecdsa <key alias>
certificate <download url <download URL> | key-str <key string>>
comment <comment>
pkcsl12 <download url <download URL> [password <password>]>
private-key <download url <download URL> | key-str <key string>> [password <PEM
password> | type hsm]
self-signed
common-name <CN>
country <C>
hash-type <SHA-1| SHA-256 | SHA-384 | SHA-512>
keysize <1024 | 2048 | 4096>
org-name <O>
org-unit <OU>
state <S>
valid <number of days>

The following table describes the arguments for the apps keystore command:

Argument Description

rsa | ecdsa <key alias> Specifies the following key alias:

e RSA

e ECDSA
certificate <download url Downloads a certificate or cuts and pastes a certificate. Use this
<download URL> | key-str command to configure the Man-in-the-Middle (MitM) primary CA or
<key string>> optional secondary CA as follows:

e url—Specifies the download URL for the certificate PEM file.

e key-str—Specifies the SSL key PEM file by providing a key string for a
certificate. Enclose the key string in double quotation marks.

The download URL specifies an SSL certificate. The supported formats for
download are HTTP, FTP, TFTP, SCP, and SFTP.

For example, to download a certificate:
(config) # apps keystore rsa issl1-primary-ca certificate
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Argument Description

download url http://1.1.1.2/mitm/primary_ca.cert

(config) # apps keystore rsa issll-secondary-ca certificate
download url http://1.1.1.2/mitm/secondary_ca.cert

For example, to cut and paste a certificate, specify the private key string
in PEM format:

(config) # apps keystore rsa key1 certificate key-str "-----
BEGIN RSA PRIVATE KEY----- ceemmm== END RSA PRIVATE KEY-----

To bind the certificate to the primary CA:
(config) # apps inline-ssl signing for primary key <key alias>

Refer to apps inline-ssl.

comment <comment>

Adds a comment to an RSA keystore key pair. Commments can be up to
128 characters. Comments longer than one word must be enclosed in
double quotation marks. For example:

(config) # apps keystore rsa keyl comment “This is a
comment”

pkcsli2 <download url
<download URL> [password
<password>]>

Downloads a PKCS12 file containing the private key and the certificate as

follows:

e url—Specifies the download URL for PKCS12, pfx file.

e password—Specifies an optional password for PKCS12. If a password is
not specified after the password keyword, you will be prompted for it.

The download URL specifies a PKCS12 container. The supported formats

for download are HTTP, FTP, TFTP, SCP, and SFTP.

For example:

(config) # apps keystore rsa key2 pkcs12 download

url sftp://test:mytest@10.10.10.10/home/test/ssldecrypt/keys/srvik.pfx
(config) # apps keystore ecdsa key2 pkcsl12 download

url sftp://test:mytest@10.10.10.10/home/test/ssldecrypt/keys/srvik.pfx

private-key <download url
<download URL> | key-str
<key string>> [password
<PEM password> | type hsm]

Downloads a private key or cuts and pastes a private key. Use this
command to configure the MitM primary CA or optional secondary CA as
follows:

e url—Specifies the download URL for the private key PEM file.

e key-str—Specifies the SSL key PEM file by providing a key string for a
private key. Enclose the key string in double quotation marks.

e password—Specifies a password for the PEM private key if it is
encrypted. Otherwise, the PEM private key needs to be decrypted.

e type—Specifies the key type for keys residing on HSM. The only value is
hsm.

The download URL specifies an SSL private key. The supported formats
for download are HTTP, FTP, TFTP, SCP, and SFTP.

For example, to download a private key:
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Argument Description

(config) # apps keystore rsa issll-primary-ca private-key
download url http://1.1.1.1/mitm/primary_ca.key

(config) # apps keystore rsa issll-secondary-ca private-key
download url http://1.1.1.2/mitm/secondary_ca.key

(config) # apps keystore ecdsa issll-primary-ca private-key
download url http://1.1.1.1/mitm/primary_ca.key

(config) # apps keystore ecdsa issll-secondary-ca private-
key download url http://1.1.1.2/mitm/secondary_ca.key

For example, to cut and paste a private key, specify the key string in PEM
format:

To bind the private key to the primary CA:

(config) # apps inline-ssl signing for primary key <key alias>
For example, to download an encrypted private key when the password is
specified on the command line:

(config) # apps keystore rsa K4 private-key download url

http://dominos.gigamon.com/~ama/misc/encrypted_pkey.pem

password admin1100.0%

[

For example, to download an encrypted private key when the password is
not specified on the command line, you will be prompted for the
passphrase as follows:

(config) # apps keystore rsa K4 private-key download url

http://dominos.gigamon.com/~ama/misc/encrypted_pkey.pem100.0%

[ HHHHHHPEM
Refer to apps inline-ssl.

For example, to configure keys residing on HSM:

(config) # apps keystore rsa mykey private-key download url

http://10.115.0.100/tftpboot/myname/hsm/key_pkcs11_

ua88af6e573c9c6c39b245al15edfc3ebcbebbdae4f type hsm

Refer to apps hsm.

self-signed

common-name <CN>

country <C>

hash-type <SHA-1 | SHA-256
I SHA-384 | SHA-512>

keysize <1024 | 2048 |
4096>

org-name <O>

org-unit <OU>

Generates a self-signed certificate and key (key pair) as follows:
e common-name <CN>—Specifies the common name for the certificate.
e country <C>—Specifies the country name for the certificate.

e hash-type—Specifies the type of hashing for the certificate. The values
are: SHA-1, SHA-256, SHA-384, and SHA-512.

o key-size—Specifies the key size for the certificate. The values are 1024,
2048, and 4096.

e org-name <O>—Specifies the organization name for the certificate.
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Argument Description

state <S> e org-unit <OU>—Specifies the organizational unit name for the

valid <number of days> certificate.

alias>

For example:

e state <S>—Specifies the state for the certificate.

e valid—Specifies the number of days for which the certificate is valid.
The range is from 1to 2000 days.

The common-name and org-name are mandatory.

The generated key and certificate will be stored as an entry in the
keystore. The key can be imported into a primary or secondary signing
key for inline SSL decryption.

(config) # apps keystore rsa internal-cal self-signed
common-name internal_cal.com country US state CA org-
name GIMO org-unit ENG keysize 2048 hash-type SHA-256
valid 100

(config) # apps keystore ecdsa internal-cal self-signed
common-name internal_cal.com country US state CA org-
name GIMO org-unit ENG keysize 2048 hash-type SHA-256
valid 100

To bind the key to use with the primary or secondary signing key:
(config) # apps inline-ssl signing rsa for primary key <key

Refer to apps inline-ssl.

Related Commands

The following table summarizes other commands related to the apps keystore command:

Task Command

Displays a certificate for a specified SSL key.

# show apps keystore alias primary certificate

Displays a summary for a specified SSL key.

# show apps keystore alias primary summary

Displays all SSL keys.

# show apps keystore all

Deletes specified ecdsa keys from the keystore

(config) # no apps keystore ecdsa aliasprimary

Deletes all ecdsa keys from the keystore

(config) # no apps keystore ecdsa all

Deletes a specified SSL key.

(config) # no apps keystore rsa aliasprimary

Deletes all SSL keys.

(config) # no apps keystore rsa all
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apps listener
Use the apps listener command to configure the listener.

The apps listener commmand has the following syntax:
apps listener alias <alias>
type <gtp-cups | tunnel>
14
port-list
protocol <tcp | udp>
13

protocol <ipv4 | ipv6 | dual>
ttl <1-255> dscp <0-63>

mode I3 <promiscuous | interface>
gsgroup <add | delete>

The following table describes the arguments for the apps listener command:

Argument Description

alias <alias> Specifies the listener alias.

type <gtp-cups | tunnel> Specifies the type of the listener as follows:
e gtp-cups — GigaSMART host for GTP-Cups.
e tunnel— GigaSMART host for TCP Tunnel.

14 << port-list> Configures the following transportation layer parameters:
<protocol <tcp | udp>> e port-list— Configure listener source port list.
e protocol — Configures the following listener 14 protocol
o TCP
o UDP
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Argument

Description

I3 <protocol <ipv4 | ipv6 |
dual>

ttl <1-255> dscp <0-63>>

Configures the following network layer parameters:
e dscp — Configures the DSCP value. The value ranges from O to 63.
e protocol — Configures the following listener protocol.

o IPv4 — Uses IPv4 for communication.

o IPv6 — Uses IPv6 for communication.

o Dual — Provides Dual stack support.

e ttl — Configures the Time-To-Live (TTL) in seconds. The value ranges
from t to 255.

mode <I3 <promiscuous |
interface>>

Configures the listener mode as follows:
o promiscuous — Configures to promiscuous mode.
o interface — Configures to listen to interface mode.

NOTE: Promiscuous node is not supported.

gsgroup <add | delete>

Configures the gsgroup on which the listener has to be activated or
deactivated as follows:

e add — Activates the listener on which the gsgroup is configured.

o delete —Deactivates the listener on which the gsgroup is configured.

apps netflow

The following table describes the arguments for the apps netflow command:

Argument Description

exporter Configures the NetFlow Exporter.
monitor Configures the NetFlow Monitor.
record Configures the NetFlow Record.

The following table describes the syntax details of the command:

Command Argument Description
apps netflow Configures the NetFlow Generation parameters.
exporter Configures the NetFlow Generation Exporter.
monitor Configures the NetFlow Generation Monitor.
record Configures the NetFlow Generation Record.
apps netflow Specifies the NetFlow Generation Exporter.
exporter

Command Line Reference
apps

85



GigaVUE-OS CLI Reference Guide

Command Argument Description

alias Configures an alias for the NetFlow Generation Exporter.
apps netflow Specifies a NetFlow Exporter alias.
exporter alias

<alias> Specifies the name for the NetFlow Generation Exporter.
apps netflow Specifies the NetFlow Generation Exporter alias parameters.
exporter alias
<alias>

<cr> Enters the NetFlow Generation Exporter Mode to configure a

NetFlow Generation Exporter.
description Specifies a description for the NetFlow Generation Exporter

(optional).

destination ipv4

Specifies a destination IPv4 address.

destination ipv6

Specifies a destination IPv6 address.

In an exporter, you can either configure IPv4 or IPv6 address.

dscp Configures DSCP parameters for datagrams sent by the
NetFlow Generation Exporter (optional).

filter Specifies NetFlow Exporter filters.

format Configures NetFlow Generation Exporter formats.

snmp enable

Enables SNMP for a specified NetFlow exporter. When enabled,
SNMP requests that are sent by the external exporter will be
replied so that external NetFlow collectors can integrate with
GigaSMART NetFlow Generation.

The default port is the SNMP UDP port. The default port
number is 161.

template-refresh-interval

Specifies the NetFlow Generation template and option
template refresh interval.

transport Specifies the NetFlow Generation Transport Protocol.
ttl Configures the NetFlow Generation Time-To-Live (TTL) in
seconds (optional).
apps netflow Specifies a description for the NetFlow Generation Exporter.
exporter alias
<alias>
description
<string> Specifies the description of the NetFlow Generation Exporter.

apps netflow

Specifies an alias destination for the NetFlow Generation
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Command Argument Description
exporter alias Exporter.
<alias>
destination
ip4addr Configures the IPv4 address of the NetFlow Generation

Collector.

apps netflow
exporter alias
<alias>
destination
ip4addr

Specifies the NetFlow Generation Exporter destination IP
address for the NetFlow Generation Collector.

<|Pv4 address>

Specifies the NetFlow Generation IPv4 address.

apps netflow
exporter alias
<alias> dscp

Specifies the NetFlow Generation DSCP parameters.

<0-63> Specifies NetFlow Generation DSCP parameters. The default is
0.
apps netflow Specifies NetFlow exporter filtering rules.
exporter alias
<alias> filter
add pass Adds a new exporter pass filter.
delete Deletes an existing exporter filter.

apps netflow
exporter alias
<alias> filter add
pass input
interface range
apps netflow
exporter alias
<alias> filter add
pass input
interface value

<bid/sid/pid_x..pid_y>
<bid/sid/pid>

Adds a new exporter pass filter rule for an input interface as
follows:

e range—Configures input interface port range as
<bid/sid/pid_x..pid_y>.
e value—Configures input interface port value as <bid/sid/pid>.

apps netflow
exporter alias
<alias> filter add
pass ipv4 dcsp

any value <afll | af12 | afl3
| af21| af22 | af23 | af31 |
af32 | af33 | af4l | af42 |
af43 | ef> | pos <1-3>

Adds a new exporter pass filter rule for IPv4 DiffServ Code Point

(DSCP) bits as follows:

e any value—Configures IPv4 DSCP bits value for Assured
Forwarding Class 1to Class 4 with Low, Med, or High Drop, or
for Expedited Forwarding.

e pos—Configures IPv4 DSCP bits position.

apps netflow
exporter alias

any [range <ipv4_
address..ipv4_address>] |

Adds a new exporter pass filter rule for IPv4 destination address
as follows:
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pass ipv4 dst
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Argument

value <IP address>] | pos
<1-3>

Description

e any range—Configures IPv4 destination address range as
<ipv4_address..ipv4_address>.

e any value—Configures IPv4 destination address value as <IP
address>.

e pos—Configures IPv4 destination address position.

apps netflow
exporter alias
<alias> filter add
pass ipv4
protocol

any [range <lI-byte-hex..1-
byte-hex> | value [icmp-
ipv4 | igmp | ipv4ov4 |
tcp | udp | ipve | rsvp |
gre | <l-byte-hex>] | pos
<1-3>

Adds a new exporter pass filter rule for IPv4 protocol as follows:

e any range—Configures IPv4 protocol range as <I-byte-hex..1-
byte-hex>.

e any value—Configures IPv4 protocol value as a name or as
<I-byte-hex>.

e pos—Configures IPv4 protocol position.

apps netflow
exporter alias
<alias> filter add
pass ipv4 src

any [range <ipv4_
address..ipv4_address>] |
[value <IP address>] | pos
<1-3>

Adds a new exporter pass filter rule for IPv4 source address as
follows:

e any range—Configures IPv4 source address range as <ipvé4_
address..ipv4_address>.

e any value—Configures IPv4 source address value as <IP
address>.

e pos—Configures IPv4 source address position.

apps netflow
exporter alias
<alias> filter add
pass ipv4 tosval

any [range <l-byte-hex..1-
byte-hex> | value <1-byte-
hex>] | pos <1-3>

Adds a new exporter pass filter rule for IPv4 Type of Service
(TOS) as follows:

e any range—Configures IPv4 type of service range as <1-byte-
hex.1-byte-hex>.

e any value—Configures IPv4 type of service value as <1-byte-
hex>.

e pos—Configures IPv4 type of service position.

apps netflow
exporter alias
<alias> filter add
pass ipv6 dcsp

any value <afll | af12 | afl3
| af21| af22 | af23 | af31 |
af32 | af33 | af4l | af42 |
af43 | ef> | pos <1-3>

Adds a new exporter pass filter rule for IPv6 DiffServ Code Point

(DSCP) bits as follows:

e any value—Configures IPve DSCP bits value for Assured
Forwarding Class 1 to Class 4 with Low, Med, or High Drop, or
for Expedited Forwarding.

e pos—Configures IPve DSCP bits position.

apps netflow
exporter alias
<alias> filter add
pass ipv6 dst

any [range <ipve_
address..ipv6_address>] |
[value <ipv6 address>] |
pos <1-3>

Adds a new exporter pass filter rule for IPv6 destination address
as follows:

e any range—Configures IPv6 destination address range as
<ipv6_address..ipv6_address>.

e any value—Configures IPv6 destination address value as
<ipv6 address>.

e pos—Configures IPv6 destination address position.

apps netflow
exporter alias

any [range <3-byte-
hex.3-byte-hex> | [value
<3-byte-hex>] | pos <1-3>

Adds a new exporter pass filter rule for IPve flow label as
follows:
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Argument

Description

e any range—Configures IPv6 flow label range as <3-byte-
hex..3-byte-hex>.

e any value—Configures IPv6 flow label value as <3-byte-hex>.
e pos—Configures IPv6 flow label position.

apps netflow
exporter alias
<alias> filter add
pass ipv6 src

any [range <ipv6_
address..ipv6_address>] |
[value <ipv6 address>] |
pos <1-3>

Adds a new exporter pass filter rule for IPv6 source address as
follows:

e any range—Configures IPv6 source address range as <ipvo_
address..ipv6_address>.

e any value—Configures IPv6 source address value as <ipv6
address>.

e pos—Configures IPv6 source address position.

apps netflow
exporter alias
<alias> filter add
pass l4port dst

any [range <x.y>] | [value
<0-65535>] | pos <1-3>

Adds a new exporter pass filter rule for Layer 4 (L4) destination
port as follows:

e any range—Configures L4 destination port range as a range
between 0 and 65535, <x..y>.

e any value—Configures L4 destination port value as a
number between O and 65535.

e pos—Configures L4 destination port position.

apps netflow
exporter alias
<alias> filter add
pass l4port src

any [range <x.y>] | [value
<0-65535>] | pos <1-3>

Adds a new exporter pass filter rule for Layer 4 (L4) source port
as follows:

e any range—Configures L4 source port range as a range
between 0 and 65535, <x..y>.

e any value—Configures L4 source port value as a number
between 0 and 65535.

e pos—Configures L4 source port position.

apps netflow
exporter alias
<alias> filter add
pass mac dst

any [range <MAC_
address.MAC_address>] |
[value <MAC_address>] |
pos <1-3>

Adds a new exporter pass filter rule for MAC destination
address as follows:

e any range—Configures MAC address range as <MAC_
address.MAC_address>.

e any value—Configures MAC address value as <MAC_
address>.

e pos—Configures MAC address position.

apps netflow
exporter alias
<alias> filter add
pass mac src

any [range <MAC_
address.MAC_address>] |
[value <MAC_address>] |
pos <1-3>

Adds a new exporter pass filter rule for MAC source address as
follows:

e any range—Configures MAC address range as <MAC_
address.MAC_address>.

e any value—Configures MAC address value as <MAC_
address>.

e pos—Configures MAC address position.

apps netflow

any [range <vlanl.vlan2>]

Adds a new exporter pass filter rule for VLAN ID as follows:
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Command

exporter alias
<alias> filter add
pass vlan id

Argument

| [value <1-4094>] | pos
<1-4>

Description

e any range—Configures VLAN ID range as <vlanl.vlan2>.

e any value—Configures VLAN ID value as a number between
1and 4094.

e pos—Configures VLAN ID position.

apps netflow
exporter alias
<alias> filter
delete

all | filter-id <ID>

Deletes all existing filters on this exporter or deletes a filter by
filter ID.

apps netflow
exporter alias
<alias> format

Specifies NetFlow Generation Exporter formats.

apps netflow
exporter alias
<alias> format

Specifies NetFlow Generation Exporter Common Event Format
(CEF).

cef version
23 Specifies CEF version 23.
apps netflow Specifies NetFlow Generation Exporter versions.
exporter alias
<alias> format
netflow version
ipfix Specifies IPFIX.
netflow-v5 Specifies version 5 (v5).
netflow-v9 Specifies version 9 (v9). This is the default NetFlow version.
apps netflow enable Enables SNMP for a specified NetFlow exporter. When enabled,
exporter alias SNMP requests that are sent by the external exporter will be
<alias> snmp replied so that external NetFlow collectors can integrate with
GigaSMART NetFlow Generation.
The default port is the SNMP UDP port. The default port
number is 161.
apps netflow Specifies the NetFlow Generation template and option
exporter alias template refresh interval.
<alias>
template-
refresh-interval
<1-216000> Specifies the NetFlow Generation template timeout in seconds.

The default is 1800.

apps netflow
exporter alias
<alias>

Specifies the NetFlow Generation Exporter Transport Protocol.
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Command Argument Description
transport
udp Uses the NetFlow Generation UDP Transport Protocol. This is
the default. The default port for syslog (for CEF format) is 514.
<port> Specifies the port on which the NetFlow Generation Collector is
listening. The default port for NetFlow is 2055.
apps netflow Specifies the NetFlow Generation Time-To-Live (TTL) value.
exporter alias
<alias> ttl
<1-255> Specifies the NetFlow Generation Time-To-Live value in
seconds. The default is 64.
apps netflow Configures a NetFlow Generation Monitor.
monitor
alias Configures an alias for the NetFlow Generation Monitor.
apps netflow <alias> Specifies the NetFlow Monitor alias.
monitor alias
apps netflow <cr> Enters NetFlow Generation Monitor Mode to configure a
monitor alias NetFlow Generation Monitor.
<alias>
cache Configures NetFlow Generation cache parameters.
description Specifies a description for the NetFlow Generation Monitor.
port-list Configures the monitor to scan specific ports for SSL. Use with
NetFlow SSL metadata.
record Associates a NetFlow Generation Record to the NetFlow
Generation Monitor.
sampling Configures NetFlow Generation Monitor sampling parameters.
apps netflow Specifies cache parameters for the NetFlow Generation
monitor alias Monitor.
<alias> cache
timeout Specifies a timeout for the entries in the NetFlow Generation
cache.
apps netflow Configures the monitor cache timeout.
monitor alias
<alias> cache
timeout
active Specifies the active NetFlow Generation timeout in seconds.
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event Specifies that the NetFlow Generation Record is generated and
exported in the NetFlow Generation cache on an event.
inactive Specifies the inactive NetFlow Generation timeout in seconds.
apps netflow Configures monitor cache timeout active.
monitor alias
<alias> cache
timeout active
<1-604800> Specifies the active NetFlow Generation timeout value in
seconds. The default is 1800.
apps netflow Configures monitor cache timeout event.
monitor alias
<alias> cache
timeout event
none Configures a monitor cache timeout event of none.

transaction-end

Specifies that the NetFlow Generation Record is generated and
exported in the NetFlow Generation Cache at the end of a
transaction.

apps netflow
monitor alias
<alias> cache
timeout inactive

Configures monitor cache timeout inactive.

<1-604800> Specifies the inactive NetFlow Generation timeout value in
seconds. The default is 15.
apps netflow <string> Specifies a description for the NetFlow Generation Monitor.

monitor alias
<alias>
description

apps netflow
monitor alias
<alias> port-list
add

<0 to 65535>

Adds specific ports to scan for SSL. List up to 10 ports to attach
to the monitor. Use commas to separate the ports in the list.
For example, 443,993,1000.

apps netflow
monitor alias
<alias> port-list
all

Adds all ports to scan for SSL.

apps netflow
monitor alias
<alias> port-list
delete

<0 to 65535>

Deletes specific ports to scan for SSL. List up to 10 ports to
delete from the monitor. Use commas to separate the portsin
the list. For example, 993,636.
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apps netflow Specifies the following SSL ports to scan for SSL:
monitor alias e IMAP_SSL_PORT 993
<alias> port-ist e POP3_SSL_PORT 995
well-known-
ports e SMTP_SSL_PORT 465
e LDAP_SSL_PORT 636
e NNTP_SSL_PORT 563
e HTTP_SSL_PORT 443
apps netflow Adds or deletes a NetFlow record to or from a monitor.
monitor alias
<alias> record
add Adds one or more records to a monitor, up to 5.

apps netflow
monitor alias
<alias> record
add

<monitor record>

Specifies a name of a monitor record.

predefined netflow_v5_
record

Specifies a predefined NetFlow monitor record, a V5 fixed
record template.

apps netflow
monitor alias
<alias> record
delete

delete <all | record-id>

Deletes all records associated with the monitor or deletes a
specific record from a monitor using the record identifier.

apps netflow
monitor alias
<alias>
sampling

Enables sampling or defines the sampling rates for a NetFlow
monitor.

set

Enables sampling for a NetFlow monitor and specifies the type
of sampling to be performed:

e multi-rate
e no-sampling
e single-rate

apps netflow
monitor alias
<alias>

sampling set

multi-rate

Enables multi-rate sampling for a NetFlow monitor. Multi-rate
sampling can be applied to any record.

no-sampling

Disables sampling for a NetFlow monitor.

single-rate

Enables single-rate sampling for a NetFlow monitor. Single-rate
applies to all records.

apps netflow

1in <10-16000>

Defines the sampling rate for single-rate sampling by
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monitor alias specifying a number for 1in N, where N is the packet count
<alias> from 10 to 16000.
sampling
single-rate
apps netflow Configures a NetFlow Generation Record template.
record
alias Configures an alias for a NetFlow Generation Record.
apps netflow Specifies an alias name for a NetFlow Generation Record.
record alias
<alias> Specifies a NetFlow record alias.
apps netflow Specifies the NetFlow Generation Record alias parameters.
record alias
<alias>
<cr> Enters NetFlow Generation Record Mode to configure a
NetFlow Generation Record template.
collect Configures a non-key field for the NetFlow Generation Record.
description Specifies a description for the NetFlow Generation Record

(optional).

export-blank-pen

Configures the export of a blank pen record that contains a mix
of private enterprise elements and non-private enterprise
elements, however during runtime, the private enterprise
elements are empty.

The options are as follows:

e yes—Exports the blank or empty PEN records to the
collector.

e no—Does not export the blank or empty PEN records to the
collector.

exporter

Assigns an exporter to a NetFlow record.

match

Configures a key field for the NetFlow Generation Record.

netflow-version

Specifies the NetFlow Generation Record version.

sampling Adds or deletes sampling for a NetFlow record.1in 1 (no
sampling) is the default.
apps netflow Specifies the NetFlow Generation non-key fields of the NetFlow
record alias Generation Record.
<alias> collect
add Adds a new NetFlow Generation Collect non-key field.
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Argument

delete

Description

Deletes an existing NetFlow Generation collect non-key field.

apps netflow
record alias
<alias> collect
add <collect_
type>
<parameters>

Specifies the collect type and its parameters.

apps netflow
record alias
<alias> collect
add counter

Adds a new NetFlow Generation Collect counter field.

apps netflow
record alias
<alias> collect
add datalink

Adds a new NetFlow Generation Collect datalink field.

apps netflow
record alias
<alias> collect
add flow

end-reason

Adds a new NetFlow Generation Collect flow field.

apps netflow
record alias
<alias> collect
add interface
input name

input name [width <1-

32>]

Specifies the interface name as follows:

e width—Specifies an optional parameter that indicates the
size of the field, from 1 to 32 bytes. If not specified, the width
of the interface name will be a maximum of 32 bytes.

In the NetFlow record, the collect field for the interface input
name includes the interface ID in the format

<box ID>/<slot ID>/<port ID>, for example, 1/1/x1, as well as the
alias, if there is an alias associated with the interface. The total
number of characters for the interface ID and alias is 128.

apps netflow
record alias
<alias> collect
add interface
input physical |
output physical

<input | output> physical

[width <2 | 4>]

Specifies the recording interface (ingress and/or egress) as one

of the fields to be sent in the NetFlow record as follows:

e input and/or output—Specifies one or both ingress and egress
interfaces as collect fields.

e width—Specifies an optional parameter that indicates the size
of the field. The valid values are as follows:

o IPFIX: 4 bytes.
0 V9:2or 4 bytes. The default is 2. Do not use the default of

2 for v9. Specify a width of 4 to match the actual
interface port ID width, which is 4 bytes.

apps netflow
record alias
<alias> collect
add ipv4

Adds a new NetFlow Generation Collect ipv4 field.
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apps netflow
record alias
<alias> collect
add ipv6

Argument

Description

Adds a new NetFlow Generation Collect ipv6 field.

apps netflow
record alias
<alias>
collect add
private

pen <pen name> dns
<additional-class
[number-of-collects
<1-10>] | additional-
class-text [number-
of-collects <1-10>]
|additional-name
[number-of-collects
<1-10>] | additional-
rd-length [number-
of-collects <1-10>] |
additional-rdata
[number-of-collects
<1-10> | width <1-128>]
| additional-ttl
[number-of-collects
<1-10>] | additional-
type [number-of-
collects <1-10>] |
additional-type-text
[number-of-collects
<1-10>] | an-count |
ar-count |authority-
class [number-of-
collects <1-10>] |

Specifies the private enterprise name (pen) for capturing
packets containing Domain Name Service (DNS) information as
follows:

® pen <pen name>—Specifies a pen name. The only valid pen

name is gigamon.

number-of-collects—Specifies an optional parameter that
indicates the number of instances of elements that can be
collected for a DNS request. The default value is 1. The range
is from 1to 10.

width—Specifies an optional parameter that indicates the
maximum length of the field, from 1to 128 bytes. The default
is 64.

additional-class—Specifies the additional class containing
one of the RR class codes.
additional-class-text—Specifies the text string of the
hexadecimal value of the additional class containing one of
the RR class codes.

additional-name—Specifies the domain name in the
additional records section.
additional-rd-length—Specifies the length of the rdata
field in the additional records section.
additional-rdata—Specifies the length of the rdata field in
the additional records section.

additional-ttl—Specifies the time-to-live (TTL), which is the
time interval in seconds that the record is cached in the
additional records section.

additional-type—Specifies the additional type containing
one of the RR type codes.
additional-type-text—Specifies the text string of the
hexadecimal value of the additional type containing one of
the RR type codes.

an-count—Specifies the number of resource records in the
answer section.

ar-count—Specifies the number of resource records in the
additional records section.

authority-class—Specifies the authority class containing
one of the RR class codes.

apps netflow
record alias
<alias>

authority-class-text
[number-of-collects

authority-class-text—Specifies the text string of the
hexadecimal value of the authority class containing one of
the RR class codes.
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Command

collect add
private

(continued)

Argument

<1-10>] | authority-
name [number-of-
collects <1-10>] |
authority-rd-length
[number-of-collects
<1-10>] | authority-
rdata [number-of-
collects <1-10> | width
<1-128>] | authority-ttl
[number-of-collects
<1-10>] | authority-
type [number-of-
collects <1-10>] |
authority-type-text
[number-of-collects
<1-10>] | bits |
identifier | ns-count |
op-code | qd-count |
query-class [number-
of-collects <1-10>] |
query-class-text
[number-of-collects
<1-10>] | query-name
[number-of-collects
<1-10>] | query-type
[number-of-collects
<1-10>] |

Description

authority-name—Specifies the domain name in the
authority section.

authority-rd-length—Specifies the length of the rdata
field in the authority section.

authority-rdata—Specifies the content that describes the
resource in the authority section.

authority-ttl—Specifies the time-to-live (TTL), which is the
time interval in seconds that the record is cached in the
authority section.

authority-type—Specifies the authority type containing
one of the RR type codes.

authority-type-text—Specifies the text string of the
hexadecimal value of the authority type containing one of
the RR type codes.

bits—Specifies the variable length of a bit map.
identifie—Specifies an identifier generated by the device that
creates the DNS query and is copied by the server into the
response so it can be used by that device to match that
query to the corresponding reply received from the DNS
server.

ns-count—Specifies the number of the name server (NS)
resource records in the authority records section.
op-code—Specifies the query type.

gd-count—Specifies the number of entries in the question
section.

query-class—Specifies the query format containing one of the
RR class codes.

query-class-text—Specifies the text string of the hexadecimal
value of the query class containing one of the RR type codes.

query-name—Specifies the domain name requested in the
query (maximum 64 bytes).

query-type—Specifies the query format containing one of the
RR type codes.

apps netflow
record alias
<alias>
collect add
private

(continued)

query-type-text
[number-of-collects
<1-10>] | response-
class [number-of-
collects <1-10>] |
response-class-text
[number-of-collects
<1-10>] | response-
code | response-ipvé4-
addr [number-of-
collects <1-10>]

query-type-text—Specifies the text string of the hexadecimal
value of the query format containing one of the RR type
codes.

response-class—Specifies the response format containing one
of the RR class codes.

response-class-text—Specifies the text string of the
hexadecimal value of the response format containing one of
the RR class codes.

response-code—Specifies the type of the response.

response-ipv4-addr—Specifies the IPv4 address in the response
if the response type host and class are Internet/IPv4.

Command Line Reference

apps

97



Command

GigaVUE-OS CLI Reference Guide

Argument

|response-ipv4-addr-
text [number-of-
collects <1-10>]
|response-ipv6-addr
[number-of-collects
<1-10>] | response-
ipv6e-addr-text
[number-of-collects
<1-10>]response-
name [number-of-
collects <1-10>] |
response-rd-length
[number-of-collects
<1-10>] | response-
rdata [number-of-
collects <1-10> | width
<1-128>] | response-ttl
[number-of-collects
<1-10>] | response-
type [number-of-
collects <1-10>]
|response-type-text
[number-of-collects
<1-10>]>

Description

e response-ipv4-addr-text—Specifies the text string of the
hexadecimal value of the IPv4 address in the response if the
response type host and class are Internet/IPv4.

e response-ipv6-addr—Specifies the IPv6 address in the response
if the response type host and class are Internet/IPveé.

e response-ipv6-addr-text—Specifies the text string of the
hexadecimal value of the IPv6 address in the response if the
response type host and class are Internet/IPveé.

e response-name—Specifies the domain name in the response
(maximum 64 bytes).

e response-rd-length—Specifies the length of the rdata field in
the response data field.

e response-rdata—Specifies the content that describes the
resource in the response data field.

e response-tt—Specifies the time-to-live (TTL), which is the time
interval in seconds that the record is cached.

e response-type—Specifies the response type containing one of
the RR Type codes.

e response-type-text—Specifies the text string of the hexadecimal

value of the response type containing one of the RR Type
codes.

apps netflow
record alias
<alias> collect
add private

pen <pen name> http
response-code

Specifies the private enterprise name (pen) for capturing HTTP

response codes as follows:

® pen <pen name>—Specifies a pen name. The only valid pen
name is gigamon.

e response-code—Captures any packet with an HTTP response
code embedded in it. For IPFIX only.

apps netflow
record alias
<alias> collect
add private

pen <pen name> http url
[width <1-250>]

Specifies the private enterprise name (pen) for capturing
packet URLs as follows:

e pen <pen name>—Specifies a pen name. The only valid pen
name is gigamon.

e url—Captures any packet with a URL embedded in it. For
IPFIX only.

e width—Specifies an optional parameter that indicates the
maximum URL length that is allowed in the data record,
from 1to 250 bytes. If not specified, the URL will be a
maximum of 128 bytes.

apps netflow
record alias
<alias> collect
add private

pen <pen name> http
user-agent [width <1-
250>]

Specifies the private enterprise name (pen) for capturing user
agents as follows:

e® pen <pen name>—Specifies a pen name. The only valid pen
name is gigamon.
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Command

Argument

Description

e user-agent—Gathers information about the user agent
involved in the packet transfer. The user agent appears in
the HTTP request header. It is a variable that will be filled in
by the browser.

e width—Specifies an optional parameter that indicates the
maximum user agent length that is allowed in the data
record, from 1to 250 bytes. If not specified, the user agent
length has a default of 150 bytes.

apps netflow
record alias
<alias> collect
add private

pen <pen name> ssl
certificate <issuer [width
<1-250>] |
issuerCommonName
[width <1-64>] |
serialNumber |
serialNumber-text |
signatureAlgorithm
|signatureAlgorithm-text
| subject [width <1-250>] |
subjectAlgorithm |
subjectAlgorithm-text |

Specifies the private enterprise name (pen) for capturing SSL
certificate metadata as follows:

e pen <pen name>—Specifies a pen name. The only valid pen
name is gigamon.

e issuer—Specifies the certificate issuer.

e width—Specifies an optional parameter that indicates the
maximum length of the field, from 1to 250 bytes. The default
is128.

e issuerCommonName—Specifies the certificate issuer common
name, which is a subset of issuer.

e width—Specifies an optional parameter that indicates the
maximum length of the field, from 1to 64 bytes. The default
is 32.

e serialNumber—Specifies the unique number for each
certificate issued by a given CA.

e serialNumber-text—Specifies the text string of the hexadecimal
value of the unique number for each certificate issued by a
given CA.

e signatureAlgorithm—Specifies the identifier for the
cryptographic algorithm used by the CA to sign the
certificate.

e signatureAlgorithm-text—Specifies the text string of the
hexadecimal value of the identifier for the cryptographic
algorithm used by the CA to sign the certificate.

e subject—Specifies the certificate subject.

e width—Specifies an optional parameter that indicates the
maximum length of the field, from 1 to 250 bytes. The default
is128.

e subjectAlgorithm—Specifies the subject public key algorithm
used, such as RSA or DSA.

e subjectAlgorithm-text—Specifies the text string of the
hexadecimal value of the subject public key algorithm used,
such as RSA or DSA.

apps netflow
record alias
<alias> collect

subjectAltName [width
<1-64>] |
subjectCommonName |

e subjectAltName—Specifies the subject alternative name, which
allows identities to be bound to the subject. The first
subjectAltName present in the certificate is collected.
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Command

add private
(continued)

Argument

[width <1-64>] |
subjectKeySize |
validNotAfter |
validNotAfter-text |
validNotBefore |
validNotBefore-text>

Description

e width—Specifies an optional parameter that indicates the
maximum length of the field, from 1to 64 bytes. The default
is 32.

e subjectCommonName—Specifies the certificate subject
common name, which is a subset of subject.

e width—Specifies an optional parameter that indicates the
maximum length of the field, from 1to 64 bytes. The default
is 32.

e subjectKeySize—Specifies the subject public key size.

e validNotAfter—Specifies the date on which the certificate
validity period ends. The format is YYMMDDHHMMSSZ,
where Z is Zulu time (GMT).

e validNotAftertext—Specifies the text string of the date on which
the certificate validity period ends. The format is MMM DD
HH:SS YYYY GMT.

e validNotBefore—Specifies the text string of the date on which
the certificate validity period begins. The format is
YYMMDDHHMMSSZ, where Z is Zulu time (GMT).

e validNotBefore-text—Specifies the text string of the date on
which the certificate validity period begins. The format is
MMM DD HH:SS YYYY GMT.

apps netflow
record alias
<alias> collect
add private

pen <pen name> ss|
server <cipher | cipher-
text |
compressionMethod |
namelndication [width
<1-64>] | sessionld |
version | version-text>

Specifies the private enterprise name (pen) for capturing SSL

server metadata as follows:

e pen <pen name>—Specifies a pen name. The only valid pen
name is gigamon.

e cipher—Specifies the cipher that the server agreed to use for
that session.

e cipher-text—Specifies the text string of the hexadecimal value
of the cipher that the server agreed to use for that session.

e compressionMethod—Specifies the server compression method,
which is typically NULL.

e namelndication—Specifies the extension to the TLS protocol by
which a client indicates the hostname to which it is
attempting to connect at the start of the handshaking
process.

e width—Specifies an optional parameter that indicates the
maximum length of the field, from 1to 64 bytes. The default
is 32.

e sessionld—Specifies the session identifier, generated by a
server, which identifies a particular session.

e version—Specifies the version of SSL.

e version-text—Specifies the text string of the hexadecimal value
of the version of SSL.
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Argument

Description

apps netflow
record alias
<alias> collect
add private

pen <pen name> ssl
server <cipher | cipher-
text |
compressionMethod |
namelndication [width
<1-64>] | sessionld |
version | version-text>

Specifies the private enterprise name (pen) for capturing SSL
server metadata as follows:

e pen <pen name>—Specifies a pen name. The only valid pen
name is gigamon.

e cipher—Specifies the cipher that the server agreed to use for
that session.

e cipher-text—Specifies the text string of the hexadecimal value
of the cipher that the server agreed to use for that session.

e compressionMethod—Specifies the server compression method,
which is typically NULL.

e namelndication—Specifies the extension to the TLS protocol by
which a client indicates the hostname to which it is
attempting to connect at the start of the handshaking
process.

e width—Specifies an optional parameter that indicates the
maximum length of the field, from 1to 64 bytes. The default
is 32.

e sessionld—Specifies the session identifier, generated by a
server, which identifies a particular session.

e version—Specifies the version of SSL.

e version-text—Specifies the text string of the hexadecimal value
of the version of SSL.

apps netflow
record alias
<alias> collect
add timestamp

flow-start-sec | flow-end-
sec | flow-start-msec |
flow-end-msec | sys-
uptime <first | last>

Adds a new NetFlow Generation Collect timestamp field.

apps netflow
record alias

<alias> collect
add transport

Adds a new NetFlow Generation Collect transport field.

apps netflow
record alias
<alias> collect
delete

Configures record collect delete.

all Deletes all NetFlow Generation collect non-key fields with an
associated NetFlow Generation Record.
collect-id Deletes NetFlow Generation collect non-key fields

corresponding to a particular Collect ID.

apps netflow

Deletes collect key field corresponding to a Collect ID.
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Command Argument Description
record alias
<alias> collect
delete collect-id
<integer> Specifies the collect ID.
apps netflow Specifies a description for the NetFlow Generation Record.
record alias
<alias>
description
<string> Specifies a description for the NetFlow Generation Record.
apps netflow Specifies whether or not to export a NetFlow record when
record alias there is a mix of private and non-private elements in the record.
<alias> export-
blank-pen
no Does not export the NetFlow record when there is a mix of
private and non-private elements in the record.
yes Exports the NetFlow record when there is a mix of private and

non-private elements in the record.

apps netflow
record alias
<alias> exporter

Adds an exporter to a NetFlow record, or removes an exporter
from a NetFlow record.

add <record exporter>

Adds an exporter to a NetFlow record.

delete <all | exporter-id
<exporter-id>

Removes an exporter from a NetFlow record or removes all
exporters.

apps netflow
record alias
<alias> match

Specifies key fields for the NetFlow Generation Record.

add

Adds a NetFlow Generation new match key field.

delete

Deletes an existing NetFlow Generation match key field.

apps netflow
record alias
<alias> match
add <match_
type>
<parameters>

Specifies the NetFlow Generation match type and its
associated parameters.

apps netflow
record alias
<alias> match
add datalink

Adds a new NetFlow Generation Match datalink field.
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apps netflow
record alias

<alias> match
add interface
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Argument

input physical [width <2 |
4>]

Description

Specifies the input interface as one of the key fields for flow
identification as follows:
e input—Denotes using the packet ingress interface as key
field.
e width—Specifies an optional parameter that indicates the size
of the field. The valid values are as follows:
o IPFIX: 4 bytes.
o0 V9:2or 4 bytes. The default is 2. Do not use the default of
2 for v9. Specify a width of 4 to match the actual
interface port ID width, which is 4 bytes.

apps netflow
record alias
<alias> match
add ipv4

Adds a new NetFlow Generation Match ipv4 field.

apps netflow
record alias
<alias> match
add ipv6

Adds a new NetFlow Generation Match ipv6 field.

apps netflow
record alias

<alias> match
add transport

Adds a new NetFlow Generation Match transport field.

apps netflow
record alias
<alias> match
delete

Configures record match delete.

all Deletes all NetFlow Generation Match key fields for a particular
NetFlow Generation Flow Record.
match-id Deletes the NetFlow Generation match key field corresponding
to a particular Match ID.
apps netflow Deletes match key field corresponding to Match ID.
record alias
<alias> match
delete match-id
<integer> Specifies a match ID.
apps netflow Specifies a version for the NetFlow Generation Record.
record alias
<alias> netflow-
version
ipfix Specifies NetFlow Generation Version IPFIX.
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Command Argument

netflow-v9

Description

Specifies NetFlow Generation version 9. This is the default.

apps netflow
record alias

Specifies a sampling rate or disables sampling on a NetFlow
record.

<alias>
sampling
delete Disables sampling on a NetFlow record.
set Specifies the sampling rate for a NetFlow record as1in N,
where N is a number from 1to 16000.
gsparams Associates a NetFlow Generation Monitor to a specified

gsgroup <alias>

GigaSMART group.

netflow-monitor

Enables a NetFlow Generation Monitor on a GigaSMART group.

gsparams
gsgroup <alias>
netflow-monitor

Configures NetFlow Monitor.

add <Monitor name>

Adds a NetFlow Generation Monitor.

delete Deletes a NetFlow Generation Monitor.
gsop alias Enables flow processing.
<alias> flow-ops

netflow Enables NetFlow Generation.

Related Commands

The following table summarizes other commands related to the apps netflow command:

Task Command

Displays general NetFlow information.

# show apps netflow

Displays NetFlow exporters.

# show apps netflow exporter

Displays NetFlow exporter for a specified
alias.

# show apps netflow exporter alias expl

Displays all NetFlow exporters
configured.

# show apps netflow exporter all

Displays NetFlow exporter statistics.

# show apps netflow exporter stats

Displays statistics for a specified NetFlow
exporter.
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Task Command

Displays statistics for all NetFlow # show apps netflow exporter stats all
exporters.
Displays NetFlow monitors. # show apps netflow monitor

Displays NetFlow monitor for a specified | # show apps netflow monitor alias monl
alias.

Displays all NetFlow monitors # show apps netflow monitor all
configured.
Displays NetFlow monitor statistics. # show apps netflow monitor stats

Displays statistics for a specified NetFlow | # show apps netflow monitor stats alias monl
monitor.

Displays statistics for all NetFlow # show apps netflow monitor stats all
monitors.

Displays NetFlow port ID. # show apps netflow port-id

Displays NetFlow records. # show apps netflow record

Displays NetFlow record for a specified # show apps netflow record alias recl
alias.

Displays all NetFlow records configured. # show apps netflow record all

Deletes a specified NetFlow exporter. (config) # no apps netflow exporter alias expl
Disables SNMP for a specified NetFlow (config) # no apps netflow exporter alias expl snmp
exporter. enable

Disables SNMP for a specified NetFlow (config) # apps netflow exporter alias expl no snmp
exporter. enable

Deletes all NetFlow exporters. (config) # no apps netflow exporter all

Deletes a specified NetFlow monitor. (config) # no apps netflow monitor alias moni
Deletes all NetFlow monitors. (config) # no apps netflow monitor all

Deletes a specified NetFlow record. (config) # no apps netflow record alias recl

Deletes the predefined NetFlow v5 (config) # no apps netflow record alias predefined_
record. netflow_v5_record

Deletes all NetFlow records. (config) # no apps netflow record all

apps regrex-profile

Use the apps regrex-profile commmand to define a set of matching pattern consisting of
regular expression.
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The apps regrex-profilecommand has the following syntax:

apps regrex-profile alias <name>
pattern add <"regular expression">
pattern delete <pattern-id>

exit

The following table describes the arguments for the apps regrex-profilecommand:

Argument Description

alias <name> Specifies the regrex-profile alias.
You can create a maximum of 10 regrex profiles.

pattern add <"regular Specifies Perl compatible regular expression pattern. You can create
expression"> a maximum of 50 patterns per profile.
pattern delete <pattern-id> Removes configured regular expression pattern.

apps sip-whitelist

Required Command-Line Mode = Configure
Use the apps sip-whitelist command to configure SIP forward listing.

The apps sip-whitelistcormmand has the following syntax:

apps sip-whitelist alias <SIP whitelist file alias>
add callerid <caller/callee ID>
add id-range <id-range>
add ip-addr <ip-address>
create
delete <all | callerid <caller ID>>
destroy
fetch <add | delete> <URL for a SIP whitelist file>

The following table describes the arguments for the apps sip-whitelist coommand:

Argument Description

sip-whitelist Specifies an alias of the forward list file.

alias <SIP

whitelist file

alias>

add callerid Adds a single caller ID entry to a forward list. Specify up to 64 alphanumeric characters.
<caller ID> The supported characters include:

e lower case alphabetic, a-z
e upper case alphabetic, A-Z
e numeric, 0-9
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Argument Description

hyphen, -
underscore, _
period, .
exclamation, !
tilde, ~

open bracket, (
close bracket, )
asterisk, *
ampersand, &
equals sign, =
plus sign, +
dollar sign, $
comma,,
semi-colon, ;
question mark, ?
forward slash, /
at sign, @

For example:
(config) # apps sip-whitelist alias sip-scp add callerid 302701237777777

add id-range Adds the range of caller-ids to the forward list entries from the given start range to the end
<id-range> range . The start and the end range must contain a maximum of 64 numeric characters.
The supported characters include:
e numeric, 0-9
e range,..
For example:
(config) # apps sip-whitelist alias sip-scp add id-range
123456700..123456750
add ip-addr Adds a valid IPv4/IPv6 address to the forward list entries. IP address must be a valid single:

<ip-address>

e |Pv4 address
e |Pvb address
For example:
(config) # apps sip-whitelist alias sip-scp add ip-addr 192.168.1.1

create Creates a new forward list.
For example:
(config) # apps sip-whitelist alias sip-scp create
To create a forward list, refer to How to Create a Forward List.
delete <all | Specifies actions for delete as follows:
callerid

<caller ID>>

e all—Deletes all forward list entries. This deletes all caller ID entries, up to 500,000.
e callerid—Deletes a single caller ID entry from a forward list.
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Argument Description

When using delete all to delete a forward list, unlike destroy, you do not have to delete the
forward list maps, the GigaSMART operation, or disassociate the GigaSMART group from the
forward list.

Examples:
(config) # apps sip-whitelist alias sip-scp delete callerid 302701237777777
(config) # apps sip-whitelist alias sip-scp delete all

destroy Destroys a forward list.
For example:
(config) # apps sip-whitelist alias sip-scp destroy
When using destroy to delete a forward list, unlike delete all, you must first delete the
forward list maps, the GigaSMART operation, and disassociate the GigaSMART group from
the forward list before deleting the forward list. For the procedure to destroy the forward
list, refer to How to Destroy a Forward List.
fetch <add | Specifies actions for fetch as follows:
delete> <URL |4 add—Downloads a forward list file from a specified URL and path. Use this parameter to
for a SIP

whitelist file>

add up to 20,000 caller IDs.

e delete—Deletes the caller ID entries, located in the forward list file at the specified URL
and path, from the forward list on the node. Use this option to delete up to 20,000 caller
IDs.

e For both add and delete, forward list files must adhere to the following:

e The caller IDs in forward list files must be distinct entries, with one caller ID on each line
of afile.

e In aforward list file, use only the carriage return (newline) to separate caller ID entries. Do
not use any characters, such as commas or colons, to separate caller ID entries in forward
list files.

e Each forward list file can contain a maximum of 20,000 entries.

e Forward list files must have a filename with a .txt suffix.

To fetch a specified forward list file from a location, use one of the following formats:
e http://IPaddress/path/filename.txt

e scpi//username:password@lPaddress;/path/filename.txt

For SIP forward listing in a cluster, only fetch the forward list to the leader in the cluster. On
member nodes, fetch is not available.

Examples:

(config) # apps sip-whitelist alias sip-scp fetch add
http://1.1.1.1/tftp/temp/MyIDs1.txt

(config) # apps sip-whitelist alias sip-scp2 fetch add
scp://userl:mypw@1.1.1.1:/home/temp/C_ID_filel.txt
(config) # apps sip-whitelist alias sip-scp fetch delete
http://1.1.1.1/tftp/temp/MyIDstoDelete.txt

(config) # apps sip-whitelist alias sip-scp2 fetch delete
scp://user:mypw@l1.1.1.1:/home/temp/C_ID_delfile.txt

Command Line Reference 108

apps



GigaVUE-OS CLI Reference Guide

How to Create a Forward List

To create a forward list, use the following CLI command sequence:

Task Command

Create the forward list. (config) # apps sip-whitelist alias sip-scp create

Associate the GigaSMART group to the | (config) # gsparams gsgroup gsgl sip-whitelist add sip-scp
forward list.

Configure the GigaSMART operation. (config) # gsop alias sip_wlI1 flow-ops sip-whitelist Ib app sip
metric hashing key caller-id port-list gsgl

Add single entries to the (config) # apps sip-whitelist alias sip-scp1 add callerid

whitelist.orFetch and download 302701237777777

forward list files. (config) # apps sip-whitelist alias sip-scp1 add callerid
302701237777778

(config) # apps sip-whitelist alias sip-scp1 fetch add
http://1.1.1.1/tftp/temp/whitelistl.txt

(config) # apps sip-whitelist alias sip-scp1 fetch add
http://1.1.1.1/tftp/temp/whitelist2.txt

Create a second level map, the (config) # map alias SIP-WL-S11
forward list map. When the map (config map alias SIP-WL-ST11) # type secondLevel
configuration is complete, the forward flowWhitelist-sip

list will take effect. (config map alias SIP-WL-S11) # from vpl

NoTe: The SIP forward list map does (config map alias SIP-WL-S11) # use gsop sip_wl1
not have any rules. (config map alias SIP-WL-S11) # to pg-wl-1
(config map alias SIP-WL-S11) # exit

(config) #

How to Destroy a Forward List

To destroy the entire forward list, use the following CLI command sequence:

Task Command

Delete a forward list map. (config) # no map alias SIP-WL-S11
Delete the GigaSMART operation. (config) # no gsop alias sip_wl1
Disassociate the GigaSMART group (config) # gsparams gsgroup gsgl sip-whitelist delete

from the forward list. (You do not need
to delete the gsgroup.)

Destroy () the entire forward list. (config) # apps sip-whitelist alias sip-scp1 destroy
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Related Commands

The following table summarizes other commands related to the apps sip-whitelist
command:

Task Command

Displays a particular caller ID associated with the # show gsgroup sip-whitelist alias gsg1 caller-id
GigaSMART group. 302701237777777

Displays the SIP forward list entry count. # show apps sip-whitelist alias sip-scp count

apps diameter-whitelist

Required Command-Line Mode = Configure
Use the apps diameter-whitelist command to configure diameter forward listing.

The apps diameter-whitelist commmand has the following syntax:

apps diameter-whitelist alias <diameter whitelist file alias>
add username <username>
create
delete <all | username <username>>
destroy
fetch <add | delete> <URL for a diameter whitelist file>

The following table describes the arguments for the apps diameter-whitelist command:

Argument Description

diameter-whitelist alias Specifies an alias of the forward list file.
<diameter whitelist file alias>

add username <username> Adds a user name entry to a forward list. You can specify up to 15
numeric digits.

For example:

(config) # apps diameter-whitelist alias dia-wl add
username 123456789123456

create Creates a new forward list.
For example:

(config) # apps diameter-whitelist alias dia-wl create
To create a forward list, refer to How to Create a Forward List.

delete username <username> Specifies actions for delete as follows:
e all—Deletes all forward list entries.

e username—Deletes a single username entry from a forward list.
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Argument Description

When using delete all to delete a forward list, unlike destroy, you do
not have to delete the forward list maps, the GigaSMART operation, or
disassociate the GigaSMART group from the forward list.

Examples:

(config) # apps diameter-whitelist alias dia-wl delete
username 123456789123456

(config) # apps diameter-whitelist alias dia-wl delete all

destroy Destroys a forward list.
For example:
(config) # apps diameter-whitelist alias dia-wl destroy

When using destroy to delete a forward list, unlike delete all, you
must first delete the forward list maps, the GigaSMART operation, and
disassociate the GigaSMART group from the forward list before
deleting the forward list. For the procedure to destroy the forward list,
refer to How to Delete a Forward List.

fetch <add | delete> <URL for a Specifies actions for fetch as follows:
diameter whitelist file> e add—Downloads a forward list file from a specified URL and path.

e delete—Deletes the user name entries, located in the forward list
file at the specified URL and path, from the forward list on the node.

To fetch a specified forward list file from a location, use one of the
following formats:

e http://IPaddress/path/filename.txt
e scp://username:password@l|Paddress;/path/filename.txt

For diameter forward listing in a cluster, only fetch the forward list to
the leader in the cluster. On member nodes, fetch is not available.
Examples:
(config) # apps diameter-whitelist alias dia-wl fetch add
http://1.1.1.1/tftp/temp/MyIDs1.txt
(config) # apps diameter-whitelist alias dia-wl2 fetch add
scp://userl:mypw@1.1.1.1:/home/temp/C_ID_filel.txt
(config) # apps diameter-whitelist alias dia-wl fetch
delete http://1.1.1.1/tftp/temp/MylIDstoDelete.txt

(config) # apps diameter-whitelist alias dia-wl fetch
delete scp://userl:mypw@1.1.1.1:/home/temp/C_ID_
delfile.txt

How to Create a Forward List

To create a forward list, use the following CLI command sequence:
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Task Command

Create the forward list.

(config) # apps diameter-whitelist alias dia-wl
create

Associate the GigaSMART group to the forward list.

(config) # gsparams gsgroup gsgl diameter-
whitelist add dia-wl

Configure the GigaSMART operation.

(config) # gsop alias dia_wl flow-ops diameter-
whitelist b app diameter metric hashing key
username port-list gsgl

Add single entries to the whitelist.orFetch and
download forward list files.

(config) # apps diameter-whitelist alias
diameter-scpl add username 123455546666

(config) # apps diameter-whitelist alias
diameter-scpl fetch add
http://1.1.1.1/tftp/temp/whitelistl.txt

(config) # apps diameter-whitelist alias

diameter-scpl fetch add
http://1.1.1.1/tftp/temp/whitelist2.txt

Create a second level map, the forward list map.
When the map configuration is complete, the
forward list will take effect.

NoTE: The diameter forward list map does not have
any rules.

(config) # map alias diameter-WL-S11

(config map alias diameter-WL-S11) # type
secondLevel flowWhitelist-diameter

(config map alias diameter-WL-S11) # from vpl

(config map alias diameter-WL-S11) # use
gsop diameter_wll

(config map alias diameter-WL-S11) # to pg-
wi-1

(config map alias diameter-WL-S11) # exit
(config) #

How to Delete a Forward List

To destroy the entire forward list, use the following CLI command sequence:

Task Command

Delete a forward list map.

(config) # no map alias diameter-WL-S11

Delete the GigaSMART operation.

(config) # no gsop alias diameter_wi1

Disassociate the GigaSMART group from
the forward list. (You do not need to delete
the gsgroup.)

(config) # gsparams gsgroup gsgl diameter-whitelist
delete

Destroy () the entire forward list.

(config) # apps diameter-whitelist alias sip-scpl

destroy
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Related Commands

The following table summarizes other commands related to the apps diameter-whitelist
command:

Task Command

Displays a particular user name associated with | # show gsgroup diameter-whitelist alias gsgl

the GigaSMART group. username 302701237777777

Displays the diameter forward list entry count. # show apps diameter-whitelist alias diameter-scp
count

apps split-dns

You can choose to configure separate DNS servers for internal and external networks to
ensure better security and privacy management. If you choose to add an internal DNS
server, you must create a split-DNS profile, add a collector DNS server for external networks,
and then add the required rules for the profile.

Use the apps split-dns command to configure split-DNS profile for each GigaSMART engine
port. You can configure up to a maximum of five split-DNS profiles for a device, however, you
can enable only one split-DNS profile for a GigaSMART engine port. You must configure only
one collector DNS server for a split-DNS profile. You can configure up to a maximum of 100
rules in a split-DNS profile. When you configure the rules, keep in mind the following:

« Duplicate rules are not allowed.
« Multicast or broadcast IP addresses are not allowed.
« The valid format for domain name is *. name.org, xxx.name.com, or name.com.

The apps split-dns commmand has the following syntax:

apps split-dns profile alias <alias>
collector add dns <ip-address>
rule add dns <ip-address> domain <domain-name>
collector edit dns <ip-address>
rule edit id <rule id> dns <ip-address>| domain <domain name>
rule delete id <rule id>]| all
exit
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The following table describes the arguments for the apps split-dns command:

Argument Description

apps split-dns profile alias <alias> Specifies an alias for the split-DNS profile.
Example:
(config) # apps split-dns profile alias splitdnsl

collector add dns <ip-address> Configures a collector DNS server for the split-DNS profile.
Example:
(config) # collector add dns 10.115.181.228

rule add dns <ip-address> domain Configures a rule with DNS server IP address and domain
<domain-name> name for the split-DNS profile.
Example:

(config) # rule add dns 11.22.33.44 domain
*.gigamon.com

collector edit dns <ip-address> Edits the IP address of the collector DNS server.
Example:
(config) # collector edit dns 10.115.181.229

rule edit id <rule id> dns <ip-address>| Edits the DNS server IP address or the domain name
domain <domain name> configured for the rule.

NoOTE: You cannot edit the rules that are not configured
for the specified split-DNS profile.

Examples:
(config) # rule edit id 2 dns 10.20.30.40
(config) # rule edit id 2 domain *.yahoo.com

rule delete id <rule id>]| all Deletes the specified rule ID or all the rules configured for
the split-DNS profile.

NOTE: You cannot delete the rules that are not configured
for the specified split-DNS profile.

Examples:
(config) # rule delete id 2
(config) # rule delete all

Related Commands

The following table summarizes other commands related to the apps split-dnscommand:
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Task Command

Displays details such as the collector DNS server and rules configured # show apps split-dns profile

for the specified split-DNS profile. alias <alias>

Displays the details of all the split-DNS profiles configured for the # show apps split-dns profile

device. all

Deletes the specified split-DNS profile. # no apps split-dns profile alias
<alias>

NoTE: Before deleting the split-DNS profile, ensure that you disable
the profile from the GigaSMART engine port. To disable the profile,
you must delete the GigaSMART engine port configurations. Refer to
gigasmart.

Deletes all the split-DNS profiles configured for the device. # no apps split-dns profile all

NoTE: Before deleting the split-DNS profiles, ensure that you disable
the profiles from the GigaSMART engine ports. To disable the profile,
you must delete the GigaSMART engine port configurations. Refer to
gigasmart.

apps ssl

Use the apps ssl command to configure Secure Sockets Layer (SSL) parameters for Passive
SSL decryption.

The apps ssl command has the following syntax:

apps ssl key alias <alias>
comment <comment>
download type
pkcsl2 <url <download URL>> [password <password>]
private-key <key-str <key string> | url <download URL>>
keychain password <password> <confirm password> | <password> | [reset] <password>
<confirm password>
service alias <alias>
default-service
server-ip <IP address> [server-port <port number> | any]

You must have an admin level role to execute these commands.

The following table describes the arguments for the apps ssl coommmand:

Argument Description
key alias <alias> Adds a comment to an existing SSL private key. Comments can be up to 128
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Argument Description

comment <comment> characters. Comments longer than one word must be enclosed in double
guotation marks. For example:

(config) # apps ssl key alias keyl comment “This is a comment”

key alias <alias> Downloads SSL key types as follows:
download type e pkcsl2—Specifies a PKCSI12 file containing the private key and the
pkesi2 <url certificate.

<download URL>>

[password <password>]
private-key <key-str The parameters are as follows:

e private-key—Specifies a private key.

<key string> | url e url—Specifies the download URL for either PKCSI2 or private key.

<download URL>> e password—Specifies an optional password for PKCS12. If a password is not
specified after the password keyword, you will be prompted for it.

e key-str—Specifies the SSL key PEM file by providing a key string for a
private key. Enclose the key string in double quotation marks.

Examples:
(config) # apps ssl key alias keyl download type private-key url
https://keyserver.domain.com/path/keyfile.pem
(config) # apps ssl key alias key2 download type pkcs12 url
sftp://test:mytest@10.10.10.10/home/test/ssldecrypt/keys/srvik.pfx

(config) # apps ssl key alias key3 download type private-key
key-str "----- BEGIN RSA PRIVATE KEY----- ceemmm== END RSA PRIVATE

The download URL specifies an SSL private key or PKCS12 container. The
supported formats for download are HTTP, HTTPS, FTP, TFTP, SCP, and SFTP.
Using a secure protocol, such as HTTPS is recommended.

The maximum number of keys is 4000 on GigaVUE-HC2. The maximums are
per chassis.

With PKCS12, the key will be converted to PEM format, the certificate will be
verified, then the key will be added to the keychain. Once the key is added in
PEM format to the keychain, no checks will be performed to verify if it has
expired.

For more information on keys, refer to the “GigaSMART SSL Decryption for
Out-of-Band Tools” section in the GigaVUE Fabric Management Guide.

keychain password Creates an SSL keychain password. Use this commmand when no keys have
<password> <confirm been installed on the node, for example:
password>

(config) # apps ssl keychain passwordCreating a new password for ssl
keychain:

Password: **¥¥¥kkkx
Confirm: 3% 3k ok 3k 3k ok ok %k Kk
The password is used to encrypt all private keys uploaded to the node.

Only strong passwords can be configured. A strong password has at least 10
characters and at least three of the following:

e uppercase letters
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Argument Description

e lowercase letters
e numbers
e special characters

NOTE: The password is not saved on the node. ’

keychain password Prompts for the SSL keychain password. When keys are installed on the node,
<password> you will be prompted to verify the password after any node reboot when you
enter configure terminal mode, for example:

(config)# configure terminal

(config) # apps ssl keychain password required
Please enter ssl keychain password:

Password; **x¥&kirx

keychain password Resets an SSL keychain password. When keys are installed on the node, a
[reset] <password> warning is displayed.
<confirm password>

NOTE: Resetting the password revokes all existing private keys.

For example:

(config) # apps ssl keychain password resetWARNING: Password
is already set. Reset password will revoke all existing private
keys.

Password: **x¥*xxkx
Co nfi rm: 3 3k 3k 3k ok 3k %k 3k ok

service alias Specifies a default SSL service. The default service matches any IP address
<alias> default-service mapped to a valid key.

NoTE: There can only be one default service defined.

For example:
(config) # apps ssl service servicel default-service
Refer to gsparams for information on mapping the default service to a private

key.
service alias Adds a server IP address to a specified service and optionally, adds a server
<alias> server-ip <IP port number.

address> [server-port
<port number> | any]

For example:

(config) # apps ssl service servicel server-ip 1.1.1.1 server-port
443

A server port number of any means any port. The key applies to the whole IP
address, not just to a specified port.

For example:

(config) # apps ssl service servicel server-ip 1.1.1.1 server-port
any

Command Line Reference .|.|,7
apps



GigaVUE-OS CLI Reference Guide

Related Commands

The following table summarizes other commands related to the apps ssl command:

Task Command

Displays a specified SSL private key.

# show apps ssl key alias keyl

Displays all SSL keys.

# show apps ssl key all

Displays a specified SSL service.

# show apps ssl service alias servicel

Displays all SSL services.

# show apps ssl service all

Displays SSL service statistics.

# show apps ssl service stats

Displays specified SSL service statistics.

# show apps ssl service stats alias servicel

Displays all SSL service statistics.

# show apps ssl service stats all

Displays statistics associated with the
passive SSL decryption GigaSMART group.
For descriptions of the session statistics,
refer to the "Flow Ops Report Statistics for
Passive SSL Decryption" topic in the
GigaVUE-FM User's Guide.

# show gsgroup flow-ops-report alias gsgl type ssli-
decryption any

Matches the specified hostname and
displays the corresponding session details.

# show gsgroup flow-ops-report alias gsgl type ssi-
decryption match hostname www.xxxxx.com

Uploads the flow ops report file to the
specified remote server. Specify the
remote server path and password to
access the server.

# show gsgroup flow-ops-report alias gsgl type ssli-
decryption any upload
scp://username@10.22.0.79:/path/foldername

Displays GSOP for Passive SSL decryption.

# show gsop by-application ssl-decrypt

Displays GSOP statistics for Passive SSL
decryption.

# show gsop stats by-application ssl-decrypt

Deletes a specified SSL private key.

(config) # no apps ssl key alias keyl

Deletes a comment associated with a
specified SSL private key.

(config) # no apps ssl key alias keyl comment

Deletes all SSL keys.

(config) # no apps ssl key all

Deletes a specified SSL service.

(config) # no apps ssl service alias servicel

Deletes all SSL services.

(config) # no apps ssl service all

banner

Required Command-Line Mode = Configure
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Use the banner command to add customizable text banners that appear when a user logs
into the GigaVUE-OS H Series node.

Enclose the banner string in double quotation marks, if the string is longer than one word.

The banner command has the following syntax:

banner

login <string> | default>
login-local <string>
login-remote <string>
motd <string> | default>

The following table describes the arguments for the banner command:

Argument Description

login <string>
| default>

Configures the login banner. This banner is displayed at the login prompt before you log in
to the GigaVUE-OS H Series node. Depending on the banner, it can provide information
about the node you are logging in to. For example:

(config) # banner login "Pacific Call Center"
To reset the login banner to the default:
(config) # banner login default

login-local
<string>

Configures the local login banner. This banner is displayed at the login prompt before you
log in locally to the node, such as from the console.

For example:
(config) # banner login-local Welcome

login-remote

Configures the remote login banner. This banner is displayed at the login prompt before

<string> you log in remotely to the node, such as through SSH.
For example:
(config) # banner login-remote “Welcome users”
motd Configures a message of the day banner. This banner is displayed after you have logged in
<string> | to the node.
default>

For example:
(config) # banner motd “April 14 Welcome”
To reset the message of the day banner to the default:
(config) # banner motd default

Related Commands

The following table summarizes other commands related to the banner command:
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Task Command

Displays the currently configured banners. # show banner
Clears the login banner. (config) # no banner login
Clears the message of the day banner. (config) # no banner motd

battery

Use the battery command to execute battery test .The battery command has following
syntax:

battery
battery test [ execute | cancel ] [ID]

The following table describes the arguments for the battery commmand

Descrption

batte | Startsthe battery test for the specified battery ID. For example:

ry # battery test execute abcdel234567890

‘:(setc[ You cannot simultaneously start another BET process by giving another battery ID. For example:
ute][ # battery test execute pgrstl234567890Battery Exercise Test is

ID ] already in-progress for ID abcdel234567890...

batte | Cancelsthe battery test for the specified battery ID.

ry # battery test cancel abcdel234567890

test Battery Exercise Test cancelled for abcdel234567890
[canc

el]]

ID ]

Related Commands

The following table summarizes other commands related to the battery commmand:

Command

Displays the battery status # show battery status
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battery optimization

Use the battery optimization command to optimize battery drain for G-TAP A-SF21 when the
power supply is down . Battery optimization can be done in two methods such as:

«  Switch-Off Unused Ports

«  Switch -Off Monitor Port.

The battery optimization command has following syntax:

battery optimization

<policy> <port-group-id | port-group-list > <level>

Argument Description

<policy>

Defines the policy to be used for optimizing battery which can be:
1. unused-port --> Help string for this policy is "disable unused port"
2. monitor-port --> --> Help string for this policy is "disable monitor port"

<port-group-id | port-
group-list | global>

The system level configuration to optimize the battery by :

e Port group -ID- which is X1,X2,X3,X4.

e Port-group-list — a series of port groups can also be defined for battery
optimization.

<level>

Defines the battery level at which battery optimization must be started. The
battery level values are as follows:

e NORMAL

e WARNING

o ALARM.

The default value will be ALARM when you first configure the port groups.

Related Commands

The following table summarizes other commands related to the battery

optimization command:

Task Command

Displays the battery optimization

# show battery optimization [ port-group-id | port-group-list ]

Clears the battery optimization

#no battery optimization

battery optimization global

Use the battery optimization global command to initiate cpu hibernation for G-TAP A Series 2
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The battery optimization global command has following syntax:

#battery optimization global
cpu-hibernate <value> sleep-time <value>

Argument Description

global Refers to the system-level configuration

cpu- Refers to the battery level after which device goes to hibernation state.The value specifies
hibernate the battery level percentage which ranges from between 85 to 25. When this value is hit, the
<value> device will go into hibernation state.

sleep-time
<value>

This indicates the periodic CPU Hibernation sleep duration.The value specifies the sleep time

in minutes which ranges from 6 to 30.

Related Commands
The following table summarizes other commands related to the battery

optimization global command:

Task Command

Displays the current CPU hibernation configuration setting. # show

battery
optimization
global

Disables cpu hibernation #no battery

optimization
global cpu-
hibernate

bond

Required User Level = Admin

Use the bond command to configure bonding interfaces and modes. Bonding is a Linux
networking feature. Only basic functions are available in the CLI, such as defining a bonding
interface and adding a peer interface to a bonding interface. These functions are useful for

cluster management, to provide redundant cluster control links.

The bond command has the following syntax:

bond <bonding interface>
down-delay-time <milliseconds>
link-mon-time <milliseconds>
mode <balance-rr | backup | balance-xor | balance-xor-layer3+4 | broadcast | link-agg |
link-agg-layer3+4 | balance-tlb | balance-alb>
up-delay-time <milliseconds>
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The following table describes the arguments for the bond command:

Argument Description

bond <bonding Creates a bonding interface.

interface> For example:

(config) # bond bondO

down-delay-time Configures a down delay time for the bonding interface, in milliseconds. This is the

<milliseconds> amount of time to wait before disabling a peer interface after a link failure has been
detected.

link-mon-time Configures a link monitoring frequency for the bonding interface, in milliseconds.

<milliseconds>

mode <balance-rr | Specifies the type of mode of the bonding interface. The modes are as follows:
backup | e balance-rr—round robin load balancing
balance-xor | e backup—backup fault tolerant mode
balance-xor- ]
layer3+4 | e balance-xor—XOR load balancing
broadcast | link-agg | ® balance-xor-layer3+4—XOR load balancing Layer 3 + 4 mode
| e broadcast—broadcast fbondault tolerant mode
link-agg-layer3+4 | |4 link-agg—link aggregation mode (IEEE 802.3ad)
balance-tlb | e link-agg-layer3+4—Ilink aggregation Layer 3 + 4 mode
balance-alb> e balance-tlb—adaptive transmit load balancing
e balance-alb—adaptive load balancing
up-delay-time Configures an up delay time for the bonding interface, in milliseconds. This is the
<milliseconds> amount of time to wait before enabling a peer interface after a link recovery has

been detected.

Related Commands

The following table summarizes other commands related to the bond command:

Task Command

Creates a bonding interface. (config) # bond bondO
Adds a peer interface to a specified bonding interface. (config) # interface ethO bond bond0O
Deletes an interface from a specified bonding interface. (config) # no interface ethO bond
bondO
Displays configuration information about all bonding # show bonds
interfaces.
Displays configuration information for a specified bonding # show bonds bondO
interface.
Deletes a specified bonding interface. (config) # no bond bondO
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boot

Required Command-Line Mode = Enable
Required User Level = Admin

The GigaVUE-OS H Series node has two partitions, each with a separate image installed. Use
the boot command to select which of the system’s two images to use at the next boot, what
to do if the selected image does not boot correctly, and so on. This improves system stability
when installing new software—you can preserve the existing software on one partition and
fall back to it if necessary.

The boot command has the following syntax:

(missing or bad snippet)

The following table describes the arguments for the boot command:

Argument Description

bootmgr Specifies a password for access to the boot manager. The boot manager is available during
password system startup when connected over the console port. If you enter the boot manager, you
<password> can override the default image selected using boot system.

next fallback- | Enables fallback reboot if the selected image does not load correctly. When this option is
reboot enable | enabled, the GigaVUE-OS H Series node will fall back and boot the other image if the
selected image does not load correctly.

This setting is enabled by default.

system Specifies the image to load the next time the system is booted. You can specify either one
location <1 of the two available partitions by number or use the next argument to select the next
| 2> image available after the previously booted one. Use show system to see the available
next images and their corresponding partitions.
For example, the following command selects the image stored in Partition 1 for the next
boot:

(config) # boot system location 1

NoOTE: The boot system commmand is the same as the image boot command.

Related Commands

The following table summarizes other commands related to the boot command:

Displays system information, including boot settings. # show system
Displays information on system images, including the last boot partition, # show images
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Task Command

next boot partition, and currently installed system images.

Disables fallback reboot if the configuration file cannot be applied after an (config) # no boot next

upgrade attempt. fallback-reboot enable

Resets the next boot location to the currently active one. (config) # no boot system
next

card (GigaVUE-OS H Series)

Required Command-Line Mode = Configure
Required User Level = Admin

Use the card command to manage GigaVUE-OS H Series line cards. You can configure a
card, causing the system to recognize a newly installed card and make it available for use,
shut down cards in preparation for removal, and show card status.

NOTE: You must run the card command to configure all cards as part of the
installation of a new system. You must also use the card command to configure a
newly installed card. Refer to the Hardware Installation Guide for a description of
the initial configuration procedure.

The card commmand has the following syntax:

card <all [box ID] | slot <slot ID>>
alarm buffer-threshold <0-100>
down
fabric-hash advanced
filter-template <<filter template alias> | defaults>
mode <32x | 2>
product-code <card product code>
set buffer alpha <alpha value>

NOTE: In a cluster environment, you must enter the <slot id> in the <box ID>/<slot
ID> format. For example, card 13/8 configures the card in slot 8 on box ID 13.

The following table describes the arguments for the card command:

Argument Description

<all [box ID] | | Configures the card(s) at the specified slot(s) or on the specified node, preparing them for
slot <slot use. When you issue this command, the system reads the card type and hardware
ID>> information, allowing the card(s) to be recognized by the system. This command is often

used during the initial configuration of a system.

For example:
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Argument Description

(config) # card all

alarm buffer- | Setsthe alarm buffer threshold for a slot, as a percentage from 1to 100. The default is O,
threshold <0- | which disables the threshold.
100> Buffer usage increases when there is congestion in the chassis. This argument configures

the threshold at which an SNMP trap is sent. For example:
(config) # card slot 4/1 alarm buffer-threshold 75

When the threshold reaches 75%, a trap notifies you that the buffer usage has crossed the
configured threshold.

NoTE: On the GigaVUE-HC2 and GigaVUE-HC3, this command configures the same alarm
buffer threshold on all the slots in the chassis.

slot <slot ID> Shuts down the specified line card and prepares it for removal. Refer to the line card
down removal procedure in the Hardware Installation Guide for instructions.

slot <slot ID> Enables advanced fabric hashing on the specified card and slot.

fabric-hash For deployment, contact Technical Support. Refer to Contacting Technical Support on
advanced page 733.

For example:
(config) # card slot 3/5 fabric-hash advanced

slot <slot ID> | Applies a filter template to a specified line card or module. The filter template must have

filter- already been created. To create a filter template, refer to filter-template.
template For example:

<<filter . . .

template (config) # card slot 1/3 filter-template ipv6+mac

alias> | The defaults keyword is a special alias which switches back to the predefined filter
defaults> templates.

For example:
(config) # card slot 1/3 filter-template defaults

Switching from a user-defined filter template to the predefined filter templates has the
following restrictions:

e the number of existing rules cannot exceed the rules limitation of the predefined filter
templates

e the existing rules must match any of the predefined filter template qualifiers

slot <slot ID> | Sets the operating mode for a PRT-HO0-Q02X32 line card. You can only change the mode

mode <32x | for the line card if it has been unconfigured using no card <slot id>. The available operating
29> modes are as follows:
2q Mode:

e Two 40Gb (QSFP+) ports (g1..92)

e Twenty-four 10Gb/1Gb (SFP+/SFP) ports (x5.x28)
32x Mode:

e Thirty-two 10Gb/1Gb (SFP+/SFP) ports (x1..x32)
For example:
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Argument Description

(config) # card slot 11/3 mode 32x

Refer to the Hardware Installation Guide for details and examples on changing the mode
of the PRT-HO0-Q02X32 line card.

For card modes on GigaVUE-OS TA Series nodes, refer to card (GigaVUE-OS TA Series).

slot <slot ID> | Configures the card with a product code (for offline provisioning).
product-code | o cxample:

<card
product
code>

(config) # card slot 3/5 product-code 132-00DW

slot <slot ID> For GigaVUE-OS-TA1 and GigaVUE-OS-TAIOQ, allows ports to consume a greater percentage

set buffer of the common shared buffer pool. For deployment, contact Technical Support. Refer to
alpha <alpha Contacting Technical Support on page 733.
value>

NoOTE: This command is not supported in a cluster environment.

Related Commands

The following table summarizes other commands related to the card command:

Task Command

Displays the configuration and status of all cards on the local node. # show cards

Displays the card details on a specified box. # show cards box-id 1
Displays the card details on a specified slot. # show cards slot 2/1
Unconfigures all cards in the chassis. (config) # no card all
Unconfigures all cards on a specified box ID. (config) # no card all box-id 1

Unconfigures a specified card at a slot so that it is no longer recognized | (config) # no card slot 2
by the system. You can reenable the card with the card command. This
is handy when changing the type of card installed in a slot,
permanently removing a card, or changing a system’s box ID.

Unconfigures the card alarm buffer threshold. (config) # no card slot 2 alarm
buffer-threshold

Reactivates the card. (config) # no card slot 2 down

Disables advanced fabric hashing on the specified card and slot. (config) # no card slot 3/5
fabric-hash advanced

Displays buffer profile current information. # show profile current buffer
all
Displays a minute of buffer profile history information. # show profile history buffer
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Task Command

2/1/x1 min
Displays buffer usage by box ID. # show buffer box-id 2
Displays buffer usage by port ID. # show buffer port 2/1/x1
Displays buffer usage by port ID and direction. # show buffer port 2/1/x1 rx
Displays buffer usage by slot. # show buffer slot 2/1

E NoTE: Card mismatch occurs when:
» acardthat has a particular mode is replaced with another card with a different
mode or with a card that does not support a mode

« aconfigured card is replaced with another card without unconfiguring the initial
card. Refer to the Hardware Installation Guides for card replacement
procedures.

card (GigaVUE-OS TA Series)

Required Command-Line Mode = Configure
Required User Level = Admin

Use the card command to specify how the GigaVUE-OS TA Series node uses its physical
40Gb ports. This command also applies to white box nodes with GigaVUE-OS.

The card command has the following syntax for GigaVUE-OS-TA1, GigaVUE-OS-TAI0, and
white box:
card slot <slot ID> mode <48x | 56x | 64x>

GigaVUE-OS TA Series nodes only have a single card, so the slot value is always set to 1.

The following table summarizes the available options:

GigaVUE-OS on a white box

ql q2
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48X 40Gb (g1) 40Gb (g2) 40Gb (g3) 40Gb (g4)

(default)

56x 10Gb (x49.x52 on 10Gb (x53.x56 on 40Gb (g3) 40Gb (g4)
breakout panel) breakout panel)

64x 10Gb (x49..x52)(x49..x52 10Gb (x53..x56)(x53..x56 10Gb (x57.x60 on 10Gb (x61.x64 on
on breakout panel) on breakout panel) breakout panel) breakout panel)

Use break-out cables or breakout panels (PNL-M341 or PNL-M343). For breakout panel
information, refer to the GigaVUE TA Series Hardware Installation Guide.

chassis

Required Command-Line Mode = Configure
Required User Level = Admin

Use the chassis command to assign the chassis a box ID or other parameters, or migrate an
existing configuration to the chassis.

The chassis coommand has the following syntax:

chassis

buffer
box-id <box ID>
gdp <enable | disable>
mgmt-intf discovery <cdp | lldp | all>
mgmt-intf garp
mode <normal | 100G [left | right]>
serial-num <serial number> [gdp <enable | disable> | type <hcl1| hc2 | hc2-v2 | hc3 | hc3-v2
| ly2r | tal0 | tal0a | ta40 | itac | tacx | ta200|ta25|ta25a>]
mgmt-intf garp
migrate box-id <box ID> [serial-num <serial number>]

The following table describes the arguments for the chassis command:

Argument Description

buffer Configures the buffer for the chassis.

box-id <box ID> Configures the box ID for the chassis. The box ID identifies the node in the system.
The allowable range of box-id is from 1to 64.

NoTE: The box ID must be configured before line cards can be configured and
ports enabled.

Unique box IDs are required for each node in a cluster.
For example:
(config) # chassis box-id 2
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Argument Description

gdp <enable | disable>

Enables or disables Gigamon discovery on the chassis.

e enable—Enables Gigamon discovery (GDP) on the chassis.
e disable—Disables Gigamon discovery (GCDP) on the chassis.
The default is disable for chassis.

mgmt-intf discovery
<cdp | lidp | all>

Enables discovery protocols on the management interface of a device, as follows:
e cpd—Enables CDP on the management interface.
e lldp—Enables LLDP on the management interface.
e all—Enables both CDP and LLDP on the management interface.
For example:
(config) # chassis box-id 1 mgmt-intf discovery cdp
Port discovery is disabled by default.

For more information about the discovery protocols, refer to the “Enable Discovery
Protocols” section in the GigaVUE Fabric Management Guide.

mgmt-intf garp

Enables Gratuitous ARP on the management interface of the specified box ID in a
cluster.

Gratuitous ARP is disabled by default.
Examples:
(config) # chassis box-id 2 mgmt-intf garp

For more information about Gratuitous ARP, refer to the “Enable Gratuitous ARP on
Management Interface” section in the GigaVUE Fabric Management Guide.

mode <normal |
100G [left | right]>

The mode of the chassis as follows:

e normal—Specifies the normal mode. This mode is for all platforms, except
GigaVUE-HC2 nodes equipped with Control Card version 2 (HC2 CCv2) AND
100Gb modules, PRT-HCO-CO2.

e 100G—Specifies the 100G mode on both the left and the right columns of the
node. This mode is only for GigaVUE-HC2 nodes equipped with Control Card
version 2 (HC2 CCv2) AND 100Cb modules, PRT-HCO-CO2. Optionally, you can
configure the following:

o left—Specifies the 100G mode on the left column only
o right—Specifies the 100G mode on the right column only
The default is normal.

To change the mode, first remove the existing configuration from the chassis, then
configure the mode, as follows:

(config) # no chassis box-id 1

(config) # chassis box-id 1 mode 100G

or

(config) # no chassis box-id 2

(config) # chassis box-id 2 serial-num COD55 type hc2-v2 mode 100G

When the GigaVUE-HC2 has a PRT-HCO-CO2 module installed, an error message is
displayed if you try to bring the module up in normal mode.
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Argument Description

When the GigaVUE-HC2 has a PRT-HCO-CO2 module installed and the mode is
configured to 100G, the port count is limited to 42 ports on the columns of the
node. Modules in bays 1and 2 are the left column, and modules in bays 3 and 4 are
the right column. For details, refer to the GigaVUE-HC2 Hardware Installation
Guide.

In normal mode, the maximum number of ports on each column is 48.

serial-num <serial Configures the serial number of the node and the type of node. Enables Gigamon
number> [gdp discovery on the chassis.
<enable | disable>| | The gdp configuration is as follows:

type <hcl | hc2 |

hc2-v2 | he3 | he3- e enable—Enables Gigamon discovery (GDP) on the chassis.

v2|ly2r| talo| e disable—Disables Gigamon discovery (CDP) on the chassis.
talOa | ta40 | hcl | The default is disable for chassis.
itac | tacx | The node types are as follows:

ta200|ta25|ta25a>] e hcl—GigaVUE-HCI

e hc2—GigaVUE-HC2

hc2-v2—GigaVUE-HC2 with Control Card version 2 (HC2 CCv2)
hc3—GigaVUE-HC3

hc3-v2—CigaVUE-HC3 with Control Card version 2 (HC3 CCv2)
ly2r—Certified Traffic Aggregation White Box
tal0—GigaVUE-TAI10

tal0a—GigaVUE-TAT0A

ta40—GCigaVUE-TA40

itac—GigaVUE-TA100

tacx—GigaVUE-TATO0-CXP

ta200—CigaVUE-TA200

ta25- GigaVUE-TA25

ta25a-GigaVUE-TA25A

The serial numbers of the node are displaying in the show chassis command.

Examples:
(config) # chassis box-id 2 serial-num 1C80-1000
(config) # chassis box-id 2 serial-num 1C80-1000 type hc2

migrate box-id <box | Moves the configuration in one chassis to a new chassis. Running the chassis

ID> [serial-num migrate box-id <box ID> command copies the packet distribution settings. Make
<serial number>] sure you save the newly migrated configuration with write memory when finished
and then use reload to reboot the system.

The migrate argument copies over all settings that use the box ID. This includes,
card, chassis, port, map, map rule, port-pair, map-passall, tool-mirror, and
GigaStream settings—anything that uses a box ID as part of its setting. Settings that
do not use the box ID are also stored on the CC1 and come over automatically. This
includes IP settings for the Mgmt port, AAA servers, SNMP configuration, and
logging settings.
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Argument Description

Include the serial-num argument to specify the serial number of the node.
Examples:

(config) # chassis migrate box-id 2

(config) # chassis migrate box-id 2 serial-num 80386

Related Commands

The following table summarizes other commmands related to the chassis command:

Task Command

Displays configuration and operational status for the chassis.

# show chassis

Displays configuration for all line cards or modules on this box.

# show chassis box-id 1

Displays faceplate numbering on a Certified Traffic Aggregation
White Box. This commmand only applies on a white box.

# show chassis box-id 1
faceplate-numbering

Displays port discovery information on the management interface for

the specified box ID.

# show chassis box-id 1 mgmt-
intf discovery # show chassis
box-id 1 mgmt-intf discovery
brief

Displays the Gratuitous ARP configuration information on the
management interface of the specified box ID.

# show chassis box-id 1 mgmt-
intf garp

Displays Gigamon discovery information for all card.

# show gdp all

Displays Gigamon discovery information for all cards in a specified
box.

# show gdp box-id 1

Displays Gigamon discovery information in table format.

# show gdp brief

Displays Gigamon discovery neighbors.

# show gdp neighbor

Displays Gigamon discovery information for a list of ports.

# show gdp port-list 1/1/x1

Displays Gigamon discovery information for a list of ports in table
format.

# show gdp port-list 1/1/x1 brief

Displays Gigamon discovery for a card at a specified slot.

# show gdp slot 2

Displays Gigamon discovery for a card at a specified slot in table
format.

# show gdp slot 2 brief

Deletes the active configuration on the chassis.

You can also use the no chassis box-id command to remove the

chassis configuration. This is useful when moving a control card from

one chassis to another—after installing the card in the new chassis,
use no chassis box-id to remove the stored configuration. Refer to
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Task Command

the Hardware Installation Guide for the detailed procedure.

Deletes the chassis configuration for the specified box ID. Use this (config) # no chassis box-id 1
command before changing the chassis mode.

Disables the port discovery on the management interface of the (config) # no chassis box-id 1

specified box ID. mgmt-intf discovery

Disables the Gratuitous ARP on the management interface of the (config) # no chassis box-id

specified box ID in a cluster. <boxid> mgmt-intf garp
clear

Required Command-Line Mode = Configure
Use the clear command to clear statistics, caches, counters, or to reset information.

The clear command has the following syntax:

clear
aaa authentication attempts <all | user <username>> [no-clear-history | no-unlock]
apps
asf stats <alias <alias> | all>
inline-ssl

caching <cert-validation | url>
monitor stats
session debug vport <vport alias>
session summary
netflow
exporter stats [alias <alias> | all]
monitor
cache [alias <alias> | all]
stats [alias <alias> | all]
ssl service stats [alias <alias> | all]
arp
gsgroup
flow-ops
flow-sampling <alias <alias> | all>
flow-filtering <alias <alias> | all>
flow-sip <alias <alias> | all>
ssl-decryption <alias <alias> | all>
stats [alias <alias> | all]
gsop stats
alias <alias>
all
by-application <add-header | dedup | apf | asf | flow-sampling | flow-filtering | Ib | masking

slicing | strip-header | trailer | tunnel-decap | ssl-decrypt>
by-gsgroup <GS group alias>
hb-counters <alias <alias> | all>
ipv6 neighbors
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ip destination stats all

load-balance port-group stats <alias <alias> | all>

map stats <alias <alias> | all>

nhb-counters <alias <alias> | all>

pcap all port

phy port-list <port-list>

quadphy <port ID>

stats <all | box-id <box ID> | port-list <port list> | slot <slot ID>>
tunnel <l2gre | vxlan>
tunnel-endpoint stats port-list <GigaSMART group alias>
vport stats [alias <alias> | all]

The following table describes the arguments for the clear command:

Argument Description

aaa authentication
attempts

<all | user
<username>>
[no-clear-history |
no-unlock]

Clears authentication attempts.

apps asf stats <alias
<alias> | all>

Resets ASF statistics.

apps inline-ssl
caching <cert-
validation | url>

Clears inline SSL persisted records and files. Also clears the GigaSMART shared
memory caches.

apps inline-ssl
monitor stats

Clears inline SSL monitor mode statistics.

apps inline-ssl
session debug vport
<vport alias>

Reserved for internal use.

apps inline-ssl
session summary

Clears inline SSL session summary statistics.

apps
netflow exporter
stats [alias <alias> |
all] monitor

cache [alias
<alias> | all]

stats [alias
<alias> | all]

Resets NetFlow exporter or monitor.

apps ssl service
stats [alias <alias> |
all]

Resets Passive SSL decryption information.

arp

Clears all dynamic ARP entries in the IPv4 cache.
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Argument Description

gsgroup Resets gsgroup information.
flow-ops
flow-sampling

. . Resets gsgroup flow sampling.
<alias <alias> | all> gs9 P pling

flow-filtering Resets gsgroup flow filtering.
<alias <alias> | all> Resets gsgroup SIP session report statistics.
flow-sip <alias Resets gsgroup SSL decryption.

<alias> | all>
ssl-decryption
<alias <alias> | all>
stats [alias <alias>
| all]

Resets gsgroup statistics.

gsop Resets gsop information.
alias <alias>
all by-application
[add-header |
dedup | apf | asf

flow-sampling |
flow-filtering |
Ib | masking |
slicing | strip-
header |
trailer | tunnel-
decap |
ssl-
decrypt] by-
gsgroup
<GS group alias>

hb-counters <alias Clears heartbeat counters on inline tools.
<inline tool alias> |
all>

ipv6 neighbors Clears all dynamic entries in the IPv6 neighbors cache.

load-balance port- Clears load balancing port group statistics.
group stats <alias
<port-group
name> | all>

map stats <alias Clears map counters.
<alias> [rule <rule
ID>] | all>

nhb-counters <alias Clears negative heartbeat counters on inline tools.
<alias> | all>

pcap all Clears all hardware and software entries for packet capture, such as control and
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Argument Description

data plane entries.

port
phy port-list
<port-list>
quadphy <port ID>
stats [all | box-id
<box ID> |
port-list <port list> |
slot <slot ID>]

Resets or clears ports as follows:

e phy—Resets the specified ports in the <port-list> on the PRT-HO0-Q02X32 line
card on GigaVUE-OS HD Series nodes. This commmand resets ports without
having to reload the entire line card.

e quadphy—Resets all ports in the group of four sequential ports (quad)
containing the specified port on the PRT-HO0-Q02X32 line card on GigaVUE-OS
HD Series nodes. The line card has eight quads of four ports each starting with
X1..x4, x5..x8, to x29..x32.

NoTE: Because the clear port quadphy commmand interrupts traffic on all four

ports in the quad, use it only after trying to reset a port using the clear port phy
command.

e stats—Clears port statistics reported in the show port-stats coommand for the
specified ports. You can specify all ports, a <port-list>, or all ports in a specified
slot. For example, the following command clears the port stats for all ports in slot
3
(config) # clear port stats slot 3

You can define the <port-list> using any combination of the following standard

conventions (refer to Port Lists Definition in the GigaVUE-OS for more information):

e port-id—<bid/sid/pid>

e port-alias—<port-alias>

e port-list—<bid/sid/pid_x..pid_y> (range) | <bid/sid/pid_x,bid/sid/pid_y,bid/sid/pid_
z> (list)

tunnel <l2gre |
vxlan>

Reserved for future use.

tunnel-endpoint
stats port-list <GS
group alias>

Resets tunnel endpoint statistics information.

ip destination stats
all

Resets |IP destination statistics.

vport stats [alias
<alias> | all]

Resets vport stats information.

cli

Use the cli command to configure the behavior of the command-line interface, including
how long a session can be inactive before the system logs it out automatically, paging
settings, terminal size and so on.

Most of the cli commmands can be set for either the current session or as the new default for
all sessions. The command-line mode required for each is different as follows:
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e Changing a cli session setting requires only Standard command-line mode.
e Changing a cli default setting requires Configure commmand-line mode.

The cli coommand has the following syntax:
cli
clear-history
default
auto-logout <number of minutes>
init-resize
paging enable
progress enable
prompt <confirm-reload | confirm-reset | confirm-unsaved | empty-password> session
auto-logout <number of minutes>
paging enable
progress enable
terminal
length <number of lines>
resize
type <ansi | console | dumb | linux | screen | vt52 | vt100 | vt102 | vt220 | xterm>
width <number of characters>

The following table describes the arguments for the cli command:

Command Description

clear-history Clears the commmand history for the current user.

default auto-logout Specifies how long a CLI session can remain inactive before it is automatically

<number of logged out by the system. Use the corresponding command to configure this either
minutes>session for the current session or as the new CLI default. For example:
auto-logout (config) # cli session auto-logout 180
<number of . . .

. Use a value of O to specify that sessions never log out automatically due to
minutes>

inactivity. For example, to specify that the current CLI session never expires due to
inactivity, use the following command:

(config) # cli session auto-logout O

NoTE: Commands that produce a lot of output such as show log continuous
might timeout depending on the auto-logout configuration.

default init-resize Directly reads terminal dimensions from the device on CLI startup.

default paging Specifies whether paging is enabled for screen output that exceeds the current
enable window size. When paging is enabled (the default), you can page through output
session paging using the same features as the Linux programs less and more. Press the h key to
enable see paging options. Figure 2Viewing Paging Options provides an example.

Use the corresponding command to configure this either for the current session or
as the new CLI default.

default progress Specifies whether the CLI should provide progress updates for operations that take
enable a long time to complete. Use the corresponding command to configure this either
Command Line Reference 137

cli



GigaVUE-OS CLI Reference Guide

Command Description

session progress for the current session or as the new CLI default.

enable

prompt <confirm- Configures when the CLI should prompt you for input, as follows:
reload | e confirm-reload—Prompts for confirmation before rebooting.

confirm-reset |
confirm-unsaved |
empty-password>

e confirm-reset—Prompts for confirmation before resetting to factory state.

e confirm-unsaved—Confirms whether to save unsaved changes before
rebooting.

e empty-password—Prompts for a password if none is specified.

session terminal Configures the terminal output to specified dimensions, as follows:
length <number of e length—Overrides the autodetected length of the terminal. Specify the length in lines.
lines>

e resize—Resets the terminal dimensions to the current window.
session terminal

N e type—Sets the terminal dimensions to a specified terminal type.
resize

. . e width—Overrides the autodetected width of the terminal. Specify the width in characters.
session terminal

type

<ansi | console |
dumb | linux |
screen | vt52 | vt100
| vt102 | vt220 |
xterm>

Refer also to terminal.

session terminal
width <number of
characters>

Related Commands

The following table summarizes other commands related to the cli command:

Task Command

Displays CLI options. # show cli

Displays CLI cormmand history. # show cli history

Displays CLI commmand history for a specified number of # show cli history 10

lines.

Does not automatically log users out due to keyboard (config) # no cli default auto-logout

inactivity.

Does not read terminal dimensions from the device on CLI (config) # no cli default init-resize

startup.

Disables paging. (config) # no cli default paging enable
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Task Command

Disables progress updates. (config) # no cli default progress enable

Does not prompt for confirmation before rebooting. (config) # no cli default prompt
confirm-reload

Does not prompt for confirmation before resetting to factory | (config) # no cli default prompt
state. confirm-reset

Does not save unsaved changes before rebooting. (config) # no cli default prompt
confirm-unsaved

Assumes there is no password if none is specified in a (config) # no cli default prompt empty-

pseudo-URL for SCP. password

Does not automatically log users out due to keyboard (config) # no cli session auto-logout

inactivity.

Disables paging. (config) # no cli session paging enable

Disables progress updates. (config) # no cli session progress
enable

Clears the terminal type. (config) # no cli session terminal type

clock

Required Command-Line Mode = Configure
Use the clock command to set the system’s local time, date, and time zone.

The clock command has the following syntax:

clock
set <hh:mm:ss> [<yyyy/mm/dd>]
timezone <zone> [<zone word> [<zone word> [<zone word>] [<zone word>]]clock]

The following table describes the arguments for the clock command:

Command Description

set <hhimm:ss> Sets the time and date for the system clock. The time must be specified but the date is
[<yyyy/mm/dd> optional. If you do not supply a date, it remains as currently set.

timezone <zone> | Specifies the timezone for the local system clock. You can define the timezone as
[<zone word> follows:

[<zone word> e UTC—Enables the use of UTC, for example:

[<zone word>]

config) # clock timezone UTC
[<zone word>]]] ° | 9)

o UTC-offset—Defines the timezone as an offset from UTC with the UTC-offset
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Command Description

argument. For example, the following command sets the timezone as eight hours
earlier than UTC:

e (config) # clock UTC-offset UTC-8

e Location—Specifies a particular location’s timezone to use. The easiest way to do this
is to build the available list of cities by adding a space and a question mark after each
subsequent zone word. For example, enter (config) # clock timezone ? to see the
list of available locations. Select a location and use the same question mark
technique to see the next available zone words. This way, you can build out to the
exact location you need. For example:

(config) # clock timezone America North United_States Pacific

(config) # clock timezone Asia Eastern Hong_Kong

Related Commands

The following table summarizes other commands related to the

Task Command

Displays clock settings. # show clock
Resets the timezone to the default (GMT). (config) # no clock timezone
cluster

Required Command-Line Mode = Enable or Configure

Use the cluster coommand to create and manage clusters. A cluster is a group of
GigaVUE-OS H Series nodes operating as a unified fabric with packets entering a port on
one node capable of being sent to any destination port on another node.

Refer to the “Creating and Managing Clusters” section in the GigaVVUE Fabric Management
Guide for details on setting up all aspects of a cluster.

NoOTE: If you rename a cluster using the GigaVUE-OS CLI, the rename does not reflect in the
GigaVUE-FM. It is recommended that you use GigaVUE-FM to rename or delete clusters.

The easiest way to configure a cluster is with the config jump-start script described in the
Hardware Installation Guide. This script walks you through the configuration of the
essential coommands required to create a cluster, such as the Cluster ID, Cluster Name, and
Cluster Management IP Address (a virtual IP address used to access the leader, no matter
which physical node is performing that role at the current time).

The cluster command has the following syntax:
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cluster
enable
id <cluster ID>
interface <interface>
leader
address
primary ip <cluster leader IP> [port <leader port number>]
secondary ip <cluster leader IP> [port <leader port number>]
vip <cluster leader vip> <netmask | mask length>
auto-discovery
connect timeout <seconds>
interface <interface>
preference <1-100>
yield
name <cluster name>
port <cluster port number>
reload [box-id <box ID>] | [force] | [node-id <node ID>]
reload sequential
remove <node ID>
shared-secret <shared secret>
shutdown
startup-time <cluster startup time (secs)>

The following table describes the arguments for the cluster command:

Argument Description

enable Enables cluster support for the node as follows:

e Ifthe currently specified cluster ID does not match an existing cluster, creates a new
cluster with this node becoming the leader.

e If the currently specified cluster ID matches an existing cluster, the node joins the
existing cluster.

For example:
(config) # cluster enable

To disable cluster support for the node, meaning that the node will leave the cluster, use
the following:

(config) # no cluster enable

id <cluster ID> Specifies the cluster ID for the node. When joining an existing cluster, configure the
cluster ID for the node to match the existing cluster's ID.

The cluster ID can contain up to 32 alphanumeric characters and can include the hyphen
(-) special character.

For example:
(config) # cluster id 100

interface Specifies the interface for the cluster. The interface can be ethO (the Management port),
<interface> ethl, eth2 (the dedicated cluster Management port on GigaVUE-HC3, GigaVUE-HC2, and
GigaVUE-HCI), or inband.
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Argument Description

For example:
(config) # cluster interface eth2
NoTE: All nodes in a GigaVUE-OS H Series cluster must use the same interface.

Only the ethO interface is supported for Layer 3 out-of-band manual discovery.

leader Sets options relating to the leader in the cluster. The leader role on the GigaVUE-OS
address H Series is not statically assigned to a single node. Instead, another node in the cluster
primary ip can take on the leader role if the situation requires it (for example, if both the leader and

<cluster leader the current standby nodes go down). When a new node becomes the leader, it takes
1P> ownership of the virtual IP address used for leader access to the cluster.

[port Use the leader argument to set the following options:
<leader port . . - .

e address primary ip—Specifies the |IP address used by the leader in the cluster to allow
number>] . . L
nodes on a different subnet to manually discover the cluster leader. This is the address
secondary .
. used to join the cluster.
ip <cluster F e
leader IP> or example:

[port (config) # cluster leader address primary ip 192.168.1.52 port 60102
<leader port e address secondary ip—Specifies the IP address used by the standby node in the
number>] cluster to allow nodes on a different subnet to manually discover the standby or the

vip <cluster potential leader of the cluster.
leader vip> For example:
<net|:nlask 1I:h> (config) # cluster leader address secondary ip 192.168.1.54 port 60102
mask len
auto- ° e address vip—Specifies the virtual IP address and netmask or mask length used by the
discovery node in the cluster performing the leader role. This is the address you use to access
connect the cluster. Only IPv4 address is supported for the VIP. Note that IPv4 is used for
timeout communication between the nodes in a cluster.
<seconds> Examples:
interface (config) # cluster leader address vip 192.168.1.25 /24
<interface> e auto-discovery—Enables auto-discovery of the cluster leader. By default, auto-
preference <1- discovery is enabled.
100> For example:
yield . .
(config) # cluster leader auto-discovery
To allow nodes on a different subnet to manually discover the cluster, set auto-
discovery to no.
For example:
(config) # no cluster leader auto-discovery
e connect timeout—Specifies the time available for a node residing on a different
subnet to discover a new leader to allow nodes on a different subnet to manually
discover the cluster. When a leader fails and the standby is promoted to the new
leader, the node is allowed to discover the new leader within the time specified in the
timeout value. The default is 15 seconds. The values range from 10 to 120 seconds.
For example:
(config) # cluster leader connect timeout 30
This parameter applies to nodes on a different subnet to allow them to join a cluster.
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Argument Description

e interface—Specifies the ethx interface to be used for cluster management traffic for
the virtual IP. The valid values are ethO, ethl, and eth2.
For example:

(config) # cluster leader interface eth2

leader
preference <1-
100> yield

(continued)

e preference—Specifies how likely a node is to claim the leader role during the leader
contention process (for example, across a cluster reload). Higher values are more likely
to claim the leader role; lower values are less likely.

The cluster leader preference can be configured to a preference value between 1and
100. Set higher preference values for nodes with more processing power.

Use settings from 10 to 100 for leader, standby, and normal roles. Use preference
settings from 1to 9 for normal nodes that are excluded from taking the leader or
standby role.

Starting in software version 4.5, the preference cannot be set to 0. A node with a
preference of O in an earlier software version will be changed to 1 after an upgrade to
4.5 or higher.

For example:

(config) # cluster leader preference 80

e yield—Yields the current leader role to the node performing the standby role. If you
are not sure which node is currently performing the standby role, use show cluster
global brief to see the list of all the nodes in the cluster, including their current role.
For example:

(config) # cluster leader yield

name <cluster
name>

Specifies the cluster name. This is the cluster-level equivalent of a hostname. It must
match for all nodes in a cluster.

The cluster name can contain up to 64 alphanumeric characters and can include the
hyphen (-) special character.

For example:

(config) # cluster name cluster-100

box-id <box
ID>

port <port Specifies the service port number used for the cluster. The port specified must match for
number> all nodes in the cluster.
The range of numeric values for the port is from 1025 to 65535.
For example:
(config) # cluster port 60102
reload Reloads/reboots either the entire cluster or a specified node in the cluster, as follows:

e Reboot the entire cluster with cluster reload.
e Reload a specified node by specifying either its box ID or its node ID. You can see a list

for:e id of these values for all nodes in the cluster with the show cluster global brief
node-l command.
<node ID> . .
e Use the force argument to force an immediate reboot.
For example:
(config) # cluster reload box-id 14
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Argument Description

reload Reloads all the nodes in a cluster in a sequential order.

sequential This command may take additional time to reload the nodes as compared to the
cluster reload command because when you run the cluster reload sequential
command, the leader waits for each of the nodes in the cluster to reload and join the
cluster again.

NOTE: It isrecommended that you use this command, instead of the cluster reload
command, when you want to reload the nodes in an Inband cluster.

For example:
(config) # cluster reload sequential

remove <node Removes the specified node from the cluster using the node ID. The remove argument
ID> can only be used when logged in to the leader, either directly or through the VIP
address.

For example:
(config) # cluster remove 20

shared-secret Specifies the shared secret used for message authentication between all nodes in the
<shared secret> | cluster. The secret must match across all nodes.

The shared secret can be from 16 to 64 alphanumeric characters and can include special
characters, such as!, @, # $, %, A, & * (,), _, and +. The default value is the following string:

e 1234567890123456
For example:
(config) # cluster shared-secret MyShared1234567890

shutdown Puts all nodes in the cluster in a down state (similar to reload halt). The shutdown
argument can only be used when logged in to the leader, either directly or through the
VIP address.

For example:
(config) # cluster shutdown

startup-time Specifies the maximum number of seconds allowed for cluster startup.

<.cluster startup | The range of numeric values for the startup time is from O to 2147483647 seconds. The
time (secs)> default is 180 seconds.

For example:

(config) # cluster startup-time 360

Related Commands

The following table summarizes other commands related to the cluster command:
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Task Command

Displays cluster information for a specified box.

# show

cluster box-id 1

Displays global cluster configuration state.

# show

cluster configured

Displays global cluster run state.

# show

cluster global

Displays global cluster run state in table format.

Use this CLI commmand on the leader, standby, or normal node to
display the maximum (Max) and Used cost units across a cluster

# show

cluster global brief

Displays cluster history log.

# show

cluster history

Displays cluster history log for a specified box.

# show

cluster history box-id 1

Displays local cluster run state.

# show

cluster local

Displays error status of local node.

# show

cluster local error-status

Displays run state information about the leader.

# show

cluster leader

Displays information about a node.

# show

cluster node 1

Displays run state information about the standby node.

# show

cluster standby

Leaves the cluster.

(config) # no cluster enable

Resets cluster ID to the default.

(config) # no cluster id

Resets interface to the default for cluster service.

(config) # no cluster interface

Resets the cluster leader primary IP address to the default.

(config) # no cluster leader
address primary ip

Resets the cluster leader secondary IP address to the default.

(config) # no cluster leader
address secondary ip

Resets the cluster leader virtual IP address (VIP) to the default.

(config) # no cluster leader
address vip

Disables cluster leader auto-discovery.

(config) # no cluster leader auto-
discovery

Resets cluster leader interface to the default.

(config) # no cluster leader
interface

Resets the cluster name to the default.

(config) # no cluster name

Resets the cluster service port to the default.

(config) # no cluster port

Does not authenticate messages.

(config) # no cluster shared-

secret

Resets cluster startup time to the default.

(config) # no cluster startup-

time
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configuration

Required Command-Line Mode = Configure

Use the configuration command to manage configuration files on the GigaVUE-OS H Series
node—separate arguments let you perform a wide variety of related tasks, including:

=« Save, copy, and delete configuration files.

« Upload and retrieve configuration files from external hosts using FTP, TFTP, or SCP.

« Display the contents of a configuration file.

» Load a named configuration file.

« Return to a previous configuration file's settings.

Configuration File Types

There are two types of configuration files on the GigaVUE-OS H Series node—standard
configuration files and text configuration files (known as command files):

» Standard configuration files can be used to store and apply a set of settings with the
configuration switch-to coommand.

« Text configuration files are not really configuration files at all—instead, they are lists of
CLI commmands used to build a particular configuration. Text configuration files are
useful both for both troubleshooting and backup purposes—you can quickly see the
commands that built a particular configuration, or you can store regular backups of
text files containing the commands on an external host. Text configuration files can also
be applied in the CLI using the configuration text file <filename> apply command.
You work with text configuration files using the configuration text command and its
arguments.

Information Excluded from Text Configuration Files

For security reasons, text configuration files do not include plaintext passwords, such as
SMTP passwords, AAA keys (RADIUS or TACACS+), private keys in RSA/DSA identities.
Because of this, they cannot completely restore a given configuration using configuration
text file <filename> apply.

Reserved Empty Database File

The empty database file, empty_db_file_dnu, is a reserved file. Do not use (dnu) this filename
in any database operation such as configuration write to or configuration switch-to
commands as the filename is removed when the node is reloaded.

The configuration commmand has the following syntax:

configuration
audit max-changes <number>
copy <source filename | initial> <destination filename>
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delete <filename | initial>

delete-all

fetch <download URL> <filename> jump-start

move <source filename | initial> <destination filename>
new <filename> [factory [keep-basic] [keep-connect]]
revert saved switch-to <filename | initial>

text

fetch <download URL>
apply [discard] [fail-continue] [filename <filename>] [overwrite] [verbose]
filename <filename> [apply] [fail-continue] [overwrite] [verbose]
overwrite [apply] [fail-continue] [filename <filename>] [verbose]

file <filename>

apply [fail-continue] [verbose]

delete

rename <filename>
upload <upload URL>

generate

active running <only-traffic> <save <filename>> | <upload <upload URL>>
active saved <only-traffic> <save <filename>> | <upload <upload URL>>
file <filename | initial> <save <filename>> | <upload <upload URL>>

upload <initial | active> <upload URL> write [local | to <filename>] [no-switch]

The following table describes the arguments for the configuration command:

Argument Description

audit max-changes
<number>

Sets the maximum number of configuration changes that will be logged for the
audit feature.

copy <source filename
| initial> <destination
filename>

Makes a copy of the specified configuration file. Specify filenames for both the
source and destination filenames. For example, the following command copies
the configuration file named gigavue to a new file named mybackup:

(config) # configuration copy gigavue mybackup

Note that you cannot copy over the active configuration file. However, you can
copy it to a new file—if you do so, the original remains active.

delete <filename |
initial>

Deletes the named configuration file. You cannot delete the active configuration
file.

Tip: Type a space and question mark after the delete argument to see the list of
configuration files available for deletion.

For example:

(config) # configuration del ?

fetch <download URL>
<filename>
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Retrieves a saved configuration file from a remote host. Use HTTP(S), FTP, TFTP,
or SCP to retrieve the file. The format for the download URL is as follows:

[protocol]://username[:password]@hostname/path/filename

For example, the following commmand retrieves the configuration file named
myconfig from the FTP server at 192.168.1.10 using the robh account with the
xray password:

(config) # configuration fetch
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ftp://robh:xray@192.168.1.10/myconfig
You can also use the <filename> argument to give the retrieved file a new name
on the GigaVUE-OS H Series node. For example, the following commmand
retrieves myconfig and names it newconfig on the node:

(config) # configuration fetch
scp://bbochy:catch1@192.168.1.75/myconfig newconfig

NoOTE: You cannot retrieve a file with the same name as the currently active
configuration file.

jump-start Runs the configuration wizard for the initial setup of GigaVUE-OS nodes. Refer
to the Hardware Installation Guide for details.

Starting in software version 4.7, the configuration jump-start automatically
starts and forces a password change. The system administrator must change
the password on the default admin account.

move <source filename | Renames the specified configuration file. For example, the following command
| initial> <destination renames myconfig as newconfig:

filename> (config) # configuration move myconfig newconfig

NoTE: The currently active configuration file cannot be either the source or
destination of a move.

new <filename> Creates a new configuration file with the specified filename. The parameters
[factory [keep-basic] specify what configuration, if any, is carried forward from the current running
[keep-connect]] configuration, as follows:

e keep-basic—Preserves licenses, SSH host keys, and CMC rendezvous
configuration.

e keep-connect—Preserves anything necessary to maintain network
connectivity to the system, such as interfaces, routes, and ARP.

You can select one or both or neither after factory. If no optional parameters are
specified, the default is keep-basic.

revert saved Reverts the system configuration to a previously saved state, either from the last
saved configuration file or from the factory settings. Use the saved argument to
revert the running configuration to the settings in the last saved configuration
file.

For example:
(config) # configuration revert saved

switch-to <filename | Loads the named configuration file, making it the active file.
initial> For example, the following command loads the myconfig configuration file:
(config) # configuration switch-to myconfig

text Retrieves a saved text configuration file from a remote host. Use HTTP(S), FTP,
fetch <download TFTP, or SCP to retrieve the file. The format for the download URL is as follows:

[protocol]://username[:password]@hostname/path/filename
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URL>
apply [discard]
[fail-continue]
[filename
<filename>] [overwrite]
[verbose]
filename
<filename> [apply]
[fail-continue]
[overwrite] [verbose]
overwrite [apply]
[fail-continue]
[filename
<filename>] [verbose]

For example, the following command retrieves the text configuration file named
textconfig from the FTP server at 192.168.1.40 using the sven account with the
svenpass password:

(config) # configuration text fetch
ftp://sven:svenpass@192.168.1.40/textconfig

The arguments are as follows:

e filename—CGCives the retrieved file a new name on the GigaVUE-OS H Series
node. For example, the following command retrieves textconfig and names it
newtextconfig on the node:

(config) # configuration text fetch
scp://bbochy:catch1@192.168.1.75/myconfig filename newconfig

Use the following arguments to control how errors are handled and reported:

o fail-continue—Include this option if you want to continue executing
commands if one fails. If this option is not included, the process halts on
the first error.

o verbose—Include this option if you want to see all commands printed to
the screen as they are applied. If this option is not included, only
commands resulting in errors (or output) appear in the CLLI.

o overwrite—Overwrites the filename if the destination filename already
exists.

o apply—Retrieves the text configuration file and applies it to the running
configuration at the same time. For example, here is the previous
command with the apply switch added:

(config) # configuration text fetch
scp://bbochy:catch1@192.168.1.75/myconfig filename newconfig
apply verbose fail-continue

If you include the apply argument, you can also include the discard option to
specify that the text file be discarded once the commands are applied. Note
that the discard option is mutually exclusive with the filename option. For
example, here is a version of the previous command that will apply the text
configuration file and discard it afterwards:

(config) # configuration text fetch

scp://bbochy:catch1@192.168.1.75/myconfig apply discard verbose
fail-continue

text
file <filename>

apply [fail-
continue] [verbose]

delete rename
<filename>

upload <upload
URL>

Command Line Reference
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Applies a text-based configuration file to the running configuration, or deletes,
renames, or uploads a specified file to an external server using FTP, TFTP, or SCP.

Applying a Text Configuration File

For example, the following commmand applies the text configuration file named
textconfig:

(config) # configuration text file textconfig apply
Use the following arguments to control how errors are handled and reported:

e fail-continue—Include this option if you want to continue executing
commands if one fails. If this option is not included, the process halts on the
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first error.

e verbose—Include this option if you want to see all commands printed to the
screen as they are applied. If this option is not included, only commmands
resulting in errors (or output) appear in the CLI.

Deleting a Text Configuration File

Use the delete argument to delete a text configuration file. For example:
(config) # configuration text file myconfig delete

Renaming a Text Configuration File

Use the rename argument to rename a text configuration file. For example:
(config) # configuration text file myconfig rename your config

Uploading a Text Configuration File

Use the upload argument to send a text configuration file to an external server
using FTP, TFTP, or SCP. The format for the upload URL is as follows:

[protocol]://username[:password]@hostname/path/filename

For example, the following commmand uses SCP to upload myconfig to
192.168.1.212:

(config) # configuration text file myconfig upload
scp://bposey:catch1@192.168.1.212

text generate

active running
<only-traffic> <save
<filename>> | <upload
<upload URL>>

active saved <only-
traffic> <save
<filename>> | <upload
<upload URL>>

file <filename |
initial> <save
<filename>> |
<upload <upload URL>>

Command Line Reference
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Generates a text-based configuration file from the system configuration. The
text file can be saved locally or uploaded to a remote host.

Text configuration files list the CLI commands used to create a particular
configuration. They can be applied using the configuration text file <filename>
apply command.

The available sources for a text configuration file are as follows:

e active running—The currently running configuration, complete with any
unsaved changes to the active configuration file.

e active saved—The last saved version of the active configuration file.

e active running only-traffic—The only-traffic text configuration of the
currently running configuration, complete with any unsaved changes to the
active configuration file. Only-traffic means the text file will contain only the
traffic-related configuration.

e active saved only-traffic—The only-traffic text configuration of the last saved
version of the active configuration file. Only-traffic means the text file will
contain only the traffic-related configuration.

e file <filename>—The named configuration file of an inactive saved
configuration.

Each text configuration file can be saved or uploaded as follows:
e save <filename>—Specifies saving the text file to persistent storage.

e upload <upload URL>—Specifies uploading the text file to a remote host. Use
FTP, TFTP, SCP, or SFTP to upload the file. The format for the upload URL is as
follows:

[protocol]://username[:password]@hostname/path/filename
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For example, the following commmand uploads a text configuration file based on
the active running configuration and uploads it to an FTP server at 192.168.1.49:

(config) # configuration text generate active running upload
ftp://myuser:mypass@192.168.1.49

Uploaded text configuration files are automatically named with a timestamp in
epoch format. For example:
config-text-1308003659
You can also generate text configuration files and save them to local storage.
For example:
(config) # configuration text generate active running save
myfile.txt
You can also generate traffic-only text configuration files and save them locally.
For example:
(config) # configuration text generate active running only-traffic
save myfile.txt
(config) # configuration text generate active saved only-traffic
save myfile.txt
You can also generate traffic-only text configuration files and upload them. For
example:
(config) # configuration text generate active running only-traffic
upload scp://username@192.168.1.105

(config) # configuration text generate active saved only-traffic
upload ftp://myuser:mypass@192.168.1.49

upload <inital> | active
<upload URL>

Uploads a configuration file to a remote host. Use FTP, TFTP, or SCP to upload
the file. The format for the upload URL is as follows:
[protocol]://username[:password]@hostname/path/filename

For example, the following command sends the configuration file named
gigavue to the FTP server at 10.160.10.212 using the ramrod account with the
Xxyz123 password:

(config) # configuration upload gigavue
ftp://ramrod:xyz123@10.160.10.212
You can also use the active argument to upload the active configuration file.
The uploaded file will have the same name as the active file.
(config) # configuration upload active
scp://bposey:catch1@192.168.1.212

write [local | to
<filename>] [no-
switch]

Command Line Reference
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Saves the running configuration to storage.
You can save locally or to a currently active file or a named file. For example:

e (config) # configuration write
Saves the running configuration to the active configuration file. If you run this
command on a leader node, it is propagated to all the nodes in the cluster.

e (config) # configuration write local
On a system with clustering, saves the running configuration on the local
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node.

e (config) # configuration write to myconfig
Saves the running configuration to a named file and makes it active. In the
above example, myconfig is the name of the file. This is local to the node on
which the command is run and is not propagated to other nodes in the
cluster.

e (config) # configuration write to myconfig no-switch
Saves the running configuration to the myconfig file and leaves the current
configuration file active.

Related Commands

The following table summarizes other commands related to the configuration cormmand:

Task Command

Displays commands to recreate active saved configuration. # show configuration
Displays settings for configuration change auditing. # show configuration audit
Displays a list of configuration files. # show configuration files
Displays the commands in a configuration file to recreate the # show configuration files
configuration. filel
Does not exclude commands that set default values. # show configuration full
Displays commands to recreate current running configuration. # show configuration running
Does not exclude commands that set default values. # show configuration running
full
Displays names of available text-based configuration files. # show configuration text
files
Displays the commands necessary to recreate the current running Use either of the following:
configuration. e (config) # write terminal
e # show running-config

configure

Required Command-Line Mode = Enable

Use the configure command to enter Configure mode. Refer to Command Line Modes for
more information.

The configure command has the following syntax:
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configure terminal

The following table describes the arguments for the configure command:

Argument Description

terminal Enters configuration mode. For example:
co t(config) #

Related Commands

The following table summarizes other commands related to the configure commmand:

Command

Exits configuration mode. (config) # exit
or
(config) # no configure

coreboot

Required Command-Line Mode = Configure

Use the coreboot commmand to install the core boot binary on a GigaVUE-OS-TA100,
GigaVUE-OS-TA100-CXP, GigaVUE-HC], or GigaVUE-HC3 node. The Basic Input/Output
System (BIOS) image can be manually upgraded from the CLI using this command.

NoTE: This command only applies to GigaVUE-OS-TAT00, GigaVUE-OS-TA100-CXP,
GigaVUE-HCI, and GigaVUE-HC3 nodes.

The GigaVUE-OS-TAT0O0 is introduced in software version 4.6.01. The GigaVUE-HCl is
introduced in software version 4.8.00. The GigaVUE-OS-TAI00-CXP is introduced in software
version 4.8.01. The GigaVUE-HC3 is introduced in software version 5.0.00.

The BIOS image is packaged with the software image. Use the coreboot cormmand to
upgrade the BIOS, when required for enhancements.

The coreboot command has the following syntax:

coreboot install
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The following table describes the arguments for the coreboot command:

Argument Description

install Installs core boot binary from the active/booted image.
For example:

(config) # coreboot install

Related Commands

The following table summarizes other commands related to the coreboot cormmmand:

Command

Displays the BIOS image from which the system booted. (config) # show version

crypto

The GigaVUE-OS node by default generates and uses a self-signed certificate to provide
HTTPS access for GigaVUE-FM to communicate and manage GigaVUE-OS node. It also
facilitates the user to utilize ACME to manage web certificates. Use the crypto command to
configure and manage certificates for the GigaVUE-OS H Series node’s built-in Web server,
performing the following tasks:

« Generate the certificate and key pairs on the GigaVUE-OS H Series node. This
overwrites the existing certificate and key pair regardless of whether the previous
certificate and key pair was self-signed or user added. You can specify how long the
new self-signed certificate lasts with the days-valid argument.

« Replace a signed certificate with one created by an administrator or generated by a 3rd
party certificate authority.

« Generate a certificate request and upload it to a specified URL. Default values for the
certificate request can be configured.

« The user can also utilize ACME to issues, renew and revoke web certificates.

The crypto command has the following syntax:

crypto
acme client clear
cert-req-msg
generate upload <upload URL>
generation default
country-code <country code>
days-valid <number of days>
email-addr <email address>
key-size-bits <number of bits>
locality <locality name>
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org-unit <organizational unit name>

organization <organization name>

state-or-prov <state or province name>
certificate

acme issue box-id <box-id>
domain <xyz.gigamon.com>
ca-url <url> |algorithm <rsa-2048 | rsa-4096 | ec-prime256v1 |ec-secp384r1>|
|[renew-days <1-365>| |[root-cert <certificate_name>|

acme renew box-id <box-id> domain <xyz.gigamon.com>
acme revoke box-id <box-id>domain <xyz.gigamon.com>

ca-list default-ca-list name <CA list name> [system-self-signed]
default-cert name <cert name> [system-self-signed]
generation default
country-code <country code>
days-valid <number of days>
email-addr <email address>
key-size-bits <number of bits>
locality <locality name>
org-unit <organizational unit name>
organization <organization name>
state-or-prov <state or province name>
name <cert name>
comment <new comment>
generate self-signed
comment <comment>
common-name <issuer and subject common name>
country-code <country code>
days-valid <number of days>
email-addr <email address>
key-size-bits <number of bits>
locality <locality name>
org-unit <organizational unit name>
organization <organization name>
serial-num <serial number>
state-or-prov <state or province name>
private-key pem <PEM string>

private-key pem fetch <url>
prompt-private-key
public-cert <comment <comment string>> <pem <PEM string>>
regenerate [days-valid <number of days>]
rename <new name>
system-self-sighed regenerate [days-valid <number of days 1-7300>]
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The following table describes the arguments for the ecrypto command:

Argument Description

acme client clear Utilize this command to clear the ACME issued certificate from
the system. Once the ACME certificate is deleted, the web
server will use the default certificate. This command also
cancels the auto-renewal timers that are started by the ACME
client in the device.

upload <upload URL> Generates a certificate request message and uploads the
request to the specified URL.

The supported formats for upload are: SCP, SFTP, and FTP.
For example:

(config) # crypto cert-req-msg generate upload
scp://gigatest@192.168.1.2/tmp/Password (if
required): ********gyccessfully uploaded certificate
signing request with name 'cert-req-
filebWdanb.csr'Successfully uploaded private key
with name 'cert-req-filebWdanb.key'

country-code <country code> Configures default values for certificate request message
days-valid <number of days> generation as follows:

email:addl: <email address? e country-code—Specifies the default value for country code,
key-size-bits <number of bits> in two alphanumeric characters.

locality <locality name>

org-unit <organizational unit name>

organization <organization name>

state-or-prov <state or province
name>

e days-valid—Specifies the default value for days valid. The
range is from 1to 65535 days.

e email-addr—Specifies the default value for the
organization’s contact email address, in a string.

e key-size-bits—Specifies the default value for private key
size, in bits, in multiples of 1024.

e locality—Specifies the default value for locality, in a string.

e org-unit—Specifies the default value for the organizational
unit name, in a string.

e organization—Specifies the default value for the
organization’s name, in a string.

e state-or-prov—Specifies the default value for the state or
province, in a string.

certificate acme issue box-id <box-id> | Utilize this command to generate a certificate and its

domain <xyz.gigamon.com> ca-url corresponding private key for acme client by configuring the
<url> |algorithm <rsa-2048 | rsa-4096 | | values as follows:

ec-prime256v1 |ec-secp384r1>| [renew- |4 pox-id <box-id> -Specifies the box-id for which the
days <1-365>| |root-cert <certificate_ certificate needs to be issued.

name>|

e domain <xyz.gigamon.com> -Specify the domain name,
which will become the subject name as well as the
alternate subject name in the certificate.

e ca-url <url>-The Certificate Authority URL.

You can use the following optional values as well:
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e |renew-days <1-365>|-Specifies the number of days ( 1-
365 days) before a certificate expires to initiate the
certificate renewal. By default this is 1/3rd days before
certificate expiry.

e root-cert <certificate name>-Configure the root
certificate of the CA server.

acme renew box-id <box-id> Utilize this command to manually renew an already issued

domain <xyz.gigamon.com> certificate as follows:

e box-id <box-id> -Specifies the box-id for which the
certificate needs to be renewed.

e domain <xyz.gigamon.com> -Specify the domain name,
which will become the subject name as well as the
alternate subject name in the certificate.

acme revoke box-id <box- Utilize this commmand to manually revoke an already issued

id>domain <xyz.gigamon.com> certificate as follows:

e box-id <box-id> -Specifies the box-id for which the
certificate needs to be renewed.

e domain <xyz.gigamon.com> -Specify the domain name,
which will become the subject name as well as the
alternate subject name in the certificate.

certificate ca-list default-ca-list name | Adds the specified CA certificate to the default CA certificate
<CA list name> [system-self-signed] list.

certificate default-cert name <cert Specifies the named certificate as the default certificate for
name> [system-self-signed] authentication on this node.
Command Line Reference -|5-7
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Description

certificate generation default
country-code <country code>
days-valid <number of days>
email-addr <email address>
key-size-bits <number of bits>
locality <locality name>
org-unit <organizational unit name>
organization <organization name>
state-or-prov <state or province

name>

Configures default values for certificate generation as follows:

e country-code—Specifies the default value for country code,
in two alphanumeric characters.

e days-valid—Specifies the default value for days valid. The
range is from 1to 65535 days.

e email-addr—Specifies the default value for the
organization’s contact email address, in a string.

e key-size-bits—Specifies the default value for private key
size, in bits, in multiples of 1024.

locality—Specifies the default value for locality, in a string.

e org-unit—Specifies the default value for the organizational
unit name, in a string.

e organization—Specifies the default value for the
organization’s name, in a string.

e state-or-prov—Specifies the default value for the state or
province, in a string.

certificate name <cert name>
comment <new comment>
generate self-signed
comment <comment>
common-name <common hame>
country-code <country code>
days-valid <number of days>
email-addr <email address>
key-size-bits <number of bits>
locality <locality name>
org-unit <organizational unit
name>
organization <organization name>
serial-num <serial number>
state-or-prov <state or province
name>
private-key pem <PEM string>

private-key pem fetch <url>

prompt-private-key

public-cert <comment <comment
string>>

<pem <PEM string>>

regenerate [days-valid <number of
days>]

rename <new name>

Command Line Reference
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Configures options for a named certificate to import into the
certificate database as follows:

e cert-name—Specifies a unique identifier for the certificate.
e comment—Specifies a comment for an existing certificate.

e denerate self-signed—GCenerates a named self-signed
certificate, as follows:

o comment—Specifies a comment for the certificate.

o0 common-name—Specifies a common name for the
certificate, in a string

o country-code—Specifies the country code, in two
alphanumeric characters.

o days-valid—Specifies the days valid. The range is from 1
to 65535 days.

o email-addr—Specifies the organization’s contact email
address, in a string.

o key-size-bits—Specifies the private key size, in bits, in
multiples of 1024.

o locality—Specifies the locality, in a string.

o org-unit—Specifies the organizational unit name, in a
string.

o organization—Specifies the organization’'s name, in a
string.

o serial-number—Specifies the serial number, in a lower-
case hexidecimal serial number prefixed with Ox.

o state-or-prov—Specifies the state or province, in a
string.

e private-key—Adds an RSA private key to a previously
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imported certificate.

e prompt-private-key—Prompts for a PEM-encoded string.

e public-cert—Specifies an alternate certificate, such as one
issued by a trusted public signing authority.

e pem <PEM string>—Specifies a certificate data string in
Privacy Enhanced Mail (PEM) format.

e fetch <url>—Specifies the remote private key location.
e regenerate—Regenerates a specified certificate.
e rename—Renames an existing certificate.

NoTE: Enclose the contents of the PEM file in quotation
marks.

certificate system-self-signed
regenerate [days-valid <number of
days 1-7300>]

Regenerates a certificate. Certificates are configured to expire
after a specified number of days. You can regenerate a
certificate with this command, using the days-valid argument
to specify how long it will be valid before it needs to be
regenerated again.

Related Commands

The following table summarizes other commands related to the crypto command:

Task Command

Displays the ACME Certificate information and the recent
ACME operation that was performed.

# show crypto

acme client info

Displays cryptographic configuration and state for all
certificates in the certificate database.

# show crypto

certificate

Displays the list of configured trusted certificates of
authority (CA).

# show crypto

certificate ca-list

Displays the list of supplemental certificates configured
for the default system CA certificate.

# show crypto
ca-list

certificate ca-list default-

Displays the currently configured default certificate.

# show crypto

certificate default-cert

Displays details of the currently configured default
certificate.

# show crypto
detail

certificate default-cert

Displays the uninterpreted PEM contents of the currently
configured default certificate.

# show crypto
public-pem

certificate default-cert

Displays details of all certificates in the certificate
database.

Command Line Reference
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# show crypto

certificate detail
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Task Command

Displays a specified named certificate. # show crypto certificate name mycert

Displays the uninterpreted PEM contents of all certificates | # show crypto certificate public-pem
in the certificate database.

Deletes a certificate from the CA certificate trust pool. (config) # no crypto certificate ca-list
default-ca-list name mycertl

Reverts to the system-self-signed certificate as the default. | (config) # no crypto certificate default-
cert name system-self-signed

Deletes a specified certificate. (config) # no crypto certificate name
system-self-signed

Deletes the comment on a specified certificate. (config) # no crypto certificate name
system-self-signed comment

debug

Required Command-Line Mode = Configure

Use the debug command to generate a system dump file for use with Gigamon Technical
Support staff. You can generate the system dump files for all the nodes that are part of a
cluster by logging into the leader. However, to download the system dump file for a node,
you must log into the respective node.

The debug command has the following syntax:

debug generate dump
box-id <box-id>

In response, the system will generate an encrypted sysdump file and show you the filename
for the leader in a cluster. For example:

Generated dump sysdump-newHD-20150105-215155.tgz.gpg

NoTE: To view the sysdump files generated for the member nodes in a cluster, run
the # show file debug-dump box-id <box-id> command.

Related Commands

The following table summarizes other commands related to the debug command:

Command Line Reference .I6O
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Task Command

Generates an encrypted debug dump (sysdump) file.

(config) # debug generate dump

Generates a debug dump (sysdump) file for the specified
box ID that is part of the cluster.

(config) # debug generate dump box-id
<box-id>

Displays the list of dump files.

# show file debug-dump

Displays the list of dump files generated for the specified
box ID that is part of the cluster.

# show file debug-dump box-id <box-id>

Uploads, emails, or deletes a debug dump file.

NoTE: If you email the system dump file, it is
automatically sent to all email destinations configured
to receive informational events (info) with the email
command (email notify recipient <email address>
class info).

(config) # file debug-dump [delete
<filename>] [email <filename>] [upload
<upload URL>]

The format for the upload URL is as follows:

[protocol]://username
[:password]@hostname/path/filename

Use FTP, TFTP, SCP, or SFTP for the upload.

Deletes the specified debug dump file for the mentioned
box ID in a cluster.

(config) # file debug-dump box-id <box-
id> delete <filename>

Deletes all the debug dump files for the specified box ID
in a cluster.

(config) # file debug-dump box-id <box-
id> delete-all

Downloads the debug dump file for the box ID that you
have logged in to.

(config) # get debug-dump

disable

Required Command-Line Mode = Enable

Use the disable command to change from Enable mode to Standard mode. Refer to

Command Line Modes for more information.

email

Required Command-Line Mode = Configure

Use the email commmand to configure automatic email notifications for events on the
GigaVUE-OS H Series node. Separate arguments let you add the mail server/port to use, the
account from which emails will be sent, email recipients, and so on. Refer to the Hardware

Installation Guide for a description of how to configure email notification essentials

The email coommand has the following syntax:

email
auth
enable
password [password]

Command Line Reference
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username <username>
autosupport
enable
event <event name>
ssl
ca-list <none | default-ca-list>
cert-verify
mode <none | tls | tls-none>
dead-letter
cleanup max-age cleanup <duration>
enable
domain <hostname or IP address>
mailhub <hostname, IPv4, or IPv6 address>
mailhub-port <port number>
notify
event <<event name> | all>
recipient <email address>
class <failure | info>
detail
return-addr <username>
return-host
send-test
ssl
ca-list <none | default-ca-list>
cert-verify
mode <none | tls | tls-none>

The following table describes the arguments for the email cormmand:

Command Description

auth Enables the sending of notification emails and specifies the account to be used for
enable authentication with the SMTP server specified by the email mailhub command as follows:
password e enable—Enables the sending of notification emails.
[password] e password—Specifies the password used for authentication with the SMTP server. You
username
can leave the password blank to have the system prompt for a password.
<username> o o )
e username—Specifies the account to be used for authentication with the SMTP server.
autosupport Configures auto support, as follows:
enable e enable—Enables or disables the sending of emails to the auto support address (by
event default, Gigamon's Technical Support Department) when failures specified with email
<event name> autosupport event <event name> take place.
ssl . e event—Specifies the events that will trigger an email to the auto support destination.
ca-list . . .
<none | Use email autosupport event ? to see the list of available events.
default-ca- e ssl—Configures security options for auto support email as follows:
list> o ca-list—Configures supplemental CA certificates for verification of server certificates.
cert-verify o cert-verify—Verifies server certificates.
mode o mode—Configures the type of security to use for autosupport email.
<none | tis |
tls-none>
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Command Description

dead-letter Configures the handling of email notifications that could not be sent (for example, because
cleanup the mail hub was not configured correctly), as follows:
max-age e cleanup—Specifies how long to save undeliverable emails. Dead letter files older than
cleanu;? the configured maximum are automatically deleted. Specify using d(day), h(hours), m
<duration> (minutes), and s(seconds) values. You can use these either together or by themselves—
enable for example, both 5d6h3m1ls and 5d are accepted.
e enable—Enables the saving of undeliverable emails.
domain Specifies the domain from which notification emails will appear to come from. This name is
<hostname or | used together with the hostname setting to form the name of the domain included in
IP address> notification emails. The name is formed using the following rules:
e Ifan email domain is specified, it is used. If the hostname has any dots in it, everything
to the right of the first dot is removed and the email domain is added.
If an email domain is not specified and the hostname has dots in it, it is used as-is.
If an email domain is not specified and the hostname does not have dots in it, the
currently-active system domain name is used.
mailhub Specifies the address or hostname of the server to use for sending notification emails.
<hostname,
IPv4, or IPvV6
address>
email Specifies the TCP port used by the server added using email mailhub.
mailhub-port
<port
number>
notify Specifies the events that will trigger notification emails and where they will be sent as
event follows:
<<event e event—Specifies the events that will trigger notification emails. Type email notify event
name= _| all> ? to see the list of available events. You can also use the event all argument to generate
rem.plent notification emails for all available events. Be careful with the all argument—the amount
<email of emails generated may be more than is tolerable.
address e recipient—Specifies to whom notification emails should be sent, as well as the types of
class . . ) . . . .

. emails they should receive. Each of the events configured with email notify event is
<failure | e . . . . . .
info> classified as either a informational or a failure. Enable the types of emails you want this
info . user to receive with the class argument.

detail . . .

For example, the following commmand sends emails to bposey@argus.com for all failures:
(config) # email notify recipient bposey@argus.com class failure
NoTE: No email is sent when failure is configured and an info event is generated.
Use the recipient detail argument to specify whether summarized or detailed output
should be included in the email. Note that not all events have both summary and detail
formats.
return-addr Specifies the address from with notification emails are sent. If you include the @ character,
<username> the address is used as-is (for example, email return-addr support@mycompany.com). If
the @ character is not included, the system adds the <return-host>.<domain>.
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Command Description

The default settings is do-not-reply.

return-host Specifies whether or not to include the hostname in the return address for emails. This only
takes effect if the return addr entry does not contain an @ character.

send-test Sends a test mail to all recipients configured for event and failure notifications with the
email notify coonmand. This commmand is useful once you have finished configured email
settings and want to make sure they are functioning properly.

ssl ca-list Configures the use of SSL for notification emails sent by the GigaVUE-OS H Series node as
<none | follows:
c!efault-ca- e ca-list—Configures supplemental CA certificates for verification of server certificates. You
list> . can either use only the built-in list (none) or supplement it with the default CA list
cert-verify configured using the crypto command (default-ca-list).
mode <none . . e . .
tls | tI e cert-verify—Enables certificate verification for emails sent from the GigaVUE-OS
Lors\e|> s H Series node. With this option, emails will not be sent if TLS cannot be verified.

e mode—Specifies the type of security to be used for emails sent from the GigaVUE-OS
H Series node. You can enable plaintext emails (none), TLS security only (tls), or TLS first
with plaintext as a fallback (tls-none). Both TLS options use the default server port
(email mailhub-port).

Related Commands

The following table summarizes other commands related to the email command:

Task Command

Displays email and notification settings. show email

Displays the events that will trigger notification emails. show email events

Disables authentication for sending email. (config) # no email auth enable
Clears password for SMTP authentication. (config) # no email auth password
Clears username for SMTP authentication (effectively (config) # no email auth username

disables authentication until the username set again).

Does not send automatic support notifications through (config) # no email autosupport enable

email.

Negates certain email event notification settings. (config) # no email autosupport event
processcrash

(config) # no email autosupport event
livenessfailure

Delete supplemental CA certificate list. (config) # no email autosupport ssl ca-
list
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Task Command

Does not verify server certificates.

(config) # no
verify

email autosupport ssl cert-

Resets autosupport email security mode to the default.

(config) # no
mode

email autosupport ssl

Does not clean up old dead letters based on age.

(config) # no
max-age

email dead-letter cleanup

Does not save dead letter for undeliverable emails.

(config) # no

email dead-letter enable

Clears email domain override.

(config) # no

email domain

Clears the configured mail hub.

(config) # no

email mailhub

Clears the configured mail hub port.

(config) # no

email mailhub-port

Negates certain email event notification settings.

(config) # no
(config) # no

firmwarechange

(config) # no
rxtxerror

email notify event all
email notify event

email notify event

Does not send any notifications to this recipient.

(config) # no

friend@gmail.com

email notify recipient

Does not send certain types of events to this recipient.

(config) # no

friend@gmail.com class failure

(config) # no

friend@gmail.com class info

email notify recipient

email notify recipient

Sends summarized event emails to this recipient.

(config) # no

friend@gmail.com detail

email notify recipient

Resets the return address to the default.

(config) # no

email return-addr

Does not include hostname in return address for email
notifications.

(config) # no

email return-host

Deletes supplemental CA certificate list.

(config) # no

email ssl ca-list

Does not verify server certificates.

(config) # no

email ssl cert-verify

Resets email security mode to the default.

(config) # no

email ssl mode

enable

Required Command-Line Mode = Standard

Use the enable command to enter Enable mode. Refer to Command Line Modes for more

information.
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exit

Required Command-Line Mode = Configure

Use the exit command to leave Configure mode and return to Enable mode. Refer to
Command Line Modes for more information.

fabric advanced-hash

Required Command-Line Mode = Configure

Use the fabric advanced-hash command to select the criteria for advanced-hashing

behavior on stack GigaStreams and GigaSMART groups. You can configure fabric-advanced
hash at the chassis level.

The fabric advanced-hash command is supported on the following platforms:

The fabric advanced-hash command has the following syntax:

GigaVUE-HC1
GigaVUE-HC2
GigaVUE-OS-HC2+
GigaVUE-HC3-v1
GigaVUE-HC3-v2
GigaVUE-OS-TA40
GigaVUE-OS-TAT00
GigaVUE-OS-TA200
GigaVUE-TA25

fabric advanced-hash

all box-id

default

fields
ethertype
gtpteid
ip6dst
ip6nextHeader
ip6src
ipdst
ipsrc
macdst
macsrc
mpls
portédst
port6src
portdst

portsrc
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protocol
ingressport
none

The following table describes the arguments for the fabric advanced-hash command:

Argument Description

box-id Identifies the chassis to which the advanced-hash algorithm will apply.
(config) # fabric advanced-hash box-id 12

all Enables all hash criteria fields, including Layer 2, Layer 3, and Layer 4 fields.

NoTE: When both Layer 3 (IPv4 or IPv6) and Layer 2 (MAC) fields are enabled for a given
GigaStream and there is a mix of Layer 3 and Layer 2 packets, Layer 3 will take
precedence. The incremental Layer 3 packets will hash; the incremental Layer 2 packets
will not hash.

(config) # fabric advanced-hash all

default Sets the advanced-hash algorithm to its default settings. By default, the advanced-hash
algorithm includes source/destination IPv4/IPv6 addresses and ports (ipsrc, ipdst, ip6src,
ip6dst, protocol).

For example:

(config) # fabric advanced-hash default

fields (config) # fabric advanced-hash fields <fields>
Specifies the hash criteria. Includes the following options:
ethertype—Adds L2 ethertype field.

gtpteid—Adds GTP tunnel endpoint identifier.
ip6dst—Adds IPv6 destination IP.
ip6nextHeader—Adds IPv6 next header field.
ip6src—Adds IPv6 source |P.

ipdst—Adds IPv4 destination IP.

ipsrc—Adds IPv4 source |IP.

macdst—Adds L2 destination MAC.

macsrc—Adds L2 source MAC.

mpls—Adds MPLS label (up to three).
portédst—Adds IPve destination port.
portésrc—Adds |IPv6 source port.

portdst—Adds IPv4 destination port.
portsrc—Adds IPv4 source port.

protocol—Adds IPv4 protocol.

ingressport—Adds ingress port.

NoOTE: Layer 2 hash criteria (ethertype, macdst, and macsrc) are only honored for Layer 2
packets. They are not used to hash TCP/IP packets.

ipsrc, ipdst, ip6src, and ip6dst fields inside an MPLS tunnel can also be used for hashing
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Argument Description

across GigaStream ports.
GTP TEID can also be used for hashing across GigaStream ports.

ingress port can also be used for hashing across GigaStream ports.

none Clears all fields from the advanced hash.
For example:
(config) # fabric advanced-hash box-id 12 none

Related Commands

The following table summarizes the commmand related to the fabric advanced-hash
command:

Task Command

Displays fabric advanced hash fields for stack show fabric advanced-hash
GigaStream or gsports

Displays fabric advanced hash fields for all the chassisin | show fabric advanced-hash brief
a table format

Displays fabric advanced hash fields for a specified box show fabric advanced-hash box-id 24
ID

Displays fabric advanced hash fields for a specified box show fabric advanced-hash box-id 24
ID in a table format brief

NoOTE: If the chassis is part of a cluster, then the following show commands will display
the fabric advanced hash fields for all the boxes in the cluster:

show fabric advanced-hash
show fabric advanced-hash brief

file
Required Command-Line Mode = Configure

Use the file command to manage the debug dump files produced by the debug command,
packet capture files, and the PCAP files produced by the tecpdump command.

Use the show file debug-dump command to display a list of available debug dump files.
Note that debug dump files may be deleted automatically if disk usage is low.

The file coommand has the following syntax:
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file

debug-dump

delete <filename>
email <filename>
upload <filename> <upload URL>

pcap

delete <filename>

delete-all

upload <filename> <upload URL> tcpdump
delete <filename>
upload <filename> <upload URL>

The following table describes the arguments for the file command:

Argument Description

debug-dump
delete
<filename>
email
<filename>
upload
<filename>
<upload URL>

Deletes, emails, or uploads a sysdump file produced by the debug command as follows:

e delete—Deletes a file. Type debug-dump delete ? to see a list of files available for
deletion.

e email—Sends a sysdump file to all email destinations configured to receive
informational events (info) with the email command (email notify recipient <email
address> class info).

e upload—Sends a debug dump file to a remote host using FTP, TFTP, SCP, or SFTP. The
format for the upload URL is as follows:

[protocol]://username[:password]@hostname/path/filename

pcap delete
<filename>
delete-all
upload
<filename>
<upload URL>

Deletes or uploads a packet capture file produced by the pcap commmand as follows:
e delete—Deletes a specified PCAP file.
e delete-all—Deletes all PCAP files.

e upload—Sends a PCAP file to a remote host using FTP, TFTP, SCP, or SFTP. The format
for the upload URL is as follows:

[protocol]://username[:password]@hostname/path/filename
For example:
(config) # show files pcappcap_pl1_2018_05_08_17_17.pcap

(config) # file pcap upload pcap_pl_2018_05_08_17_28.pcap
scp://myNode@10.115.0.100/tftpboot/myName/.Password (if required); *xsssien

To upload the complete PCAP file without errors, delete the packet capture filter. For
example:

(config) # no pcap alias pl
Refer to pcap.

tcpdump
delete
<filename>
upload
<filename>
<upload URL>

Deletes or uploads a capture file produced by the tcpdump command as follows:
e delete—Deletes a file. Type tecpdump delete ? to see a list of files available for deletion.

e upload—Sends a tcpdump file to a remote host using FTP, TFTP, SCP, or SFTP. The
format for the upload URL is as follows:

[protocol]://username[:password]@hostname/path/filename
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Related Commands

The following table summarizes other commands related to the file command:

Task Command

Displays the debug dump files stored on the node. show files debug-dump
Displays PCAP files. show files pcap

Displays filesystem information. show files system
Displays detailed filesystem information. show files system detail
Displays the tcpdump files stored on the nodes. show files tcpdump

filter-template

Required Command-Line Mode = Configure

Use the filter-template command to configure filter templates on GigaVUE-HC3 and
GigaVUE-OS-TAT00.

For more information on filter templates, refer to the “Flexible Filter Templates” section in
the GigaVUE Fabric Management Guide.

The filter-template command has the following syntax:

filter-template alias <alias>
comment <comment>
qualifiers <add | remove> <ethertype | innervlan | ip6dst | ip6src | ipdst | ipsrc | macdst |
macsrc |
portdst | portsrc | protocol | gsetl | udal | uda2 | vilan>

The following table describes the arguments for the filter-template commmand:

Argument Description

alias <alias> Supplies an alias for the filter template. The maximum number of characters
supported in an alias is 128. Each alias should be unique across the configured filter
templates.

An alias can be created only after a filter template is defined with one or more
qualifiers.

An alias cannot contain the forward slash (/) character.

comment <comment> | Specifies a unique text string that describes the filter template. Comments can be
up to 256 characters. Comments must be enclosed in double quotation marks.

Comments can be added only after a filter template is defined by specifying an alias
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Argument Description

and adding one or more qualifiers.
For example:

(config) # filter-template alias ft1 comment “UDA filter”

qualifiers <add |
remove> <ethertype |

innervlan | ip6édst |
ip6src | ipdst | ipsrc |

macdst | macsrc |
portdst | portsrc |
protocol |

gsetl | udal | uda2 |
vlan>

Specifies a list of qualifiers for the filter template. The qualifiers are predefined.

The list of qualifiers can consist of one or more qualifiers separated by a space.
Specify each qualifier only once. Duplicate qualifiers are not allowed in the list.

Examples:
(config) # filter-template alias ft1 qualifiers add udal uda2

(config) # filter-template alias ipv6+mac qualifiers add ip6src ip6dst
macsrc macdst

(config) # filter-template alias ft2 qualifiers add innervlan vian

NoTe: The uda2 qualifier cannot be specified without the udal qualifier. However,
the udal qualifier can be specified with or without the uda2 qualifier.

After a filter template is created, it can be applied to a module. Refer to card
(GigaVUE-OS H Series).

When a filter template is not applied to a line card or module, it can be modified.
Qualifiers can be added or removed.

For example, to add qualifiers to an existing filter template:
(config) # filter-template alias ft1 qualifiers add vian

For example, to remove qualifiers from an existing filter template:
(config) # filter-template alias ft1 qualifiers remove uda2

Related Commands

The following table summarizes other commands related to the filter-template command:

Task Command

Displays all filter templates in table format. show filter-template

Displays a specified filter template. show filter-template alias filtl

Displays a specified filter template in brief format. show filter-template alias filtl
brief

Displays all filter templates, including default and user-defined show filter-template all

templates.

Displays limits of all filter templates in table format. show filter-template limit

Displays limits of all filter templates for GigaVUE-OS nodes. A zero (0) | show filter-template limit all

means not supported.
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Task Command

Displays limits of the filter templates on the specified box ID.

show filter-template limit box 1

Displays limits of the filter templates on the specified slot ID.

show filter-template limit slot 2

Displays filter resource usage.

show filter-resource

Displays filter resource usage in detail.

show filter-resource all

Displays filter resource usage in detail for a specified box ID.

show filter-resource box-id 1

Displays filter resource usage in detail for a specified slot ID.

show filter-resource slot-id 3

Displays filter resource usage in detail for a specified slot ID on a
GigaVUE-OS-TAI100.

show filter-resource slot-id 1/1PS1

Displays all app filter resource usage in detail.

show app-filter-rsc

Displays all app filter resource usage in detail.

show app-filter-rsc all

Displays app filter resource usage in detail for a specified box ID.

show app-filter-rsc box-id 3

Displays all app filter resource usage in brief format.

show app-filter-rsc brief

Displays app filter resource usage in detail for a specified slot ID.

show app-filter-rsc slot-id 4

Displays app filter resource usage in detail for a specified slot ID on a
GigaVUE-OS-TAI100.

show app-filter-rsc slot-id 1/1PS1

Displays pseudo-slot port mapping on GigaVUE-OS-TATOO0.

show pseudo-siot portmap

Displays pseudo-slot port mapping on GigaVUE-OS-TAI10O0 for a
specified box ID.

show pseudo-siot portmap box-
id 3

Deletes a specified unused filter template. If the filter template has
been applied to a module, it will not be deleted and an error
message will be displayed.

(config) # no filter-template alias
filtl

Deletes all unused filter templates. If any filter templates have been
applied to a module, they will not be deleted and an error message
will be displayed.

(config) # no filter-template all

gigasmart

Required Command-Line Mode = Configure

Use the gigasmart command to configure a stack port interface to provide Internet
connectivity for a GigaSMART card or module. Internet connectivity is needed for inline SSL
decryption for the URL categorization database. For URL categorization, an IP address must

be configured to query the Webroot service.
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Internet connectivity is also needed for inline SSL decryption for a Certificate Revocation List
(CRL) to obtain a list of certificates that have been revoked and for an Online Certificate
Status Protocol to obtain certificate revocation status.

Finally, Internet connectivity is needed for Hardware Security Module (HSM).

You can configure separate DNS servers for internal and external networks. This ensures
better security and privacy management. Use the app split-dns command to configure
internal DNS servers for each GigaSMART engine port. For details, refer to apps split-dns

NoTE: Only IPv4 addresses are supported.

The gigasmart coommand has the following syntax:

gigasmart engine <port-list>
interface
[eth2] | <eth3> [vlan <VLAN ID>]
<IP address> <netmask> gateway <gateway IP> dns <DNS IP>split-dns <alias>[mtu <1280-
9400>]
dhcp
ping
ping <IP address | hostname> <start | stop>

The following table describes the arguments for the gigasmart command:

Argument Description

engine <port-list> Specifies the GigaSMART engine port on which to
configure a stack port interface to provide Internet
connectivity for a GigaSMART card or module for inline
SSL decryption.

NoTE: Only one GigaSMART engine port can be
specified in the port list. You can configure a stack
port interface on each GigaSMART engine port.

For example:
(config) # gigasmart engine 1/1/el

interface [eth2] | <eth3> [vlan <VLAN Specifies the stack port interface as follows:
ID>]<IP address> <netmask> gateway e eth2, eth3—Specifies the stack port interface. The
<gateway IP> dns <DNS IP> split-dns <alias> default is eth2.

[mtu <1280-9400>] | dhcp | ping> e vlan—Specifies an optional VLAN identifier, for

Internet connectivity with VLAN. The range of VLAN
IDs is from 20 to 4094.

e IP address—Specifies a static IP address. Only IPv4
addresses are supported.

e netmask—Specifies the netmask or mask length. For
example: 255.255.255.248 or /29.
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Argument Description

e gateway—Specifies the gateway IP address.

e dns—Specifies the Domain Name Service (DNS).

e split-dns—Enables the split-DNS profile on the
GigaSMART engine port.

NoTE: Before enabling the split-DNS profile,
ensure that you create the profile using the apps
split-dns commmand. Refer to apps split-dns.

e mtu—Specifies the Maximum Transmission Unit
(MTU). The range is 1280-9400. The default is 1500. It
is recommended that you set the MTU value to 9400
on all platforms to avoid fragmentation.

e dhcp—Specifies the Dynamic Host Configuration
Protocol (DHCP).

e ping—Specifies to ping using the stack port interface.

NoTE: Each GigaSMART engine is configured
separately.

For example, to configure the default (eth2) stack port
interface for Internet connectivity:

(config) # gigasmart engine 1/1/el interface
1.1.1.2 /24 gateway 1.1.1.1 dns 1.1.1.1 mtu 1500

For example, to configure the eth3 stack port interface
on GigaVUE-HC3 for Internet connectivity with VLAN:

(config) # gigasmart engine 1/1/el interface
eth3 vian 200 1.1.1.2 /24 gateway 1.1.1.1 dns
1.1.1.1
For example, to configure the default stack port
interface using DHCP:
(config) # gigasmart engine 1/1/el interface
dhcp
For example, to configure the eth3 stack port interface
on GigaVUE-HC3 using DHCP:
(config) # gigasmart engine 1/1/el interface
eth3 dhcp

ping <IP address | hostname> <start | stop> Pings using the stack port interface as follows:

e IP address—Specifies the IP address of the stack port
interface.

e start—Starts the ping request.
e stop—Stops the ping request and displays the results.
NOTES:

e Always issue the start command before the stop
command.
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Argument Description

e Ifyou issue the start command a second time, it
erases the output of the first start command.

e If you issue the stop command a second time, usage
help is displayed.

e You will not be able to ping the stack port interface
from a laptop or client machine because incoming
connections to the stack port interface are blocked
for security reasons.

e In a cluster, ping only works for the leader. You will
not be able to ping remote nodes such as standby or
normal nodes from the leader.

For example:

(config) # gigasmart engine 1/1/e1 ping 1.1.1.2
start

use command with option "stop" to see ping
result

(config) # gigasmart engine 1/1/e1 ping 1.1.1.2
stop

PING google.com (216.58.194.174) from
10.115.126.37 mgmt0.12: 56(84) bytes of data.

64 bytes from sfo07s13-in-f14.1e100.net
(216.58.194.174): icmp_seq=1 ttI=53 time=3.97
ms

64 bytes from sfo07s13-in-f174.1e100.net
(216.58.194.174): icmp_seq=2 ttl=53 time=3.78
ms

64 bytes from sfo07s13-in-f14.1€100.net
(216.58.194.174): icmp_seq=3 ttl=53 time=3.18
ms

64 bytes from sfo07s13-in-f174.1e100.net
(216.58.194.174): icmp_seq=4 ttI=53 time=3.15
ms

64 bytes from sfo07s13-in-f14.1e100.net
(216.58.194.174): icmp_seq=5 ttI=53 time=3.18
ms

--- google.com ping statistics ---

5 packets transmitted, 5 received, 0% packet
loss, time 4002ms

rtt min/avg/max/mdev =
3.156/3.456/3.976/0.357 ms

For example with VLAN:

(config) # gigasmart engine 1/4/el interface
eth2 vlan 100 ping 1.1.1.1 start

use command with option "stop" to see ping
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Argument Description

result

(config) # gigasmart engine 1/4/el interface
eth2 vian 100 ping 1.1.1.1 stop

PING 1.1.1.1 (1.1.1.1) from 1.1.1.10 mgmt00.100: 56
(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttl=64
time=0.065 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttl=64
time=0.080 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttl=64
time=0.074 ms

64 bytes from 1.1.1.1: icmp_seq=4 ttl=64
time=0.075 ms

64 bytes from 1.1.1.1: icmp_seq=5 ttl=64
time=0.091 ms

--- 1.1.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet
loss, time 3996ms

rtt min/avg/max/mdev =
0.065/0.077/0.091/0.008 ms

Related Commands

The following table summarizes other commands related to the gigasmart command:

Task Command

Displays ARP information for the GigaSMART engine port.

show gigasmart engine 1/1/el arp

Displays detailed information for the GigaSMART engine
port.

show gigasmart engine 1/1/el details

Displays statistics for the GigaSMART engine port.

show gigasmart engine 1/1/el stats

Displays ARP information for a specified GigaSMART engine
port interface and VLAN ID.

show gigasmart engine 1/1/el interface
eth2 vlan 200 arp

Displays detailed information for a specified GigaSMART
engine port interface and VLAN ID.

show gigasmart engine 1/1/el interface
eth3 vilan 300 details

Displays statistics for a specified GigaSMART engine port
interface and VLAN ID.

show gigasmart engine 1/1/el interface
eth2 vlan 200 stats

Deletes the default (eth2) interface for Internet connectivity.

(config) # no gigasmart engine 1/1/el
interface

Deletes the specified interface for Internet connectivity.
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Task Command

interface eth3

Deletes the interface for connectivity with VLAN. (config) # no gigasmart engine 1/1/el
interface eth2 vlan 100

Deletes all stack port interfaces. (config) # no gigasmart engine 1/1/el
interface all

gigastream

Required Command-Line Mode = Configure

Use the gigastream command to group multiple ports into a logical bundle called a
GigaStream.

Starting in software version 4.8, there are two types of GigaStream: regular GigaStream and
controlled GigaStream. Controlled GigaStream has GigaStream controlled traffic
distribution.

NoTE: Regular GigaStream and controlled GigaStream are not interchangeable. You
cannot change the type of GigaStream from regular to controlled on the fly.

All participating ports in any type of GigaStream must be running the same speed and must
use the same port type.

Refer to the “GigaStream” section in the GigaVVUE Fabric Management Guide for details on
configuring GigaStream.

Weighted GigaStream provides you the ability to distribute traffic to the ports by assigning
either an equal weight or a custom weight to the ports. For more information about the
Weighted GigaStream, refer to the "Weighted GigaStream" section in the GigaVUE-FM
User's Guide.

The gigastream command is also used as part of the configuration of the leaf and spine
architecture with multiple paths for achieving high availability in a cluster environment.
Refer to the “Multi-Path Leaf and Spine” section in the GigaVUE Fabric Management Guide
for details.

The gigastream command has the following syntax:

gigastream
advanced-hash

alias <alias>

comment <comment>
hash-bucket-id <ID/range> <port <port ID/port range>>
hash-size <1-256>
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port-list <port-list> [params hash advanced]
hash-weight <weight-list>

drop-weight <weight>

rehash

The following table describes the arguments for the gigastream command:

Argument Description

advanced-hash Refer to gigastream advanced-hash.

alias <alias> Specifies an alias for the GigaStream. The maximum number of characters supported
in an alias is 128. Each GigaStream name should be unique across the configured
GigaStreams.

For example:

(config) # gigastream alias stream1

comment Specifies a unique text string that describes the GigaStream. Comments can be up to
<comment> 128 characters. Comments longer than one word must be enclosed in double quotation
marks.

For example:

(config) # gigastream alias stream1 comment “first GigaStream”

hash-bucket-id Specifies the mapping of hash bucket IDs to tool ports. Use this command to add tool
<ID/range> <port ports to the GigaStream and to map the port to a specified hash bucket ID.

<port ID/port
range>>

The number of hash bucket IDs have the same range as the hash size, from 1to 256. A
port ID or range cannot exceed the size specified by the hash-size parameter.

Ports are specified by their port ID or range of port IDs, so the port ID or range can take
a specific hash bucket ID or a range of IDs to be mapped to a port.

Examples:
(config) # gigastream alias stream]i
(config gigastream alias stream]1) # hash-size 5
(config gigastream alias streaml) # hash-bucket-id 1..5 port 1/1/x1..x5
or
(config) # gigastream alias stream2
(config gigastream alias stream]1) # hash-size 10
(config gigastream alias stream2) # hash-bucket-id 1 port 1/2/x1
(config gigastream alias stream?2) # hash-bucket-id 2 port 1/2/x2
(config gigastream alias stream2) # hash-bucket-id 3 port 1/2/x3
(config gigastream alias stream?2) # hash-bucket-id 4 port 1/2/x4
This parameter applies to controlled GigaStream only.

If a hash bucket ID is already configured to a port, for example port x1, if you change it
to port x2, then port x2 replaces port xI.

At least one hash bucket ID should be mapped to a port before a GigaStream can be
attached to a map.

hash-size <1-256> | Specifies the size of the hash bucket for the trunk required. The values are from 1to 256.
This will create a controlled GigaStream of the hash size specified.

For example:

(config) # gigastream alias stream1
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Argument Description

(config gigastream alias stream]1) # hash-size 5

This parameter applies to controlled GigaStream only.

The hash size can be increased or decreased. Refer to the “Editing Controlled
GigaStream” section in the GigaVUE Fabric Management Guide.

port-list <port-
list>

Specifies ports. Use one or more of the following separated by commas—no spaces or
tabs are allowed:

o port-id—<bid/sid/pid>

o port-alias—<port-alias>

o port-list—<bid/sid/pid_x..pid_y> (range) | <bid/sid/pid_x,bid/sid/pid_y,bid/sid/pid_

z> (list)

The port-list argument lets you select multiple non-contiguous ports. To enter port IDs
in a list, put a comma between each port ID in the list.
For GigaVUE-OS TA Series, GigaVUE-OS on a white box, and GigaVUE-HB], the slot ID
(sid) is always designated as 1 as there is only a single slot.

When creating a cross-module GigaStream on a GigaVUE-HC2 or GigaVUE-HC3, use
the same syntax, while identifying the correct slot ID (sid) for each port.

NoTE: All of the ports in the GigaStream must be running at the same speed—1Gb, 10Gb,
40Gb, or 100Gb and must use the same port types (all g, x, g, or c).

A stack GigaStream must consist of ports with 10Gb speed or higher.

The <bid/sid/pid_x..pid_y> format lets you select a series of adjacent ports (for
example, 1/5/x4..x6 selects port x4..x6 on slot 5.

This parameter does not apply to controlled GigaStream.

params hash

Specifies how traffic should be hashed across member ports in the GigaStream. There

advanced is only one option—advanced. Use the gigastream advanced-hash command to
select the criteria for the advanced-hash. Refer to gigastream advanced-hash for
details.
Refer to the “Regular GigaStream Failover Protection” section in the GigaVUE Fabric
Management Guide for details on how traffic hashing changes depending on the
number of ports in the GigaStream.
hash-weight Specifies the custom weight for the ports based on which traffic is directed in the
<weight> GigaStream. You can assign the custom weight in ratio or percentage.
Separate each weight in the list with a commma. For example:
e Custom weight in ratio:
(config gigastream alias streaml) # port-list 1/1/x1..x4 hash-weight
3,3,2,2
e Custom weight in percentage:
(config gigastream alias streaml) # port-list 1/1/x1..x4 hash-weight
30,30,20,20
To convert the weighted GigaStream to a GigaStream with equal weight, use the
following command:
(config) # gigastream alias gs
(config gigastream alias gs) port-list 1/1/x1..x4
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Argument Description

(config gigastream alias gs) exit

drop-weight Specifies the relative weight for the GigaStream to drop the traffic. For example:

<weight> (config gigastream alias streaml) # drop-weight 2

rehash Redistributes the hash buckets of the ports in the GigaStream. Use this argument
when the weights assigned to the ports do not match the incoming traffic distribution.
For example:

(config gigastream alias streaml) # rehash

gigastream advanced-hash

Use the gigastream advanced-hash cormmand to select the criteria for the advanced-hash
algorithm. The advanced-hash method you specify is used for all types of GigaStream in
place on the specified line card or chassis. The advanced-hash configuration affects hashing
behavior of the following port types:

« Tool ports
= Hybrid ports
« Circuit ports

The gigastream advanced-hash command has the following syntax:

gigastream
advanced-hash
slot <slot number>
all
default
fields
ethertype
gtpteid
ip6dst
ip6nextHeader
ip6src
ipdst
ipsrc
macdst
macsrc
mpls
portéedst
portésrc
portdst
portsrc
protocol
ingressport
none
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The following table describes the arguments for the gigastream advanced-hash commmand:

Argument Description

slot <slot On the GigaVUE-HC3, GigaVUE-HC2, and GigaVUE-HCI, GigaStream hashing is per chassis,
number> not per line card. Specify slot ccl in the CLI command. For the following GigaVUE-HC2
example, the configuration will apply to the chassis:
(config) # gigastream advanced-hash slot 4/cc1 all
all Enables all hash criteria fields, including Layer 2, Layer 3, and Layer 4 fields.

NoTE: When both Layer 3 (IPv4 or IPv6) and Layer 2 (MAC) fields are enabled for a given

The incremental Layer 3 packets will hash; the incremental Layer 2 packets will not hash.

GigaStream and there is a mix of Layer 3 and Layer 2 packets, Layer 3 will take precedence.
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Argument Description

default Sets the advanced-hash algorithm to its default settings. By default, the advanced-hash
algorithm includes source/destination IPv4/IPv6 addresses and ports (ipsrc, ipdst, ip6src,
ip6dst, protocol).

For example:
(config) # gigastream advanced-hash slot 1/1 default

fields Specifies the hash criteria:

ethertype—Adds L2 ethertype field.
gtpteid—Adds GTP tunnel endpoint identifier.
ip6dst—Adds IPv6 destination IP.
ipénextHeader—Adds IPv6 next header field.
ip6src—Adds IPv6 source IP.

ipdst—Adds IPv4 destination IP.

ipsrc—Adds IPv4 source IP.

macdst—Adds L2 destination MAC.
macsrc—Adds L2 source MAC.

mpls—Adds MPLS label (up to three).
portédst—Adds IPv6 destination port.
portésrc—Adds |IPv6 source port.
portdst—Adds IPv4 destination port.
portsrc—Adds IPv4 source port.
protocol—Adds IPv4 protocol.
ingressport—Adds ingress port.

For example:
(config) # gigastream advanced-hash slot 2/1 fields portsrc portdst

NoTE: Layer 2 hash criteria (ethertype, macdst, and macsrc) are only honored for Layer 2
packets. They are not used to hash TCP/IP packets.

Refer to the “Advanced Hashing” section in the GigaVUE Fabric Management Guide for
details.

Starting in software version 5.1, ipsrc, ipdst, ip6src, and ip6dst fields inside an MPLS tunnel
can also be used for hashing across GigaStream ports. Refer to the “Advanced Hashing with
MPLS" section in the GigaVVUE Fabric Management Guide.

Starting in software version 5.2, GTP TEID can also be used for hashing across GigaStream
ports. Refer to the “Advanced Hashing with GTP TEID” section in the GigaVVUE Fabric
Management Guide.

none Clears all fields from the advanced hash.
For example:
(config) # gigastream advanced-hash slot 1/1 none

Related Commands

The following table summarizes other commands related to the gigastream advanced-
hash command:
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Task Command

Displays regular GigaStream advanced hash fields.

#show gigastream advanced-hash

Displays regular GigaStream advanced hash fields for a specified
box ID.

#show gigastream advanced-hash
box-id 24

Displays regular GigaStream advanced hash fields for a specified
box ID in table format.

#show gigastream advanced-hash
box-id 24 brief

Displays regular GigaStream advanced hash fields for a specified
slot.

#show gigastream advanced-hash
box-id 24 slot 24/1

Displays regular GigaStream advanced hash fields for a specified
slot in table format.

# show gigastream advanced-hash
box-id 24 slot 24/1 brief

Displays detailed information on a specified GigaStream.

# show gigastream alias streami

Displays detailed information for all configured GigaStream.

show gigastream all

Displays a summary table of all configured GigaStream.

show gigastream brief

Deletes a specified GigaStream trunk.

(config) # no gigastream alias
streamil

Deletes a comment on a specified GigaStream.

(config) # no gigastream alias
stream1 comment

Deletes the mapping of specified hash bucket IDs to ports for a
specified controlled GigaStream.

NoTE: If the GigaStream is already attached to a map, the last
mapped hash bucket ID cannot be deleted.

(config) # gigastream alias stream]l

(config gigastream alias streaml) #
no hash-bucket-id 4

Deletes all GigaStream.

(config) # no gigastream all

Deletes all GigaStream except stack-link GigaStream.

(config) # no gigastream all keep-
stack

gigastream variance-threshold

Required Command-Line Mode = Configure

Use the gigastream variance-threshold command to configure threshold values based on
which traps are triggered in GigaVUE-FM for imbalance traffic distribution with in the ports
of GigaStreams. GigaStream imbalance threshold can be configured at the following levels:

e Global level

» Type level
» Per GigaStream Level

Refer to the "GigaStream Imbalance Threshold Notification" section in the .GigaVUE
Administration Guide for more details.

The gigastream variance threshold command has the following syntax:

gigastream
<global/stack/tool/hybrid/circuit>
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alias <alias> variance-threshold <threshold percent value>

The following table describes the arguments for the gigastream command:

Argument Description

alias <alias> Specifies an alias for the GigaStream. The maximum number of
characters supported in an alias is 128. Each GigaStream name should
be unique across the configured GigaStreams.

For example:
(config) # gigastream alias stream1

<global/stack/tool/hybrid/circuit> | Type of GigaStream for which variance threshold is to be configured.

variance-threshold <threshold variance threshold %
percent value>

Related Commands

The following table summarizes other commands related to the gigastream variance-
threshold command:

Task Command

Displays global level threshold configured | #showgigastream global-threshold

Disables the feature at type level. # no gigastream <stack/tool/circuit/hybrid> variance-threshold

gsgroup

Required Command-Line Mode = Configure
Use GigaSMART groups to manage and budget GigaSMART processing power.

Use the gsgroup command to create groups of GigaSMART engine ports in a given chassis.
In turn, each GigaSMART operation you create must be assigned to a GigaSMART group.

This command does not apply to GigaVUE-OS TA Series nodes.

The gsgroup command has the following syntax:

gsgroup alias <alias> port-list <port-list>

GigaSMART engine ports (e ports) are numbered with an e prefix using <bid/sid/el..e2>
nomenclature—1/1/el, for example or 3/2/el..e2.
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The number of GigaSMART engine ports available in a chassis depends on the number of
GigaSMART line cards or modules in the chassis—up to four in the GigaVUE-HC3, and up to
five in the GigaVUE-HC2 (four front GigaSMART modules with one GigaSMART engine port
each, and one rear GigaSMART module with one GigaSMART engine). The GigaVUE-HC1 has
one GigaSMART engine port.

NOTE: You cannot combine different generations of GigaSMART cards in the same
GigaSMART group.

The following table describes the arguments for the gsgroup command:

Argument Description

alias <alias> Specifies an alias for the GigaSMART group (gsgroup). The maximum number of characters
supported in an alias is 128.

port-list Specifies engine ports. Use one or more of the following separated by commmas—no spaces
<port-list> or tabs are allowed:

e port-id—<bid/sid/pid> where pid is el or e2
e port-list—<bid/sid/pid_x,bid/sid/pid_y,bid/sid/pid_z> (list) where pid is el or e2

The port-list argument lets you select multiple non-contiguous ports. To enter port IDs in a
list, simply put a comma between each port ID in the list.

The <bid/sid/pid_x..pid_y> format lets you select a series of adjacent ports (for example,
1/5/x4..x6 selects port x4..x6 on slot 5).

For example:
(config) # gsgroup alias gsgl port-list 1/1/el

hash Allows the GigaSMART group to hash based on the following options:

e advanced—Hashing based on the fabric advanced-hash fields (refer fabric advanced-
hash)

e ipsrc-ipdst—Hashing based on the two tuple hashing

Related Commands

The following table summarizes other commands related to the gsgroup command:

Task Command

Displays all GigaSMART groups. # show gsgroup

Displays a specified GigaSMART group. # show gsgroup alias gsgl

Displays all GigaSMART groups. # show gsgroup all

Displays a flow-ops report. # show gsgroup flow-ops-report alias

Refer to the “GigaSMART Group Flow Ops Report Statistics gsgl typ.e <f|ow-sa|.npli.ng | ssl-

Definitions” section in the GigaVUE Fabric Management decryption | flow-filtering | flow-

Guide. diameter-s6a | flow-sip | inline-ssl>

Displays a particular IMSI| associated with the GigaSMART # show gsgroup flow-whitelist alias

group. gsgl imsi 318260109318283

Displays GigaSMART resources for a specified GigaSMART # show gsgroup gsapp-resource alias
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Task Command

group. gsgl

Displays GigaSMART resources for all GigaSMART groups. # show gsgroup gsapp-resource all

NoTE: Occasionally, the GigaSMART line card or module will
need to be reloaded for changes to take effect and to
allocate resources accordingly. Reloading also provides
applications with contiguous memory.

The following message displays at the bottom of the output of
the show gsgroup gsapp-resource command when the
GigaSMART line card or module needs to be reloaded:

*Resource allocation changes have been made that
require GigaSMART card 2/1/1 to be reloaded in
order for them to take effect.

When this message is displayed, you cannot change the
configuration relating to that application until after the reload.
For example, you cannot use the gsop, associated with the
gsgroup, in a map.

Use the card slot commmand to reload a GigaSMART line card

or module.

Displays GTP stateful session recovery information for a # show gsgroup gtp-persistence alias
specified GigaSMART group. gsgl

Displays GTP stateful session recovery information for all # show gsgroup gtp-persistence all
GigaSMART groups.

Displays a report of a SIP forward list for a specified # show gsgroup sip-whitelist alias
GigaSMART group and caller ID. gsgl caller-id 302701237777777
Displays statistics for a specified GigaSMART group. # show gsgroup stats alias gsgl
Displays statistics for all GigaSMART groups. # show gsgroup stats all

Deletes a specified GigaSMART group. (config) # no gsgroup alias gsgl
Deletes all GigaSMART groups. (config) # no gsgroup all

9gsop

Required Command-Line Mode = Configure

Use the gsop command to create GigaSMART operations. GigaSMART operations consist of
a name and a supported combination of the available GigaSMART applications you have
licensed.

This command does not apply to GigaVUE-OS TA Series nodes.

NoTE: Refer to the “Combining GigaSMART Operations” section in the GigaVUE
Fabric Management Guide for details on supported combinations of GigaSMART
operations.
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NoTE: Refer to the “Order of GigaSMART Operations” section in the GigaVUE Fabric
Management Guide for information on the order in which GigaSMART components
are applied in a single operation.

NoTE: Refer to Configure GigaSMART Operations for examples of how to configure
the various GigaSMART operations.

The gsop command has the following syntax:

gsop alias <alias>
add-header vian <1-4094>
apf set

asf enhanced <enhanced asf alias> port-list <gsgroup name> asf <ASF alias>

dedup set

flow-ops <flow-filtering <gtp> | flow-sampling | gtp-flowsample | gtp-whitelist | netflow | sip-
flowsample | sip-whitelist | diameter-flowsample | diameter-whitelist | 5g-whitelist | 5g-
flowsample>

inline-ssl <inline SSL profile alias>

Ib

app <asf | gtp | tunnel | 5G> metric <It-bw | It-pkt-rate | round-robin | It-conn | It-tt-traffic |
wt-lt-bw |

wt-It-pkt-rate | wt-round-robin | wt-It-conn | wt-It-tt-traffic | wt-supi | wt-imsi | hashing <key
<imsi | imei | msisdn>>

app <sip> metric hashing key caller-id

app <diameter> metric hashing key <user-name | command-code | session-id>

app <diameter> metric multi-hash key user-name application-id command-code
user-name

command-code

session-id

end-to-end id

hop-by-hop-id

app <<5g> metric hashing key <supi | pei | gpsi>>

application-id

avp-code
hash <ip-only <inner | outer> | ip-and-port <inner | outer> | 5-tuple <inner |
outer> | gtpu-teid> masking protocol
enhanced <elb-name>
none offset <0-9000>
ipv4 offset <1-9000>
ipvé offset <1-9000>
udp offset <1-9000>
tcp offset <1-9000>
ftp-data offset <1-9000>
https offset <1-9000>
ssh offset <1-9000>
gtp offset <1-9000>
gtp-ipv4 offset <1-9000>
gtp-udp offset <1-9000>
gtp-tcp offset <1-9000>
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<pattern: 1-byte-hex>
<length: 1-9600>
sip content-type message/cpim
port-list <GigaSMART group alias>
slicing protocol
none offset <64-9000>
ipv4 offset <4-9000>
ipv6é offset <4-9000>
udp offset <4-9000>
tcp offset <4-9000>
ftp-data offset <4-9000>
https offset <4-9000>
ssh offset <4-9000>
gtp offset <4-9000>
gtp-ipv4 offset <4-9000>
gtp-udp offset <4-9000>
gtp-tcp offset <4-9000>
ssl-decrypt in-port <<ingress port> | any> out-port <<egress port> | auto>
strip-header
erspan <0-1023>
fabric-path <dst-switch-id <0-(2A12-1)>> <src-switch-id <0-(2A12-1)>>
fm6000-ts <gs | none | x12-ts>
generic anchor-hdrl <none | eth | vlan | mpls | ipv4 | ipv6><offset <start | end |
<integer>>
<header-count<1-32> [custom-len <1-1500>]<anchor-hdr2 <none | eth | vian |
mpls | ipv4 | ipv6 | tcp | udp | any>>
gre
gtp
isl
mpls
mpls+vlan
vlan <outer | all>
vntag
vxlan <0-(2A24-1)>
trailer
add crc <enable | disable> <srcid <enable | disable>
remove
tunnel-decap type

tunnel-decap type tcp add <listener>
custom <portsrc <0-65535> portdst <0-65535>>
erspan flow-id <0-1023>
gmip portdst <0-65535>
I2gre key <0~(2A32-1)>
vxlan <portsrc <0-65535> portdst <1-65535> vni <0~(2A24-1)>>
tunnel-encap type
gmip <portsrc <0-65535> portdst <0-65535> ipdst <IP address>> [dscp <0-63>] [prec <0-7>]
[tt] <1-255>]
I12gre
ip6dst <IPv6 destination address> key <0~(2232-1)> [dscp <0-63>] [flow-label <O0~(2r20-

1)>]
[prec <0-7>] [ttl <1-255>]
ipdst <IP address> key <0~(2A32-1)>
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pgdst <port group name> key <0~(2A32-1)> session-field <3-tuple-any | 3-tuple-ipv4 | 3-
tuple-ipvé |
5-tuple-any | 5-tuple-ipv4 | 5-tuple-ipv6 | ip-any | ipv4-only | ipv6-only> <inner | outer>

The following table describes the arguments for the gsop command:

Argument Description

alias <alias> Specifies the alias for this GigaSMART operation. Use the
alias for all management of a GigaSMART operation,
including binding it to a map rule.

add-header vian <1-4094> Specifies the add-header GigaSMART operation. Packets
processed by this GigaSMART operation are tagged with the
specified VLAN tag. This feature can be used in conjunction
with the strip-header operation to differentiate stripped
packets using common IP ranges (10.x.x.x or 192.168.x.x) from
non-stripped packets in the same IP range.

Refer to the “GigaSMART Header Addition” section in the
GigaVUE Fabric Management Guide for details.

apf set Specifies the APF GigaSMART operation. Packets processed
by this operation are evaluated using Adaptive Packet
Filtering rules configured with the map command'’s gsrule
argument.

Refer to the “GigaSMART Adaptive Packet Filtering (APF)"
section in the GigaVUE Fabric Management Guide.

asf enhanced <enhanced asf alias> port- | Specifies the enhanced Application Session Filtering (ASF)

list <gsgroup name> GigaSMART operation by configuring an alias.

Examples:
(config) # gsop alias <gsop alias> apf set asf
enhanced <enhanced asf alias> port-list
<gsgroup name>

Refer to the “GigaSMART EnhancedApplication Session
Filtering (ASF) " section in the GigaVVUE Fabric
Management Guide for details.

asf <ASF alias> Specifies the Application Session Filtering (ASF) GigaSMART
operation by configuring an alias.
Examples:
(config) # gsop alias gsop2 asf asf2 port-list
gsgrpl
(config) # gsop alias gsop1 apf set asf asfl port-
list gsgl

Refer to the “GigaSMART Application Session Filtering (ASF)
and Buffer ASF” section in the GigaVUE Fabric
Management Guide for details.

dedup set Specifies the de-duplication GigaSMART operation. Packets
processed by this operation are analyzed for duplicates. A
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Argument Description

packet is considered to be a duplicate if its bits are identical

to the original packet from Layer 3 (Network layer) onwards,

including the payload (differences in Layer 2 are not

considered). For example, if two packets are identical except

for Time-to-Live (TTL), they will be counted as duplicates.

If you use this operation, you can also use gsparams to set

the following:

e the time interval within which an identical packet will be
considered a duplicate.

e whether duplicates should be counted or dropped.

e the packet fields that are used to detect duplicates.

For details of the gsparams command, refer to gsparams.

Refer to the “GigaSMART De-duplication” section in the
GigaVUE Fabric Management Guide.

flow-ops <flow-filtering <gtp> | flow- Configures GigaSMART operations as follows:

sampling | gtp-flowsample | gtp- o flow-filtering <gtp>—Creates a GigaSMART operation
whitelist | netflow | sip-flowsample | sip- that enables GTP Correlation. Then, create a second level
whitelist | diameter-flowsample | map with a flowrule component that specifies which GTP
diameter-whitelist |5g-whitelist |Sg- IMSI, IMEI, MSISDN, or version should be filtered from the
flowsample> virtual port to a tool port.

For example:

(config) # gsop alias gtpFilter flow-ops flow-
filtering gtp port-list gsgrp1

Refer to the GigaSMART GTP Correlation section in the
GigaVUE Fabric Management Guide for details and
examples.

o flow-sampling—Creates a GigaSMART operation that
uses FlowVUE to perform subscriber-based IP sampling.
Use the gsparams command to specify the type of
subscribers that are sampled (inner or outer |P
addresses), the rate at which they are sampled, the IP
ranges themselves, and the timeout values for any idle
devices. These settings are unique for each GigaSMART
engine group—they cannot be configured on a per-map
basis.

For example:

(config) # gsop alias gsfvue flow-ops flow-
sampling port-list gsgrp2

Refer to the “GigaSMART FlowVUE" section in the

GigaVUE Fabric Management Guide for details and
examples.

e gtp-flowsample—Enables GTP flow sampling.
For example:
(config) # gsop alias fs1 flow-ops gtp-flowsample
port-list gsgrp3
Refer to the “GigaSMART GTP Whitelisting and GTP Flow
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Sampling” section in the GigaVUE Fabric Management
Guide for details and examples.

e gtp-whitelist—Enables GTP forward listing.
For example:

(config) # gsop alias wifl flow-ops gtp-whitelist
port-list gsgrp4
Refer to the “GigaSMART GTP Whitelisting and GTP Flow
Sampling” section in the GigaVVUE Fabric Management
Guide details and examples.

e netflow—Enables NetFlow generation.
For example:
(config) # gsop alias gsop2 flow-ops netflow
port-list gsgrp5
Refer to the “GigaSMART NetFlow Generation” section in
the GigaVUE Fabric Management Guide for details and
examples.

e sip-flowsample—Enables SIP flow sampling for SIP/RTP.
Examples:
(config) # gsop alias sip-flowsample-no-lb flow-
ops sip-flowsample port-list gsg2
(config) # gsop alias sip-flowsample flow-ops sip-
flowsample Ib app sip metric hashing key caller-
id port-list gsgl
Refer to the GigaSMART SIP/RTP Correlation section in
the GigaVUE Fabric Management Guide for details and
examples.

e sip-whitelist—Enables SIP forward listing for SIP/RTP.
Examples:
(config) # gsop alias sip-whitelist-no-lb flow-ops
sip-whitelist port-list gsg2
(config) # gsop alias sip-whitelist flow-ops sip-
whitelist Ib app sip metric hashing key caller-id
port-list gsgl

e diameter-flowsample—Enables diameter flow sampling.
Examples:
(config) # gsop alias diameter-s6a-flowsample
flow-ops diameter-flowsample port-list gsgroupl
(config) # flow-ops diameter-flowsample Ib app
diameter metric hashing key username port-list
gsgroupl

e diameter-whitelist—Enables diameter forward listing.
Examples:

(config) # gsop alias diameter-s6a-wl flow-ops
diameter-whitelist port-list grpl

(config) # gsop alias diameter-s6a-wl flow-ops
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diameter-whitelist Ib app diameter metric
hashing key username

Refer to the “GigaSMART SIP/RTP Correlation” section in the
GigaVUE Fabric Management Guide for details and
examples.

e 5g-whitelist—Enables 5g-forward listing.
e 5g-flowsampling—Enables 5g-flowsampling.

inline-ssl <inline SSL profile alias>

Attaches the inline SSL profile to a GigaSMART operation by
specifying the alias of the profile.

For example:
(config) # gsop alias issl1-gsop inline-ssl
sslprofile port-list gsgrpl
Refer to apps inline-ssl for information on profiles for inline
SSL decryption.

Ib app <asf| gtp | tunnel> metric <It-
bw | It-pkt-rate | round-robin | It-
conn | It-tt-traffic | wt-1t-bw | wt-It-
pkt-rate | wt-round-robin | wt-It-
conn | wt-It-tt-traffic | | wt-It-tt-traffic |
wt-imsi | wt-supi | hashing [key
<imsi | imei | msisdn]> hash <ip-only
<inner | outer> | ip-and-port <inner |
outer> | 5-tuple <inner | outer> |
gtpu-teid>

apps enhanced-Ib alias <elb-name>
hash-field <add
|delete><LIST><inner|outer>exit

Configures stateful or stateless load balancing.

e app <asf | gtp | tunnel> metric—Configures the
following stateful load balancing metrics for ASF, GTP, or
tunnel:

m [t-bw—Ileast bandwidth. Not supported for tunnel.
= [t-pkt-rate—least packet rate

= round-robin—round robin

= [t-conn—least connection

= lt-tt-traffic—least cumulative traffic

n wt-lt-bw—weighted least bandwidth. Not
supported for tunnel.

» wt-lt-pkt-rate—weighted least packet rate
= wt-round-robin—weighted round robin
s wt-lt-conn—weighted least connection
= wt-It-tt-traffic—weighted least cumulative traffic
= wt-imsi—weighted IMS| stateful
= wt-supi—weighted SUPI stateful
o hashing—hashing (include key). The hashing key
only applies to the GTP stateful application.
e hash—Configures the following stateless load balancing
metrics:
= ip-only—source IP and destination IP addresses
= ip-and-port—source IP and destination IP
addresses, source port and destination port
numbers
m 5-tuple—source IP and destination |IP addresses,
source port and destination port numbers,
protocol field in IP header
= gtpu-teid—GTP-u tunnel ID
Also, configures the following field locations for hash:
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outer—first occurrence of header or field

inner—second occurrence of header or field

NoTE: There is no inner or outer field location for gtpu-
teid.

e apps enhanced-Ib alias <elb-name>—Configures the
following enhanced load balancing hash-field metrics:

= ip - source IP and destination IP addresses

m l4port - L4 source port and L4 destination port
numbers

m gtpu-teid - GPRS Tunnel Endpoint Identifier
(TEID)
Also, configures the following field locations for hash:

m outer—first occurrence of header or field
m inner—second occurrence of header or field

NOTE: There is no inner or outer field location for gtpu-
teid.

Refer to the “GigaSMART Load Balancing” section in the
GigaVUE Fabric Management Guide for details.

Ibapp <sip> metric hashing key caller-id | Configures stateful load balancing for SIP/RTP.

Examples:
(config) # gsop alias sip-fs-lb Ib app sip metric
hashing key caller-id flow-ops sip-flowsample
port-list gsgrp
(config) # gsop alias sip-wl-lb Ib app sip metric
hashing key caller-id flow-ops sip-whitelist port-

list gsgrp
Ibapp <diameter> metric hashing key Configures stateful load balancing for Diameter Sca.
<user-name | command code | session- Examples:
id>
d (config) #tgsop alias diameter-s6a-flowsample-sid
flow-ops diameter-flowsample |Ib app diameter
metric hashing key username port-list gsgroupl
(config) # gsop alias diameter-s6a-flowsample-
appid flow-ops diameter-flowsample Ib app
diameter metric hashing key username port-list
gsgroupl
app <diameter> metric multi-hash key | Configures the stateless load balancing for Diameter Sca.
user-name application-id command You must provide any of the following three keys for multi-
mode hashing:
--- user-name e user-name— Specifies the IMSI Diameter key.
--- command-code e command-code—Specifies the Commmand Code key.
--- session-id e session-id—Specifies the Diameter Session-ID.
--- end-to-end id e end-to-end-id—Specifies the End-to-End ID key.
e hop-by-hop-id— Specifies the Hop-by-Hop ID key.
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--- hop-by-hop-id e application-id—Specifies the Application ID key.
-- application-id e avp-code—Specifies the AVP-CODE key.

----- avp-code You can configure the avp-code as the last parameter. You
must provide the avp-code value while configuring the avp-
code.

Examples:

(config) # gsop alias gsop_or_imsi_hop_avp flow-
ops diameter-flowsample |Ib app diameter metric
multi-hash key user-name end-to-end avp-code
234 port-list groupl

(config) # gsop alias dia_fs_Ib flow-ops diameter-
flowsample |Ib app diameter metric multi-hash
key user-name application-id command-code
port-list grpl

app <<5g> metric hashing key <supi | pei | Configures the stateless load balancing for 5G. You must
gpsi>> provide any of the following three keys for multi-hashing:

e SUPI— Specifies the SUPI.
e pei—Specifies the pei.
e gpsi—Specifies the gpsi.

masking protocol none offset <0- Specifies the masking GigaSMART operation. Packets
9000> ipv4 offset <1-9000> ipv6 offset | processed by this GigaSMART operation mask the specified
<1-9000> udp offset <1-9000> tcp field with the supplied pattern. You can specify the field to
offset <1-9000> ftp-data offset <1- be masked either in terms of a static, hard-coded offset or

9000> https offset <1-9000> ssh offset | by using a relative offset from a specified packet header as
<1-9000> gtp offset <1-9000> gtp-ipv4 | follows:

offset <1-9000> gtp-udp offset <1-
9000> gtp-tcp offset <1-

9000> <pattern: 1-byte-hex> <length:
1-9600> sip content-type message/cpim

e Specify a protocol of none with an offset of O to indicate
the beginning of an Ethernet frame.

e Specify a static offset by supplying an offset, length, and
pattern. In the following example, masking starts at an
offset of 14 bytes by repeating the OxFF pattern for 88
bytes:

(config) # gsop alias mymask masking protocol
none offset 14 pattern ff length 88 port-list GS1

e Use one of the packet header and offset options to specify
a relative offset.

e pattern is the one-byte hexadecimal pattern used for the
masking.

e length specifies how much of the packet from the offset
should be masked.

Refer to the “GigaSMART Masking” section in the GigaVUE
Fabric Management Guide for details.

For SIP/RTP:
e content-type message/cpim is masking only for UDP.
Examples:

(config) # gsop alias sip-content-mask masking
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protocol sip content-type message/cpim port-list
gsgrp

(config) # gsop alias sip-fs-1b flow-ops sip-
flowsample Ib app sip metric hashing key caller-
id masking protocol sip content-type
message/cpim port-list gsgrp

(config) # gsop alias sip-wl-lb flow-ops sip-
whitelist Ib app sip metric hashing key caller-id
masking protocol sip content-type
message/cpim port-list gsgrp

port-list <GigaSMART group alias> Specifies the GigaSMART group that will be used to process

this GigaSMART operation.

Use the gsgroup command to create groups of GigaSMART

engine ports in a given chassis as follows:

e Each of the two GigaSMART engine ports in an SMT-HC3-
CO5 module on GigaVUE-HC3 can process packets at up
to 100Gb.

e The GigaSMART engine port in a GigaSMART-HCO
module on GigaVUE-HC2 can process packets at up to
40Gb.

e The GigaSMART engine port in the GigaVUE-HCI1 node
can process packets at up to 20Gb.

e The GigaSMART engine port in the GigaVUE-HB1 node
can process packets at up to 10Gb.

GigaSMART engine ports are numbered with an e prefix

using <bid/sid/el..e2> nomenclature—1/1/el, for example.

NoTE: The ports in a GigaSMART group can be on
different line cards in the same chassis. However, they
must all be on the same chassis.

NoTE: The slot ID for a GigaVUE-HCI1 chassis is fixed at 1.

NoTE: The bay ID for a GigaVUE-HC2 with a rear
GigaSMART module is fixed at 5. The bay ID for a
GigaVUE-HC2 with GigaSMART front modules or a
GigaVUE-HC3, will be 1to 4, depending on where the
module or modules are installed.

The number of GigaSMART engine ports available in a
chassis will depend on the number of GigaSMART line cards
or modules in the chassis—up to four in the GigaVUE-HC3,
and up to five in the GigaVUE-HC2 (four front GigaSMART
modules with one GigaSMART engine port each, and one
rear GigaSMART module with one GigaSMART engine).

The GigaVUE-HC1 has one GigaSMART engine port.

slicing protocol none offset <64- Specifies the slicing GigaSMART operation. Packets
processed by this GigaSMART operation are sliced after the
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9000> ipv4 offset <4-9000> ipv6
offset <4-9000> udp offset <4-

9000> tcp offset <4-9000> ftp-data
offset <4-9000> https offset <4-
9000> ssh offset <4-9000> gtp offset
<4-9000> gtp-ipv4 offset <4-
9000> gtp-udp offset <4-9000>
tcp offset <4-9000>

gtp-

specified packet header and offset or offset.

Refer to the “GigaSMART Packet Slicing” section in the
GigaVUE Fabric Management Guide for details.

ssl-decrypt in-port <<ingress port> |
any> out-port <<egress port> | auto>

Specifies the Passive SSL decryption GigaSMART operation
as follows:

e in-port—Specifies the destination port on which to listen.
It can be an ingress port number between 1and 65535 or
any, which means that traffic will be accepted on any
server port from 1-65535. Specifying a port number means
that traffic for SSL decryption will only be accepted from
that port number.

e out-port—Specifies the destination port on which to send
decrypted traffic. It can be an egress port number
between 1 and 65535 or auto, which means that the
outgoing server port is selected at random or by the
following port mapping:

Port: in-port—out-port:

IMAP: 993—143
POP3: 995—110
SMTP: 465—25
LDAP: 636—389
NNTP: 563—119
HTTP: 443—80

For example:

(config) # gsop alias ssl_dec ssl-decrypt in-port
any out-port auto port-list GSGROUP1

Optionally, the de-duplication GigaSMART operation can be

applied before SSL decryption. For example:

(config) # gsop alias ssl_dec ssl-decrypt in-port
any out-port 333 dedup set port-list gsgrpl

Refer to the “GigaSMART SSL Decryption for Out-of-Band
Tools” section in the GigaVUE Fabric Management Guide
for details.

strip-header erspan <0-1023> fabric-
path <dst-switch-id <0-(2A12-

1)>> <src-switch-id <0-(2A12-

1)>> fm6000-ts <gs | none | x12-

ts> generic anchor-hdrl <none | eth |

vian | mpls | ipv4 | ipv6 ><offset
<start | end | integer>><header-
count<1-32> [custom-len <1-

Specifies the strip-header GigaSMART operation to identify
and remove the following:

e erspan—Specifies an ERSPAN flow ID, from O to 1023. Use
this option to strip an ERSPAN header. Both ERSPAN
Type Il and Type Ill headers are supported. A flow ID of
zero is a wildcard value that matches all flow IDs.

o fabric-path—Specifies packets matching a
destination switch ID and source switch ID, for Cisco
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1500>]<anchor-hdr2 <none | eth | vian

| mpls | ipv4 | ipv6 | tcp | udp | any>>
gre gtp isl mpls mpls+vian vlan

<outer | all> vntag vxlan <0-(2A24-1)>

FabricPath headers. The dst-switch-id and src-
switch-id attributes are mandatory. Enter a value
from O to 4095 (<0-(2412-1)>) for a 12-bit switch ID.
Enter O to strip all switch IDs.
e fm6000-ts—Specifies how to handle the FM6000
timestamp, as follows:

o0 gs—Specifies to strip the FM6000 timestamp, convert
to UTC, and add the UTC timestamp to the
GigaSMART trailer.

o0 none—Specifies to strip the FM6000 timestamp.

o Xx12-ts—Specifies to strip the FM6000 timestamp,
convert to UTC, and add the UTC timestamp to the
PRT-HOO-X12TS trailer.

e generic—Specifies to strip any arbitrary header from the
packet, by using the offset and the length of the header.
o anchor-hdr1—Specifies the protocol from where
GigaSMART should start stripping the header. The
protocols supported are as follows:
m none —starts stripping the header from the start of
the packet

m eth—starts stripping the packet from Ethernet
header

m vlan—starts stripping the packet from VLAN header

» mpls—starts stripping the packet fromm MPLS header

= ipv4— starts stripping the packet from IPv4 header

= ipv6— starts stripping the packet from IPv6 header

o offset—Specifies exactly from which end of the first

anchor header the stripping operation should start.
The following offset can be specified:

m start—starts stripping the packet from the left end
of the first anchor header.

» end—starts stripping the packet from the right end
of the first anchor header.

= <integer>—starts stripping the packet from the
specified integer offset of the first anchor header.
The integer value depends on the anchor-hdrl.
o header-count—Specifies how many headers from the
offset GigaSMART should remove. The header count
value can be 1to 32.

o anchor-hdr2—Specifies the protocol that should
become the next header after the stripping operation
is complete. The protocols supported are as follows:

m nhone —specifies that the next possible header is
none

m eth—specifies that the next possible header is
Ethernet
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= vlan—specifies that the next possible header is
VLAN

» mpls—specifies that the next possible header is
MPLS

= ipv4— specifies that the next possible header is IPv4
= ipv6— specifies that the next possible header is IPv6
m tcp—specifies that the next possible header is TCP

» udp—specifies that the next possible header is UDP

m any—specifies that the next possible header can be
any of the above headers in the packet.

strip-header (continued) e gre—Specifies outer IPv4/GRE headers.

e dtp, isl—Specifies header and trailer of ISL or GTP-
encapsulated packets (tunneled packets).

e mpls, mpls+vlan, vlan, vntag, vxlan—Specifies MPLS
headers, VLAN headers, MPLS and VLAN headers, VN-Tag,
or VXLAN headers.

For VXLAN headers, you can either strip all VXLAN packets

with a matching header value or, alternatively, enter a value

of O for the VXLAN ID to strip the headers from all VXLAN
packets. The syntax is as follows:
(config) # gsop alias <alias> strip-header vxlan
<0-(2A24-1)>
Refer to the “GigaSMART Header Stripping” section in the
GigaVUE Fabric Management Guide for details.

trailer add crc <enable | disable> Specifies the trailer GigaSMART operation and whether to
<srcid <enable | disable> remove include or remove the GigaSMART trailer with this
operation.

The Gigamon trailer is mandatory for some features (for
example, including a Source ID field indicating the port
where a packet arrived on the GigaVUE-OS H Series node)
and optional for others (slicing and masking). The
arguments are as follows:

e crc—Specifies whether to include the original packet’s
CRC as a field in the trailer.

NoTE: The modified packet’s actual CRC is always
recalculated to reflect its new length. This argument only
specifies whether to include the original packet's CRC as a
field in the trailer.

e srcid—Specifies whether to include the Source ID field as
a field in the trailer. The Source ID field indicates the port
where a packet entered the Gigamon Visibility Platform.

e remove—Specifies the trailer to remove. This argument
cannot be combined with other operations. It is useful in
situations where you have cascade connections—a tool
port receiving packets with a GigaSMART trailer is
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physically cabled to a GigaVUE-OS network port, sending
the packets received on the tool port back into a
GigaVUE-OS H Series node. In cases like these, you may
want to remove the GigaSMART trailer before the packets
are forwarded to other tools.

Refer to the “Using GigaSMART Trailers” section in the
GigaVUE Fabric Management Guide for details.

tunnel-decap type custom <portsrc <0- | Specifies the tunnel-decap GigaSMART operation to use in

65535> portdst <0-65535>> erspan conjunction with a tunneled network port to configure the
flow-id <0-1023> gmip portdst <O- receiving end of a tunnel.
65535> I2gre key <0~(2732-1)> vxlan You can use a tunnel-decap port on a GigaVUE-OS H Series

<portsrc <0-65535> portdst <1-65535>

node to receive and decapsulate tunneled traffic. Specify
vni <0~(2A24-1)>>

the type of tunnel in the command as follows:

e custom—Specifies custom tunnel termination at
GigaSMART, with a source and destination port in the
range from O to 65535. When the source or destination
port is O, the packet will not check for the presence of a
Layer 4 (L4) header or will not be validated against the L4
port if present in packet. Refer to the “GigaSMART
Custom Tunnel Decapsulation” section in the GigaVUE
Fabric Management Guide.

e erspan flow-id—Specifies an ERSPAN flow ID, from O to
1023. Use this option when decapsulating traffic received
over a Cisco-standard ERSPAN tunnel. Both ERSPAN Type
Il'and Type Il headers are supported. A flow ID of O
decapsulates all ERSPAN tunnel traffic regardless of flow
ID. Refer to the “GigaSMART ERSPAN Tunnel
Decapsulation” section in the GigaVVUE Fabric
Management Guide for details.

e gmip portdst—Specifies the UDP port, from O to 65535,
on which the tunnel network port on the receiving
GigaVUE-OS H Series is listening. Use this option when
decapsulating traffic from a GigaSMART-enabled node.
The setting must match the configuration of the portdst
configured on the sending end of the tunnel. Refer to the
“GigaSMART IP Encapsulation/Decapsulation
(GigaSMART Tunnel)" section in the GigaVVUE Fabric
Management Guide for details.

e l2gre key—Specifies the type of tunnel to decapsulate
the packet and the GRE key to be validated in the GRE
decapsulation. Only packets matching the key values will
be decapsulated. Other packets will be dropped.The key
is a 32-bit value. The range is from zero (0) to 2°2 - 1. If you
configure the key as O, the key field is not validated, that
is, the key field in the packet can have any value or no
value. Refer to the “GigaSMART Layer 2 GRE Tunnel
Encapsulation/Decapsulation” section in the GigaVUE
Fabric Management Guide for details.
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e vxlan—Specifies VXLAN tunnel termination at
GigaSMART, with a source UDP port in the range from O
to 65535, a destination port in the range from 1to 65535,
and a VXLAN Network Identifier (VNI) in the range from O
to 224 - 1. When the source port is O, the packet will not be
validated against the L4 source port. When the VNI is O,
all VXLAN identifiers will be stripped. Refer to the
“GigaSMART VXLAN Tunnel Decapsulation” section in the
GigaVUE Fabric Management Guide for details.

Examples:
(config) # gsop alias tun_decap tunnel-decap
type l2gre key 12314 port-list gsportl
(config) # gsop alias de_tunnell tunnel-decap
type custom portsrc 100 portdst 4789 port-list
gsgroupl
(config) # gsop alias de_tunnel2 tunnel-decap type vxlan
portsrc 100 portdst 100 vni 10 port-list gsgroupl

tunnel-encap type gmip <portsrc <0- Specifies the tunnel-encap type, GMIP, to use in conjunction
65535> portdst <0-65535> ipdst <IP with a network port that is associated with an IP interface to
address>> [dscp <0-63>] [prec <0-7>] | configure the sending end of a tunnel.

[tt]l <1-255>] GigaSMART tunnels send traffic arriving from a GigaSMART-

enabled node over the Internet to a second GigaSMART-
enabled node where the traffic is decapsulated and made
available to local packet distribution. The arguments are as
follows:

e portsrc—Specifies the UDP port, from O to 65535, used in
the headers of tunneled packets sent to the destination.

e portdst—Specifies the UDP port, from O to 65535, on
which the network port that is associated with an IP
interface and residing on the destination node is
listening. The portdst must match the configuration of
the corresponding tunnel-decap operation’s portdst.

e ipdst—Specifies the IP address of the port, that is
associated with the |P interface alias, on the destination
GigaSMART-enabled node.

By default, the tunnel-encapsulation application copies the
ToS byte from the inner packet to the header of the tunnel
packet, ensuring the same values. Similarly, TTL is
automatically set to ensure delivery of packets from the
sending node to the receiving node. However, you can use
the following options to change the QoS assigned to
tunneled packets:
e dscp—Specifies a decimal DSCP value from 0 to 63 to be
used in the ToS byte of the outer headers of tunneled
packets. The default is O.

e prec—Specifies a decimal precedence value from O to 7
to be used in the ToS byte of the outer headers of
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tunneled packets. The default is O.

e ttl—Specifies the TTL value. If you find that tunneled
packets are expiring in transit from source to destination,
you can increase the TTL value used in the outer headers
of tunneled packets with this option. Increasing the TTL
allows tunneled packets to transit more hops before
expiring (each hop decrements a packet's TTL by one).
The values are from 1to 255. The default is 255.

Refer to the GigaSMART IP Encapsulation/Decapsulation
(GigaSMART Tunnel) section in the GigaVUE Fabric
Management Guide for details.

tunnel-encap type l2gre ip6dst <IPv6
destination address> key <0~(2A32-
1)> [dscp <0-63>] [flow-label <O~

(2A20-1)>] [prec <0-7>] [ttl <1-255>]

Specifies the type of tunnel, Layer 2 GRE, to encapsulate the
packet. The arguments are as follows:

e ip6dst—Specifies the IPv6 destination address to be used
in the encapsulation.

e key—Specifies the key to be added in the GRE
encapsulation. The key is a 32-bit value. The range is from
zero (0) to 2%2 - 1. If you configure the key as 0, the GRE
header will not carry the key field and the key bit will be
set to 0. Use the same GRE key at tunnel-encap and
tunnel-decap ends for successful tunneling.

NoOTE: Use the same GRE key at tunnel-encap and tunnel-
decap ends for successful tunneling.

e dscp—Specifies a decimal DSCP value from O to 63 to be
used in the ToS byte of the outer headers of tunneled
packets. The default is O.

e flow-label—Specifies a label to identify a particular flow.
The flow label is a 20-bit value. The range is from zero (0)
to220-1.

e prec—Specifies a decimal precedence value from O to 7
to be used in the ToS byte of the outer headers of
tunneled packets. The default is O.

e ttl—Specifies the TTL value. If you find that tunneled
packets are expiring in transit from source to destination,
you can increase the TTL value used in the outer headers
of tunneled packets with this option. Increasing the TTL
allows tunneled packets to transit more hops before
expiring (each hop decrements a packet's TTL by one).
The values are from 1to 255. The default is 255.

For example:

(config) # gsop alias gs_tunnel tunnel-encap
type l2gre ip6dst 2001::3 key 5 flow-label 2452 ttl
25 dscp 62 prec 3 port-list gsopl

tunnel-encap type l2gre ipdst <IP
address> key <0~(2A32-1)> pgdst <port
group hame> key <0~(2A32-1)>

Specifies the tunnel-encap type, Layer 2 GRE, to use in
conjunction with a tunneled network port to configure the
sending end of a tunnel.
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Argument Description

session-field <3-tuple-any | 3-tuple-ipv4 |
3-tuple-ipv6 | 5-tuple-any | 5-tuple-ipv4 |
5-tuple-ipv6 | ip-any | ipv4-only |
ipv6-only> <inner | outer>

The arguments are as follows:

e ipdst—Specifies the IP address (IPv4) of the port, that is
associated with the |P interface alias, on the destination
GigaSMART-enabled node.

e pgdst—Specifies the port group destination.

e key—Specifies the GRE key that identifies the source of
the tunnel. The key is a 32-bit value. The range is from
zero (0) to 232 - 1. If you configure the key as O, the GRE
header will not carry the key field and the key bit will be
set to 0. Use the same GRE key at tunnel-encap and
tunnel-decap ends for successful tunneling.

e session-field—Specifies the attributes of a session field
for stateful load balancing as follows:

= 3-tuple-any—Specifies any IPv4/IPv6 3-tuple-based
session.

m 3-tuple-ipv4—Specifies an IPv4 3-tuple-based
session. The hash value is extracted from the
combination of ipv4-src, ipv4-dst, ipv4-protocol.

s 3-tuple-ipv6—Specifies an IPv6 3-tuple-based
session. The hash value is extracted from the
combination of ipve-src, ipve-dst, ipve-protocol.

» 5-tuple-any—Specifies any IPv4/IPv6 5-tuple-based
session.

= 5-tuple-ipv4—Specifies an IPv4 5-tuple-based
session. The hash value is extracted from the
combination of ipv4-src, ipv4-dst, |4port-src,
l4port-dst, ipv4-protocol.

= 5-tuple-ipv6—Specifies an IPv6 5-tuple-based
session. The hash value is extracted from the
combination of ipve-src, ipve-dst, 14port-src,
l4port-dst, ipve-protocol.

= ip-any—Specifies any IPv4/IPv6-based session.

= ipv4-only—Specifies an IPv4-only-based session.
The hash value is extracted from the combination
of ipv4-src, ipv4-dst

= ipv6-only—Specifies an IPv6-only-based session. The
hash value is extracted from the combination of
ipv6-src, ipvo-dst

In addition, for all session fields, specify the following:
outer—the first occurrence of the header in the
packet
inner—the second occurrence of the header in
the packet

Examples:

(config) # gsop alias tun_encap tunnel-encap
type l2gre ipdst 1.1.1.1 key 123214 port-list gsportl
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Argument

Description

(config) # gsop alias gsop1 tunnel-encap type
I2gre pgdst pgl key 10 session-field 5-tuple-ipv4
outer Ib app tunnel metric round-robin port-list
gsportl

(config) # gsop alias gsop2 tunnel-encap type
I2gre pgdst pgl key 123 |Ib hash 5-tuple outer
port-list gsportl
Refer to the GigaSMART Layer 2 GRE Tunnel
Encapsulation/Decapsulation section in the GigaVUE
Fabric Management Guide for details.

Related Commands

The following table summarizes other commands related to the gsop command:

Task

Displays all GigaSMART operations.

Command

# show gsop

Displays a specified GigaSMART operation.

# show gsop alias gsopl

Displays all GigaSMART operations.

# show gsop all

Displays GigaSMART operations by application.

<add-header | dedup | apf | asf | flow-
sampling | flow-filtering | Ib | masking |
slicing | strip-header | trailer | tunnel-
decap | ssl-decrypt>

Displays statistics for all GigaSMART operations.

# show gsop stats

Displays statistics for a specified GigaSMART operation.

# show gsop stats alias gsopl

Displays IP fragmentation statistics for a specified
GigaSMART operation.

# show gsop stats alias gsopl ip-frag

Displays statistics for all GigaSMART operations.

# show gsop stats all

Displays detailed statistics for all GigaSMART operations.

# show gsop stats all detail

Displays statistics of all GigaSMART operations using a
particular GigaSMART application.

by-application <add-header | dedup | apf
| asf | flow-sampling | flow-filtering | Ib |
masking | slicing | strip-header | trailer |
tunnel-decap | ssl-decrypt>

Displays statistics in a particular GigaSMART group.

by-gsgroup gsgl

Deletes a specified GigaSMART operation.

(config) # no gsop alias gsopl

Deletes all GigaSMART operations.

(config) # no gsop all

gsparams

Required Command-Line Mode = Configure
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Use the gsparams command to set options for GigaSMART operations on GigaVUE-OS
H Series nodes.

This command does not apply to GigaVUE-OS TA Series nodes.

The gsparams command has the following syntax:

gsparams gsgroup <GigaSMART group alias>
apptcp-lb <enable | disable>
apptcb-lb <application | control> <broadcast | drop>
cpu utilization type total rising <20-99%>
dedup-action <count | drop>
dedup-ip-tclass <ignore | include>
dedup-ip-tos <ignore | include>
dedup-tcp-seq <ignore | include>
dedup-timer <10-500000us>
dedup-vlan <ignore | include>
diameter-s6a-session <limit | timeout>
diameter-packet <timeout>

diameter-whitelist <add <diameter whitelist file alias> | delete>
eflow <enable | disable>
eflow interval <0- 3600>
eflow packet-count <integer>
eflow packet-ratio <0-100>
eflow logging <enable | disable>
eng-watchdog-timer <<60-600> | disable>
erspan3-timestamp format <gs | none | x12-ts>
flow-mask <disable | enable <default | offset <0-111> length <1-112>>>
flow-sampling-device-ip-ranges
add ip4addr <IP address> <netmask>
delete <all | <ip-id <1-64>>
flow-sampling-rate <5-95%>
flow-sampling-timeout <1-60 min>
flow-sampling-type <device-ip | device-ip-in-gtp>
5g-flow timeout <1-6000 in unit of 10 minutes>
generic-session-timeout <5-600 seconds>
gtp-control-sample <disable | enable>
gtp-randomsample <disable | enable>
gtp-randomsample interval <12-48 hours>
gtp-flow timeout <1-6000 in the unit of 10 minutes>
gtp-persistence
disable
enable
file-age-timeout <10-1440>
interval <10-1440>
restart-age-time <10-1440>

gtp-whitelist <add <GTP whitelist file alias> | delete>

hsm-group
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add <HSM group alias>
delete
ip-frag
forward <disable | enable>
frag-timeout <5-180 sec>
head-session-timeout <15-240 sec>
Ib
failover <disable | enable>
failover-thres It-bw <threshold bandwidth 50-90%> | It-pkt-rate <packet rate 500-
5000kpps>
replicate-gtp-c <disable | enable>
use-link-spd-wt <disable | enable>
netflow-monitor <add <monitor name> | delete>

3gpp-node-role [control | user [<1-12000> standalone] | disable][ 5G | LTE ] [<1-10000>]] [<1-
12000> standalone]

resource
buffer-asf <<2-5> | disable>
cpu overload-threshold <<50-90> | disable>
hsm-ssl
buffer <<1-3> | disable>
packet-buffer <20-3000>
packet-buffer overload-threshold <<50-80> | disable>

inline-ssl

standalone <enable | disable>
rtp-port range <1~65535 | x..y>

sffp-profile <add | delete> <sffp-profile alias>
sip-portlist <1-65535>
sip-session timeout <30-300>
sip-tcp-idle-timeout <20-600>
sip-whitelist
add <SIP whitelist file>
delete

sip-nat <disable | enable>
ssl-decrypt
decrypt-fail-action <drop | pass-tool>
disable
enable
hsm-pkcsll
dynamic-object <disable | enable>
load-sharing <disable | enable>
hsm-timeout <2-5000>
key-cache-timeout <1-86400>
key-map
add service <service alias> key <key alias>
delete service <<service alias> | all>
non-ssl-traffic <drop | pass>
pending-session-timeout <30-120>
session-timeout <30-3600>
tcp-syn-timeout <20-600>
ticket-cache-timeout <1-86400>
tunnel-health-check
action <drop | pass>
disable
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dstport <destination port for UDP>

enable

interval <5-600>

protocol <icmp | udp>

rcvport <receive port on decapsulation side>
retries <1-5>

roundtriptime <1-4>

srcport <source port for UDP>

The following table describes the arguments for the gsparams command:

Argument Description

gsgroup <GigaSMART group alias> Specifies the alias for this GigaSMART group.
apptcp-lb Specifies the TCP load balancing options as follows:
<enable | disable> e enable—Enables the application TCP load balancing.
<application | control> <broadcast | e disable—Disables the application TCP load balancing.
| drop > e The default is disable.

e Drop—Packets are sent to the collector if collectore is
configured. Drops the packets if the collector is not
configured.

e Broadcast—Broadcast all the packets to all the ports
configured as part of all the maps.

e application—Specifies unknown application message action.

e control—Specifies the TCP control message action

cpu utilization type total rising <20- | Specifies GigaSMART CPU utilization options as follows:
99%> e rising—Configures the rising threshold for GigaSMART CPU
statistics. The default is 90%.

This command sets the rising threshold on the GigaSMART

engine port(s), as a percentage from 20 to 99.

A CPU utilization alarm can be sent when the rising threshold is

exceeded. Alarms are reported to all configured SNMP trap

destinations and recorded in the log file.

For example:

(config) # gsparams gsgroup ggl cpu utilization type
total rising 95

Refer to the “CigaSMART CPU Utilization Statistics” section in

the GigaVUE Fabric Management Guide for details.

dedup-action <count | drop> Specifies whether duplicate packets are to be counted or
dropped by GigaSMART as follows:

e count—Counts the duplicate packets, but does not drop
them.

e drop—Drops the duplicate packets.

e The default is drop.

For example:

(config) # gsparams gsgroup gs2portl dedup-action
count
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Argument Description

Refer to the GigaSMART De-duplication section in the GigaVUE
Fabric Management Guide for details.

dedup-timer <10-500000us> Configures the time interval within which an identical packet will
be considered a duplicate. The greater the interval over which
traffic can be checked for duplicates, the higher the accuracy of
the de-duplication detection and subsequent elimination. The
default is 50000ps.

For example, if two of the same packets are seen in the specified
time interval, the packets will be detected as duplicates. If one
packet is seen in the time interval and another packet is seen in
a later time interval, the packets will not be detected as
duplicates.

Retransmissions are not counted as duplicates.

For example:
(config) # gsparams gsgroup gs2portl dedup-timer
55000

Refer to the “GigaSMART De-duplication” section in the GigaVUE
Fabric Management Guide.

dedup-ip-tclass <ignore | Fine-tunes how duplicates are detected. You can configure the
include>dedup-ip-tos <ignore | packet fields that are used to detect duplicates.
include>dedup-tcp-se.q <ignore | Different network implementations can change certain packet
!nclude>dedup-vlan <ignore | header fields (for example, the TCP sequence number). If you
include> want to be able to detect duplicates without requiring that these

fields match (ToS field, TCP sequence number, VLAN ID), you can
disable the corresponding option. The options are as follows:

e dedup-ip-tclass—Ignores or includes IPv6 traffic class. Use for
IPv6. The default is include.

e dedup-ip-tos—Ignores or includes the IP ToS bits when
detecting duplicates. Use for IPv4. The default is include.

e dedup-tcp-seq—Ignores or includes the TCP Sequence
number when detecting duplicates. The default is include.

e dedup-vlan—Ignores or includes the VLAN ID when detecting
duplicates. The default is ignore.

Include means the field will be included when GigaSMART
compares packets.

Ignore means the field will be ignored when GigaSMART
compares packets.

For example:
(config) # gsparams gsgroup gs2portl dedup-tcp-seq
ignore

Refer to the “GigaSMART De-duplication” section in the GigaVUE
Fabric Management Guide for details.

diameter-s6a-session <limit | Specifies the Diameter S6a session options as follows:
timeout> e limit—Number of Session to allocate for Diameter S6a.

e timeout—Diameter S6A session inactivity timer in seconds.
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Argument Description

diameter-packet <timeout> Specifies the Diameter Sca packet options as follows:

e timeout—Diameter S6A packet inactivity timer in seconds

diameter-whitelist <add <diameter Specifies the alias of the diameter forward list file to associate
whitelist file alias | delete> with a GigaSMART group (add) or to disassociate from a
GigaSMART group (delete).

For example:

(config) # gsparams gsgroup ggl diameter-whitelist
add wifl

(config) # gsparams gsgroup ggl diameter-whitelist
delete

eflow <enable | disable>
eflow interval <0- 3600>

Specifies the elephant flow options as follows:

e enable—Enables the detection of elephant flow in the traffic in

- <i > . . . .
eflow packet-count <integer Application Filtering Intelligence.

eflow packet-ratio <0-100> e disable—Disables the detection of elephant flow in the traffic

eflow logging <enable | disable> in Application Filtering Intelligence. The default is disable.

e interval—The interval within which packet-count and packet-
ratio for a traffic flow are examined. The interval should be
specified in seconds. The range lies between 0 to 3600. Specify
the interval as O to ignore this parameter. The default value is 2
secs.

NOTE: It is recommended to change the interval value as O
after collecting the required parameters.

e packet-count— the maximum number of packets to be
received by the flow within the given interval to categorize the
flow as an elephant flow. The default value is 10,000.

e Packet Ratio— The percentage concentration of the packets
in the flow to the packets seen overall by the gsgroup. Specify
O to ignore this parameter. The default value is 0.

e logging—Prints the parameters of the elephant flow including
the 5-tuple information into the GigaSMART logs. The default

is disable.
eng-watchdog-timer <<60-600> | Specifies the engine watchdog timer. In rare scenarios, a packet
disable> processing core in the CPU of a GigaSMART engine can enter a

deadlocked state. The engine watchdog timer detects the issue
and reloads the GigaSMART engine after a specified number of
seconds.

If a core is in a deadlocked state, all packets are dropped.
This parameter specifies the engine watchdog timer as follows:

e 60-600—Enables the engine watchdog timer and specifies the
number of seconds to wait before restarting the GigaSMART
engine.

e disable—Disables the engine watchdog timer.

e The default is enabled. The default value for the timer is 60
seconds.
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Argument Description

For example, to change the engine watchdog timer from the
default, specify a value within the range of values:

(config) # gsparams gsgroup gsgl eng-watchdog-
timer 100

For example, to disable the engine watchdog timer:

(config) # gsparams gsgroup gsgl eng-watchdog-
timer disable

erspan3-timestamp format <gs | Specifies the ERSPAN Type Il timestamp trailer format for tunnel
none | x12-ts> decapsulation as follows:

e gs—Specifies GigaSMART timestamp trailer format.
e none—Specifies no timestamp trailer.
e XI2-ts—Specifies PRT-HOO-X12TS timestamp trailer format.
e The default is none.
For example:
(config) # gsparams gsgroup gsg_erspan erspan3-
timestamp format gs
Refer to the “GigaSMART ERSPAN Tunnel Decapsulation”
section in the GigaVUE Fabric Management Guide.

flow-mask <disable | enable <default | Specifies parameters for flow masking to improve GigaSMART

| offset <0-111> length <1-112>>> packet processing for traffic containing MPLS, L2GRE, or VNTag

headers as follows:

e disable—Disables flow masking.

e enable—Enables flow masking as follows:

e default—Specifies a default offset of 14 bytes and a default
length of 28 bytes.

e offset—Specifies the number of bytes from the beginning of
the packet to the start of the mask within the packet. The
values range from O to 111.

e length—Specifies the number of bytes, following the offset, to
mask within the packet. The length identifies a traffic flow. The
values range from 1to 112.

e The default is disable.

Masking bytes are limited to 112 bytes from the beginning of the

packet. The offset plus length cannot be greater than 112.

Examples:
(config) # gsparams gsgroup ggl flow-mask enable
default
(config) # gsparams gsgroup ggl flow-mask enable
offset 38 length 8
(config) # gsparams gsgroup ggl flow-mask disable

Refer to the “CigaSMART MPLS Traffic Performance
Enhancement” section in the GigaVUE Fabric Management
Guide for details.

flow-sampling-device-ip-ranges Specifies FlowVUE sampling parameters as follows:
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Argument Description

add ip4addr <IP address> <netmask>
| delete <all | <ip-id <1-64>>flow-
sampling-rate <5-95%> flow-
sampling-timeout <1-60 min> flow-
sampling-type <device-ip | device-
ip-in-gtp>

e flow-sampling-device-ip-ranges—Specifies the range of IP
addresses that identify a valid device.

o flow-sampling-rate—Specifies how much GTP traffic from
subscribers in the specified IP ranges is sampled. The values
range from 5 to 95%.

o flow-sampling-timeout—Specifies after how much time a
flow/device in a sampled IP range is declared idle and is no
longer sampled. The values range from 1to 60 minutes.

o flow-sampling-type—Specifies whether inner or outer IP
addresses are used for FlowVUE sampling as follows:

e device-ip—Specifies a sample subset of devices based on IP
address.

e device-ip-in-gtp—Specifies a sample subset of devices based
on inner IP address in the GTP-u tunnel.

For example:
(config) # gsparams gsgroup gsgl flow-sampling-
type device-ip-in-gtp
Use gsparams to configure these values and show gsparams
command to verify these parameters. Refer to the “CigaSMART

FlowVUE" section in the GigaVVUE Fabric Management Guide for
details and examples on FlowVUE.

5g-flow timeout <1-6000 in unit of 10
minutes>

Disconnects a 5G session if it is inactive for the specified timeout
value.

The timeout can be configured as an integer from 1to 6000,
with an incremental value of 10 minutes. The default value is 48
(480 minutes).

generic-session-timeout <5-600
seconds>

Specifies the maximum timeout for a session entry in the session
table. This is a global session timeout for the specified
GigaSMART group.

The values are from 5 to 600 seconds. The default is 5 seconds.
For example:
(config) # gsparams gsgroup gsgl generic-session-
timeout 30
Currently, this timeout only applies to tunnel load balancing for
L2GRE tunnel encapsulation. Refer to the “Load Balancing
across Tunnel Endpoints” section in the GigaVVUE Fabric
Management Guide.

gtp-control-sample <disable |
enable>

Enables or disables sampling of GTP control plane (GTP-c) traffic
as follows:

e enable—Specifies that GTP-c packets will be sampled. Only
the indicated percentage of the control traffic that matches
any of the flow sampling rules will be sent to the tool ports
specified in the flow sampling maps.

e disable—Specifies that GTP-c packets will not be sampled.
100% of the control traffic that matches any of the flow
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Argument Description

sampling rules will be sent to the tool ports specified in the
flow sampling maps. Control traffic for both accepted and
rejected sessions will be sent.

e The default is enable.

For example:
(config) # gsparams gsgroup ggl gtp-control-sample
disable

Refer to the “GTP Flow Sampling” section in the GigaVUE Fabric
Management Guide.

gtp-randomsample <disable |
enable>

Enables or disables sampling of GTP random sample as follows:
e enable—Specifies that GTP will be random sampled.

e disable—Specifies that GTP will not be random sampled.

e The default is disable.

gtp-randomsample interval <12-48
hours>

Specifies the rotation interval for random sampling. The
minimum value is 12 hours and the maximum value of the
interval is 48 hours.

gtp-flow timeout <1-6000 in the unit
of 10 minutes>

Disconnects a GTP session if it has been inactive for the timeout
value. The timeout can be configured as an integer from 1to
6000, in increments of 10 minutes. The default is 48, which is 480
minutes, which is 8 hours.

For example:

(config) # gsparams gsgroup ggl gtp-flow timeout 60

gtp-

persistence disable enable file-
age-timeout <10-1440> interval <10-
1440> restart-age-time <10-1440>

Specifies GTP persistence options for recovering sessions from a
restart as follows:

e disable—Disables GTP persistence.
e enable—Enables GTP persistence. The default is disable.

o file-age-timeout—Specifies the time the backup file is
considered to be valid, in minutes. After this timeout expires,
the backup file is considered to be stale. The default is
30 minutes.

e interval—Specifies the time interval between backups, in
minutes. The default is 10 minutes.

e restart-age-timeout—Specifies the time interval following a
reboot for aging out sessions, in minutes. This is a shorter
interval than that specified using the gtp-flow timeout. The
gtp-flow timeout disconnects a GTP session if it has been
inactive for the timeout value, which has a default of 8 hours.
The restart-age-timeout default is 30 minutes.

Examples:
(config) # gsparams gsgroup gsg4 gtp-persistence
enable
(config) # gsparams gsgroup gsg4 gtp-persistence
inteval 15

gtp-whitelist <add <GTP whitelist

Specifies the alias of the GTP forward list file to associate with a
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Argument Description

file alias>| delete> GigaSMART group (add) or to disassociate from a GigaSMART
group (delete).

For example:

(config) # gsparams gsgroup ggl gtpwhitelist add
wifl

(config) # gsparams gsgroup ggl gtp-whitelist delete

You can also add multiple alias of the GTP forward list
file to associate with a GigaSMART group (add).

For example:

(config) # gsparams gsgroup ggl gtp-whitelist add
wifl

(config), add w2f2
(config), add w2f2
(config)# add w3f3

(config)
hsm-group Configures an SSL Hardware Security Module (HSM) group as
add <HSM group alias> follows:
delete e add—Adds an HSM group to a GigaSMART group.

o delete—Deletes an HSM group from a GigaSMART group. Only
one HSM group can be configured.

Examples:

(config) # gsparams gsgroup ggl hsm-group add
hsm-set

(config) # gsparams gsgroup ggl hsm-group delete

ip-frag forward <disable | Specifies IP fragmentation options as follows:
enable> frag-timeout <5-180 e forward—Enables or disables IP fragmentation forwarding.
sec> head-session-timeout <15-240

cecs e frag-timeout—Defines how long non-head fragment packets

will stay in the system, from 5 to 180 seconds.

e Sometimes non-head fragment packets arrive before their
head fragment packet. GigaSMART will keep the packets and
wait for their head fragment packet to arrive. If the head
fragment packet does not arrive within this timeout value, the
fragmented packets will be dropped.

e head-session-timeout—Defines how long the session entry
stays in the system, from 15 to 240 seconds.

A session entry is created when a new head fragment packet is
received. When subsequent fragment packets arrive, the
information in this session will be used to forward the
fragmented packets to the same destination as the head
fragment packet.

For example:

(config) # gsparams gsgroup gsgl ip-frag frag-
timeout 30
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Argument Description

Ib failover <disable |

enable> failover-thres It-bw
<threshold bandwidth 50-90%> |
It-pkt-rate <packet rate 500-

5000kpps>
| enable>
enable>

replicate-gtp-c <disable
use-link-spd-wt <disable |

Specifies load balancing options as follows:

e failover—Enables or disables failover when tool ports are
down or thresholds to other tool ports in the load balancing
port group are exceeded. The default is disabled. A GigaSMART
application failover will occur no more than once in 30
seconds.When the load balance metric is hashing, traffic
continues to be sent to the hashed tool port until the port
goes down. When a tool port goes down, traffic is rehashed to
another tool port in the port group. No rehashing is done to
the existing session flow when a port comes up, even if it was
previously a down port.

e failover-thresh It-bw—Specifies failover threshold for Least
Bandwidth (It-bw) and Least Packet Rate (It-bw-rate) load
balancing metrics as follows:

e For lt-bw, the failover threshold is the percentage of the
maximum bandwidth of a tool port. For example, for a 1Gb
port, a failover threshold of 90% means that failover to another
tool port occurs when the bandwidth reaches 900Mbps. The
range is from 50% to 90%. The default is 80%.

e For It-pkt-rate, a tool port will failover to another tool port
when the packet rate is over the specified threshold, in
packets per second. The range is from 500k packets per
second (pps) to 5000k (5M). The default is TM.

e replicate-gtp-c—Enables or disables replicate GTP control
packets (GTP-c). The default is disabled.

e use-link-spd-wt—Enables or disables weight based on link
speed for Weighted Round Robin (wt-round-robin), Weighted
Least Bandwidth (wt-It-bw), Weighted Least Packet Rate (wt-
It-pkt-rate), Weighted Least Connection (wt-lt-conn), and
Weighted Least Cumulative Traffic (wt-It-tt-traffic) load
balancing metrics. The default is disabled. When enabled, this
parameter ignores the weight configured in the port
group.For example, if a port group consists of four tool ports,
and one of them is 100Gb and the others are 10Gb, the 100Gb
link will be selected about 10 times more than the 10Gb links.

For example:

(config) # gsparams gsgroup gsgrpl Ib replicate-gtp-
c enable

netflow-monitor <add <monitor
name>| delete>

Specifies NetFlow monitor options as follows:

e add—Specifies a NetFlow monitor to add by name.

o delete—Deletes a NetFlow monitor.

For example:
(config) # gsparams gsgroup gsg netflow-monitor
add monl

(config) # gsparams gsgroup gsg netflow-monitor
delete
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Argument Description

3gpp-node-role [control | user | Specifies the role for both 5G and LTE traffic as follows:
disable][ 5G | LTE ] [<1-10000>] | [<1-
12000> standalone ]

e control — specifies the control role for both 5G and LTE traffic
as follows. The default value is LTE/3G.

o 5G—specifies the control session limit for 5G traffic. The
default session limit is 5000, the maximum session limit for
GigaVUE-HC3 is 12000, GigaVUE-HC2 is 5000 and
GigaVUE-OS-HD is 6000.

e LTE—specifies the control role for 3G, LTE traffic. The default
session limit is 5000, the maximum session limit for
GigaVUE-HC3 is 12000, GigaVUE-HC2 is 5000 and
GigaVUE-OS-HD is 5000.

e user — specifies the user role for both 5G and LTE traffic as
follows. The default value is LTE/3G.

« standalone—

o 5G—specifies the user session limit for 5G traffic. The default
session limit is 5000, the maximum session limit for
GigaVUE-HC3 is 12000, GigaVUE-HC2 is 5000 and
GigaVUE-OS-HD is 5000.

e LTE—specifies the user session limit for 3G, LTE traffic. The
default session limit is 5000, the maximum session limit for
GigaVUE-HC3 is 12000, GigaVUE-HC2 is 5000 and
GigaVUE-OS-HD is 5000.

e disable— specifies the pre-CUPS/5G role.

For example:

(config) # gsparams gsgroup <alias> cpn 3gpp-node-
role control 5G

resource buffer-asf <<2-5> | disable> | Allocates application resources for buffering on Application
Session Filtering (ASF). This parameter allocates the number of
session entries, in millions, as follows:

e 2-5—Allocates from 2 to 5 million session entries for buffer ASF.

e disable—Removes any configured application resources for
buffer ASF.

e The default is disable.
The configured application resources will only be available after
the GigaSMART line card or module is rebooted. Refer to the

“Displaying GigaSMART Application Resource Usage” section in
the GigaVUE Fabric Management Guide.

The resources for buffer ASF on the GigaVUE-HB1 can only be
configured to 2 million sessions.

Examples:
(config) # gsparams gsgroup gsgrpl resource buffer-
asf 3
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(config) # gsparams gsgroup gsgrpl resource buffer-
asf disable
Configure the resources for buffer ASF before configuring apps
asf parameters. Refer to apps asf.

resource cpu overload-threshold Specifies an overload threshold for CPU resources for GigaSMART
<<50-90> | disable> operations as follows:

e overload-threshold—Species an overload threshold from 50
to 90 percent. Use the overload threshold for overload bypass
for inline SSL decryption.

e disable—Disables the overload threshold.
The default is 90.
Examples:

(config) # gsparams gsgroup gsgl resource cpu
overload-threshold 70

(config) # gsparams gsgroup gsgl resource cpu
overload-threshold disable

resource packet-buffer overload- Specifies an overload threshold for packet buffer resources for
threshold <<50-80> | disable> GigaSMART operations as follows:

e overload-threshold—Species an overload threshold from 50
to 80 percent. Use the overload threshold for overload bypass
for inline SSL decryption.

e disable—Disables the overload threshold.
e The default is 80.
Examples:

(config) # gsparams gsgroup gsgl resource packet-
buffer overload-threshold 60

(config) # gsparams gsgroup gsgl resource packet-
buffer overload-threshold disable

inline-ssl Configures the inline SSL to share resources with other
GigaSMART operations as follows:

e disable—Disables the standalone mode, the GigaSMART
engine resource allocated for Inline SSL feature is reduced to
50% and the residual GigaSMART engine resource can be
configured for other GigaSMART applications.

e enable—Enables the standalone mode, and configures the
GigaSMART resources only for the Inline SSL feature. By
default the standalone mode is enabled for the Inline SSL
feature.

standalone <disable | enable>

Examples:
(config) # gsparams gsgroup gsgl inline-ssl
standalone disable

(config) # gsparams gsgroup gsg]l inline-ssl
standalone enable

The following notification is displayed when the configuration is
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changed after resource allocation#Changes take effect after
card or system reboot

resource hsm-ssl buffer <<1-3> | Configures resources for the HSM SSL buffer as follows:

disable> e 1-3—Adds resources for the HSM SSL buffer, from 1to 3MB, per
GigaSMART.

e disable—Disables the buffer memory resources for the HSM
SSL buffer.

e The default is disable.
Examples:

(config) # gsparams gsgroup gsgl resource hsm-ssl
buffer 2

(config) # gsparams gsgroup gsgl resource hsm-ssl
buffer disable

resource hsm-ssl packet-buffer <20- | Configures resources for the HSM SSL packet buffer as follows:

3000> e 20-3000—Adds resources for the HSM SSL packet buffer, from
20 to 3000, per connection.

e The default is 1000.
Packets are buffered while waiting for the session key.
For example:

(config) # gsparams gsgroup gsgl resource hsm-ssl
packet-buffer 600

rtp-port range <1~65535 | x..y> Specifies the RTP port or ports for SIP/RTP. You must specify a
port or a range of ports, from 1to 65535.

Examples:
(config) # gsparams gsgroup gsgl rtp-port range
2000
(config) # gsparams gsgroup gsgl rtp-port range
20000..40000

sffp-profile <add | delete> <sffp- Add or Delete Transport Agent Profile. To configure the sffp
profile-alias> profile, refer to sffp profile.
sip-nat <disable | enable> Configures SIP-NAT feature as follows:

e disable—Disables the SIP-NAT feature.
e enable—Enables the SIP-NAT feature.

sip-portlist <1-65535> Specifies the SIP port list for SIP/RTP. You must specify one or
more TCP/UDP ports, from 1to 65535. Use a comma to separate
multiple ports.
Examples:
(config) # gsparams gsgroup gsgl sip-portlist 5060
(config) # gsparams gsgroup gsgl sip-portlist
5060,5070,5090
sip-session timeout <30-300> Specifies the SIP session timer for SIP/RTP. This is a SIP session

inactivity timer, used to clean up inactive sessions. The range of
values is from 30 to 300 seconds. The default is 30 seconds.
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Argument Description

For example:

(config) # gsparams gsgroup gsgl sip-session
timeout 48

sip-tcp-idle-timeout <20-600> Specifies the SIP TCP idle timer for SIP/RTP. The range of values
is from 20 to 600 seconds. The default is 20 seconds.

For example:

(config) # gsparams gsgroup gsgl sip-tcp-idle-
timeout 30

sip-whitelist add <SIP whitelist Adds or deletes a SIP forward list file for SIP/RTP as follows:

file> delete e add—Adds a SIP forward list. Specify the alias of the SIP
forward list file containing IMSls.

o delete—Delete the SIP forward list.

Examples:
(config) # gsparams gsgroup gsgl sip-whitelist add
whitelistl
(config) # gsparams gsgroup gsgl sip-whitelist
delete
ssl-decrypt decrypt-fail-action Specifies Passive SSL decryption failover options as follows:
<drop | pass-tool> e drop—Drops all traffic for the session if decryption fails.

e pass-tool—Passes traffic to a tool port as encrypted packets if
decryption fails.

e The default is drop.

An Passive SSL decryption failure occurs when encrypted traffic
cannot be decrypted, for example, when an incoming flow
exceeds the maximum supported bandwidth.

For example:

(config) # gsparams gsgroup grp ssl-decrypt decrypt-
fail-action pass-tool

ssl-decrypt disable enable Specifies Secure Sockets Layer (SSL) decryption options as
follows:

e disable—Disables Passive SSL decryption on whole
GigaSMART group.

e enable—Enables Passive SSL decryption on whole GigaSMART
group.
e The default is disable.

Disable can be used as debugging aid for traffic to bypass the
Passive SSL decryption application.

For example:
(config) # gsparams gsgroup grp ssl-decrypt enable

hsm-pkcs1l dynamic-object <disable | Enables or disables the dynamic object for the HSM PKCS12 file
| enable> as follows:

e disable—Disables the HSM PKCS12 dynamic object parameter.
e enable—Enables the HSM PKCSI12 dynamic object parameter.
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Argument Description

e The default is enable.

For example:

(config) # gsparams gsgroup grp ssl-decrypt hsm-
pkcs1l dynamic-object disable

hsm-pkcs11 load-sharing <disable |
enable>

Enables or disables load sharing for the HSM PKCSI12 file as
follows:

e disable—Disables the HSM PKCS12 load sharing parameter.
e enable—Enables the HSM PKCSI12 load sharing parameter.
e The default is enable.

For example:

(config) # gsparams gsgroup grp ssl-decrypt hsm-
pkcsl1l load-sharing disable

hsm-timeout <2-5000>

Configures the HSM timeout in milliseconds. The HSM timeout
specifies a period of time for the communication between the
HSM and GigaSMART.

The values are from 2 to 5000ms. The default is 1000ms.
For example:

(config) # gsparams gsgroup grp ssl-decrypt hsm-
timeout 3600

ssl-decrypt key-cache-timeout <1-
86400> ticket-cache-timeout <1-
86400>

Configures the following timeouts used when resuming an
Passive SSL decryption session:
e key-cache-timeout—Configures a timeout for SSL session ID
cache, from 1to 86400 seconds. Applies to SSL 3.0 and TLS 1.x.
e ticket-cache-timeout—Configures a timeout for TLS ticket
cache, from 1to 86400 seconds. Applies to only TLS 1.x.
e The default for each timeout is 10800 seconds.
For example:
(config) # gsparams gsgroup grp ssl-decrypt key-
cache-timeout 3600
These timeouts relate to how the SSL server stores the SSL key
material and later, how the client resumes a session using the
stored key material. The timeouts refer to the two different ways
the session can be resumed: using a session key cache or using a
TLS ticket cache.

ssl-decrypt key-map add service
<service alias> key <key
alias> delete service <<service

alias> | all>

Specifies Passive SSL decryption and HSM key mappings as

follows:

e add—Adds an SSL decryption or HSM key/service mapping
that maps how a key is assigned to a service, which is an IP
address of a server. One service can only be mapped to one
key on a GigaSMART group.

e delete—Deletes an SSL decryption or HSM key/service
mapping or all key/service mappings.

Examples:

(config) # gsparams gsgroup grp ssl-decrypt key-
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map add service servicel key keyl

(config) # gsparams gsgroup grp ssl-decrypt key-
map delete service servicel
The maximum number of key/service mappings is 2000 on
GigaVUE-HC2 and GigaVUE-OS HD Series. The maximum
number of key/service mappings is 1000 on GigaVUE-HB.

First create an SSL key alias, then a service alias, and then use
key-map to tie them together. Refer to apps ssl for the
commands to create keys, and services, including the default
service.

A service can be mapped to different keys on different
GigaSMART groups.

ssl-decrypt non-ssl-traffic <drop | Specifies how to handle non-SSL traffic as follows:
pass> e drop—Drops all non-SSL packets.

e pass—Passes all non-SSL packets.

e The default is drop.

Use this parameter when Passive SSL decryption sessions have
both SSL and non-SSL packets after the SSL 3-way handshake.

For sessions that have SSL and non-SSL traffic, for example SMTP
with StartTLS, this parameter provides an option to pass the non-
SSL traffic in addition to the decrypted traffic.

For example:

(config) # gsparams gsgroup grp ssl-decrypt non-ssl-
traffic drop
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ssl-decrypt pending-session- Specifies Passive SSL decryption timeout options as follows:
timeout <30-120> sejssion-timeout e pending-session-timeout—Configures a pending session
<30-3600> tcp-syn-timeout <20- timeout, from 30 to 120 seconds, for when SSL handshake is
600> not completed. The default is 60.

e session-timeout—Configures a session timeout, from 30 to
3600 seconds, for when the SSL session is established but no
packets are received for the session. The default is 300.

e tcp-syn-timeout—Configures a TCP sync timeout, from 20 to
600 seconds, for when TCP handshake is not completed. The
default is 20.

For example:

(config) # gsparams gsgroup grp ssl-decrypt session-
timeout 90

tunnel-health-check action <drop | | Specifies tunnel health check parameters as follows:

pass> disable dstport <destination |, action—Specifies the tunnel health check action. The values
port for UDP> er\able interval <5- are drop or pass to either drop packets or pass packets if the
600> protocol <icmp | destination is down. The default is pass.

udp> rcvp.ort <.rece|ve pc.>rt on e disable—Disables the tunnel health check. The default is
decapsulation side> retries <1- disabled

5> roundtriptime <1-4> srcport

<source port for UDP> e dstport—Specifies the tunnel health check UDP destination

port. The range is from 1to 65535. The default is 54321. The
dstport and rcvport must have the same value.

e enable—Enables the tunnel health check. The default is
disabled.

e interval—Specifies the tunnel health check interval, which is
the frequency of the health check. The range is from 5 to 600
seconds (10 minutes). The default is 600 seconds.

e protocol—Specifies the tunnel health check protocol. The
values are ICMP or UDP. The default is ICMP. The protocols are
as follows:

e ICMP—Health check uses ICMP Echo Request/Reply packets
(like ping)

e UDP—Health check uses UDP packets.

e rcvport—Specifies the tunnel health check UDP receive port
on the decapsulation side. Specify a port that is not in use. The
range is from 1to 65535. The default is 54321. The rcvport and
dstport must have the same value.

e retries—Specifies the tunnel health check number of retries
before declaring the destination down. The range is from 1to
5.The default is 5.

e roundtriptime—Specifies the expected maximum round trip
time. The range is from 1to 4 seconds. The default is 1 second.

e srcport—Specifies the tunnel health check UDP source port.
The range is from 1to 65535. The default is 54321.

For example, use the following commands to configure tunnel

health check on the encapsulation device:
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(config) # gsparams gsgroup grpl
check enable

(config) # gsparams gsgroup grpl
check protocol icmp

(config) # gsparams gsgroup grpl
check interval 300

(config) # gsparams gsgroup grpl
check retries 3

(config) # gsparams gsgroup grpl
check action pass

(config) # gsparams gsgroup grpl
check srcport 45500

(config) # gsparams gsgroup grpl
check dstport 48000

(config) # gsparams gsgroup grpl
check roundtriptime 2

(config) # gsparams gsgroup grpl
check enable

(config) # gsparams gsgroup grpl
check rcvport 48000

tunnel-health-

tunnel-health-

tunnel-health-

tunnel-health-

tunnel-health-

tunnel-health-

tunnel-health-

tunnel-health-

For example, when the decapsulation device is a GigaVUE-OS
node, use the following commands to configure tunnel health
check:

tunnel-health-

tunnel-health-

Related Commands

The following table summarizes other commands related to the gsparams command:

Task Command

Displays GigaSMART parameters on all GigaSMART groups. show gsparams

group.

Displays GigaSMART parameters on a specified GigaSMART

gsgl

show gsparams alias

Displays GigaSMART parameters on all GigaSMART groups.

show gsparams all

halt

Required Command-Line Mode = Configure

Use the halt commmand to stop all system activities without powering the system down. This
is the same as the reload halt command. Refer to reload (reboot).

The halt command has the following syntax:

halt
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hb-profile

Required Command-Line Mode = Admin

Use the hb-profile command to configure a heartbeat profile, which is a group of attributes
that you can apply to an inline tool to configure the heartbeat operation of the inline tool.

For a negative heartbeat profile, refer tonhb-profile.

Also refer toinline-tool for information on enabling heartbeat and associating a heartbeat
profile with an inline tool.

This command is only applied to GigaVUE-OS HC Series nodes. In a cluster environment, this
command is only applied to GigaVUE-OS HC Series nodes through the cluster leader.

If the inline tool through which the heartbeat packets are passed is expecting IPv6 traffic
exclusively, you must select a custom heartbeat packet.

The maximum number of heartbeat profiles supported is equal to the maximum number of
inline tools, which is 48 on the GigaVUE-HC3 and GigaVUE-HC2, and 8 on the GigaVUE-HCI.

This command is used in the inline bypass solutions described in Configure Inline Bypass
Solutions and in the flexible inline arrangements described inConfigure Flexible Inline
Arrangements.

The hb-profile coommand has the following syntax:

hb-profile <alias <alias> | default>
custom-packet <URL of PCAP file | none>
direction <a-to-b | b-to-a | bi-directional>
packet-format <arp | custom>
period <period>
recovery-time <recovery time>
retry-count <retry count>
timeout <timeout>
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The following table describes the arguments for the hb-profile cormmand.

Argument Description

<alias <alias> | | Specifies the name of the heartbeat profile. Use the alias to configure a heartbeat profile to
default> associate with an inline tool. The alias must be unique and can contain up to 128
characters. Aliases are case-sensitive. The default alias is default.

You can configure a default heartbeat profile, using the keyword default, for example:
(config) # hb-profile alias default
(config hb-profile alias default) #
All the parameters for hb-profile have default values, so you can also configure a default
heartbeat profile by providing an alias for it. For example:
(config) # hb-profile alias hb_5
(config hb-profile alias hb_5) #
custom-packet | Specifies the URL of the custom heartbeat packet, downloaded from a PCAP file, or none.

<URL of PCAP The default is none, which means a standard ICMP ARP packet will be used as a heartbeat
file | none> packet.

Custom heartbeat packets are needed in situations in which inline tools do not reliably
pass standard ARP packets. For example, if an inline tool is configured to pass only IPv6
traffic, an ICMPv6 ARP packet might be appropriate.

The size of a custom heartbeat packet must be less than 128 bytes.

If the PCAP file contains several packets, the first packet present in the file is taken as the
heartbeat packet.

For example:

(config hb-profile alias hb_5) # custom-packet
http://1.1.1.1/tftp/temp/ARPPackets.pcap

The supported formats for download are HTTP, HTTPS, FTP, TFTP, SCP, and SFTP.

Use the show hb-profile command to display the name of the PCAP file from which the
custom heartbeat packet was imported.

The PCAP file must be valid before the heartbeat profile can be associated with an inline
tool.

If you are specifying a custom heartbeat packet as well as a negative heartbeat packet, do
not use the same PCAP file for both.

Refer to the hb-ip-addr-a and hb-ip-addr-b parameters under inline-tool.

direction <a- Specifies the direction of the heartbeat packet as follows:
to-b | b-to-a | e a-to-b—Specifies from side A to side B of the inline tool.
bi-directional> e b-to-a—Specifies from side B to side A of the inline tool.
e bi-directional—Specifies both directions.

The default is bi-directional.

For example:

(config hb-profile alias hb_5) # direction a-to-b

packet-format | Specifies the format of the heartbeat packet as follows:
<arp | custom> | o 5 Specifies that a standard ICMP ARP packet is used as the heartbeat packet.

e custom—Specifies that a custom packet is used as the heartbeat packet. For a custom
packet, you must also provide the URL of the custom heartbeat packet.

The default is arp.
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For example:

(config hb-profile alias hb_5) # packet-format custom

period Specifies the period of the heartbeat packet. This is the number of milliseconds between
<period> sending subsequent heartbeat packets. The range is from 30 to 5000 milliseconds. The
default is 1000 milliseconds.

For example:
(config hb-profile alias hb_5) # period 500

recovery-time | Specifies the recovery time of the heartbeat packet. This is the minimum number of
<recovery seconds of successfully received packets to declare that the inline tool is up. The range is
time> from 5 to 60 seconds. The default is 30 seconds.

For example:
(config hb-profile alias hb_5) # recovery-time 50

retry-count Specifies the retry count of the heartbeat packet. This is the number of consecutive timed-
<retry count> out heartbeat packets at which the system will trigger a failover condition. The range is
from O to 5. The default is 3.

For example:
(config hb-profile alias hb_5) # retry-count 2

timeout Specifies the timeout of sending the heartbeat packet. This is the number of milliseconds
<timeout> allowed for a heartbeat packet between sending and receiving. The range is from 20 to
1000 milliseconds. The default is 500 milliseconds.

For example:
(config hb-profile alias hb_5) # timeout 1000

Related Commands

The following table summarizes other commands related to the hb-profile commmand:

Task Command

Displays all heartbeat profiles. # show hb-profile
Displays a specified heartbeat profile. # show hb-profile alias hb_5
Displays the default heartbeat profile. # show hb-profile alias default
Displays all heartbeat profiles. # show hb-profile all
Deletes a specified heartbeat profile. (config) # no hb-profile alias hb_5
Deletes a custom packet associated with a specified (config) # no hb-profile alias hb_5 custom-
heartbeat profile. packet
Deletes the default heartbeat profile. (config) # no hb-profile alias default
Deletes a custom packet associated with the default (config) # no hb-profile alias default
heartbeat profile. custom-packet
Deletes all heartbeat profiles. (config) # no hb-profile all
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header-strip

Required Command-Line Mode = Configure

Use the header-strip command to configure the header stripping protocol for a chassis. For
more information about the header stripping protocol, refer to the "About VXLAN Header
Stripping" and "About MPLS Header Stripping" sections in the GigaVUE-FM User's Guide.

The header-strip command has the following syntax:
header-strip box id <box id|all> wvxlan aging-interval <300 to 1000000 seconds and O to
disable>
mpls add <mpls labels>
mpls delete <mpls labels | all>

The following table describes the arguments for the header-strip command.

Argument Description

box id | all Specifies the boxes on which to configure the settings.

vxlan aging-interval <300 to Configures the VXLAN aging interval in seconds to refresh the traffic
1000000 seconds and O to intelligence capability for the chassis.

disable> The valid range is 300 to 1000000 seconds. The default is 0, which

disables the VXLAN ageing interval.
For example:
(config) # header-strip box id 1 vxlan aging-interval 300

mpls add <mpls labels> Configures the MPLS labels for the specified box ID. The valid range
is 2 -1048575.
For example:

(config) # header-strip box id 1 mpls add
1200..1300,4..765,3000

mpls delete <mpls labels | all> Deletes the specified MPLS labels for the box ID.
For example:
(config) # header-strip box id 1 mpls delete 1250..1290
Deletes all the MPLS labels configured for the box ID.
For example:
(config) # header-strip box id 1 mpls delete all

Related Commands

The following table summarizes other commands related to the header-strip commmand:
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Task Command

Displays the VXLAN aging interval configured for # show header-strip box-id 1 aging-interval
the specified box ID.

Displays the statistical data such as the list of # show header-strip box-id 1 stats vxlan-id
VXLAN IDs, number of incoming packets that
match the VXLAN IDs, and the incoming bytes.

Displays the statistical data such as the list of # show header-strip box-id 1 stats dest-ip
destination IP addresses, number of incoming
packets that match the destination IP addresses,
and the incoming bytes.

Displays the list of MPLS labels added for all the box | # show header-strip box-id all
IDs. -or-

# show header-strip box-id all mpls

help

Required Command-Line Mode = Standard or Higher

Use the help command to see a quick summary of how to work with online help in the
GigaVUE-OS, including description of common conventions.

For example:

| (——

Filler Panels

il o] o '
e i o EN L ol sl N | MY rNrEreree
\ - /

Nrot

Required Command-Line Mode = Configure

Use the hrot coommand to seek the root of trust in the system with the help of secure micro-
controller, highly resistant to attacks and provide most robust form of IP security with
multiple level of key verification during power on. Issue the show version command to
display the HRoT related configuration.

The hrot command for GigaVUE-HCI1-Plus has the following syntax:
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hrot upgrade

primary-firmware

key-hash
bios-hash

hrot logging
err
warning
notice

info

The following table describes the arguments for the hrot command :

Argument Description

hrot upgrade
primary-firmware|

Configures HRoOT in the firmware.
primary-firmware-Upgrade HRoT primary-firmware.

errlwarning|notice|
info

key-hash| key-hash-Upgrade HRoT primary firmware's key-
bios-hash hash.
bios-hash-Upgrade HRoT primary firmware's bios-
hash.
hrot logging This would display the HRoT logging states of the

firmmware such as:

err-It means device will send HRoT related error
messages while boot-up, if occurs.

warning-It means device will send HRoT related
warning messages while boot-up, if occurs.

notice- It means the device is under normal condition

and will send HRoT related significant condition

messages while boot-up.

info -It means that the device will display detailed

HRoT related informational messages while boot-up. It

will also display error, warning and notice related logs

as well.

e By default the device will send noticelogs.

e [f you modify the command value the device should
be reloaded for the command to be in effect

e Ifyou use the commmand warning the device will
send both warning and error logs.

hostname

Required Command-Line Mode = Configure
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Use the hostname command to specify the GigaVUE-OS H Series node’s hostname. The
hostname will appear in the system prompt. It will also be used to form the return address of
automatic notification emails sent from the system. Refer to email return-host under email

for more information.

The hostname command has the following syntax:

hostname <hostname>

Related Commands

The following table summarizes other commands related to the hosthame command:

Task Command

Displays the system hostname. The show hosts output also includes details on name | show hosts

servers, domain name, and static host mappings.

Configures a hostname for this system. (config) #
hostname
10.10.10.10

Deletes the hostname from this system. (config) # no
hostname

lb-pathway
Required Command-Line Mode = Configure

Use the ib-pathway command to configure the Resilient Inline Arrangement feature.

IMPORTANT

If you configure the Resilient Inline Arrangement feature using the GigaVUE-OS CLI, you
cannot view or manage it using GigaVUE-FM. Also, if you modify this feature using the
GigaVUE-OS CLI, you cannot view the changes in GigaVUE-FM. For details about how to
configure this feature using GigaVUE-FM, refer to the “Working with Flexible Inline
Arrangements” chapter in the GigaVUE Fabric Management Guide.

Related Commands

The following table summarizes other commands related to the ib-pathway command:

Command
Displays the Rx and Tx statistics for either all the interbroker pathway or a # show ib-pathway traffic-
specified interbroker pathway alias that are part of the inline flow rate {all | alias <ib_name>}

deployment.
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Image

Required Command-Line Mode = Enable

Required User Level = Admin

Use the image command to manage software images for the GigaVUE-OS H Series node.

The image commmand has the following syntax:

image

boot <location <1 ]| 2> | next>
delete <image filename>
fetch <download URL> [filename]
install <image filename> [location <1 | 2>]
move <src filename> <dst filename>

The following table describes the arguments for the image command:

Argument Description

<download
URL>
[filename]

boot Specifies which of the two available boot images to boot at the next reboot. Images are

<location <1 | | installed in one of the two available boot locations—1 or 2.

2> | next> e location—Specifies to boot from a specified location. The show image command
provides information on the images installed in each of the two boot locations, allowing
you to select the desired image.

e nhext—Specifies to boot from the next partition after the one currently booted. This
argument is handy after you have installed a new image—the image is automatically
installed at the location you did not boot last, so booting from the next location will use
the image you just installed.

delete Deletes the specified image file. Type image delete ? to see a list of image filenames
<image available for deletion. You cannot delete the currently active image file.

filename>

fetch Retrieves the specified image file from the named location using HTTP, HTTPS, FTP, TFTP,

SCP, SFTP, or USB.

NoTE: It is recommended that you use only secured protocols.

Optionally, you can include a filename for the local image. The format for the download URL

is as follows:
[protocol]://username[:password]@hostname/path/filename newfilename

For example, the following commmand uses SCP to retrieve the hdd48xx image from the
builds folder on 192.168.1.25:

(config) # image fetch scp://user:password@192.168.1.25/builds/hdd48xx

The CLI shows you the progress of the image fetch with a series of hash marks, returning
you to the system prompt when complete.

NoTe: Only the GigaVUE-OS-TA100, GigaVUE-OS-TA100-CXP, GigaVUE-HCI, and
GigaVUE-HC3 support the USB parameter.
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For example on a GigaVUE-OS-TAI00, use the image fetch coommand with the USB
parameter to fetch the software image from an external USB drive as follows:

(config) # image fetch usb://tal100_2016-02-17_gm.img

install Installs the named image file at the specified location. The location argument is optional—if
<image you do not supply it, the image is automatically installed at the next location after the one
filename> currently booted. Use image install ? to see a list of images available for installation.
[location <1] | the GigaVUE-OS presents a series of status messages as it verifies and uncompresses the
2>] image, creates filesystems, and extracts the image, returning you to the system prompt

when complete.
For example:
(config) # image install hdd48xx.img

move <src Renames the specified image file. For example, the following command renames hda22xx
filename> as oldimage:

<dst (config) # configuration move hda22xx oldimage

filename>

Related Commands

The following table summarizes other coommands related to the image command:

Task Command

Displays information on available images, including currently installed images, images show images
available for installation, the last booted partition, and the next boot partition.

Negates image boot location changes. (config) # no
image boot

next

INnline-network

Required Command-Line Mode = Admin

Use the inline-network command to configure an inline network. An inline network is an
arrangement of two ports of the inline-network type. The arrangement facilitates access to a
bidirectional link between two networks (two far-end network devices) that need to be
linked through an inline tool.

An inline network consists of inline network ports, always in pairs, running at the same
speed, on the same medium (either fiber or copper). The inline network ports must be on
the same GigaVUE-HC3, GigaVUE-HC2, or GigaVUE-HCI1 node.
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This command is only applied to GigaVUE-OS HC Series nodes. In a cluster environment, this
command is only applied to GigaVUE-OS HC Series nodes through the cluster leader. The
inline constructs must all be configured on one GigaVUE-HC3, GigaVUE-HC2, or
GigaVUE-HCI1 node, not across nodes, even if the nodes are in a cluster.

Each GigaVUE-HC2 supports up to 48 inline networks. On the GigaVUE-HCI1, each TAP-HCI1-
G10040 module supports up to 4 inline networks. In addition, each GigaVUE-HCI1 base
module can support up to 8 inline networks, however, some of the ports of the base module
will need to be used for inline tools, so the maximum number of inline networks on
GigaVUE-HCl1 is 14 with the TAP-HCI1-G10040 in both modules. Starting in software version
5.0, the GigaVUE-HC1 supports a bypass combo module that supports up to 2 inline
networks. Starting in software version 5.1.01, the GigaVUE-HC3 supports up to 8 inline
networks.

An inline network can be unprotected or protected. Protected inline networks are
implemented using bypass combo modules. Protected inline networks are based on the
pairs of ports associated with physical protection switches on the bypass combo modules.
The protected inline network ports provided by the bypass combo modules offer different
link speeds, such as 1Gb/10Gb. Starting in software version 5.0, the GigaVUE-HC2 supports a
40Gb bypass combo module. Starting in software version 5.1.01, the GigaVUE-HC3 supports a
100Cb bypass combo module.

Also on the GigaVUE-HC2, the TAP-HCO-G100CO can act as a copper bypass module,
providing protected inline networks for copper ports.

Starting in software version 4.8, the TAP-HC1-G10040 on the GigaVUE-HCI is a copper bypass
module, providing protected inline networks for copper ports.

This command is used in the inline bypass solutions described in the “Configuring Inline
Bypass Solutions” section and in the flexible inline arrangements described in the “Working
with Flexible Inline Arrangements” section in the GigaVUE Fabric Management Guide.

The inline-network commmand has the following syntax:

inline-network alias <alias>
comment <comment>
Ifp enable
hb-accept
pair net-a <port ID or alias> and net-b <port ID or port alias>
physical-bypass <enable | disable>
redundancy-profile <redundancy profile alias>
traffic-path <drop | bypass | monitoring | to-inline-tool>
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The following table describes the arguments for the inline-network command.

Argument Description

alias <alias>

Specifies the name of the inline network. The alias must be unique and can contain up to
128 characters. Aliases are case-sensitive.

Protected inline network aliases are created automatically on bypass combo modules. The
aliases of the default inline networks are: default_inline_net_x_y_z, where x is the box ID of
the node, y is the slot ID of the BPS module, and z is the port ID.
Examples:

(config) # inline-network alias default_inline_net_2_3_1

(config inline-network alias default_inline_net_2_3_1) #

(config) # inline-network alias inNet
(config inline-network alias inNet) #

<port ID or
alias> and net-
b <port ID or
port alias>

comment Specifies a unique text string that describes the inline network. Comments can be up to

<comment> 128 characters. Comments longer than one word must be enclosed in double quotation
marks.

For example:
(config inline-network alias inNet) # comment “Inline network inNet”

Ifp enable Specifies the link failure propagation state of either enabled or disabled. Link failure
propagation controls whether the inline network link failure on one side of the inline
network is propagated to the other side.

The default is enable.

When enabled, the behavior is as follows:

e When the link of the side A inline network port goes up (or down), the link of the side B
inline network port is brought up (or down).

e When the link of the side B inline network port goes up (or down), the link of the side A
inline network port is brought up (or down).

For example:
(config inline-network alias inNet) # Ifp enable

hb-accept Ensures that the inline network port pair accepts the heartbeat packets that are sent from
the inline tool port pair. For details, refer to the "Heartbeat Support Between GigaVUE
Nodes" section in the GigaVUE-FM User's Guide.

For example:
(config inline-network alias inNet) # hb-accept
pair net-a Specifies a pair of inline network ports (two ports: side A and side B). Net-a is the port

identifier for the port leading to the side A network and net-b is the port identifier for the
port leading to the side B network. Port identifiers can be a port ID <bid/sid/pid> or a port
alias.

For example:

(config inline-network alias inNet) # pair net-a 5_Net_AP1 and net-b 5_Net_
BP1

physical-
bypass

<enable |
disable>

Controls the state of the optical protection switch on bypass combo modules or the
electrical relays in copper TAP modules when the power is on. The state can be one of the
following:

e close—Specifies that the fiber or copper connected to the side A network port is
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passively coupled with the fiber or copper connected to the side B port without any
transceivers or switching fabric. Therefore, any traffic coming in is exchanged between
the two inline network ports without being noticed by the system.

e open—Specifies that the fiber or copper connected to the inline network ports is
coupled through transceivers with the switching fabric that is under software control.
Therefore, any traffic coming in is subject to the traffic forwarding rules imposed by the
current configuration as well as the current state of the inline tools.

When bypass combo modules or copper TAP modules are powered off, the optical
protection switch or the electrical relays are always in the close state.

When bypass combo modules or copper TAP modules are powered on, the state of the
optical protection switch or the electrical relays are as follows:

e the close state if the physical-bypass parameter is set to enable
e the open state if the physical-bypass parameter is set to disable
The default value of the physical-bypass parameter is enable.

NOTE: The physical-bypass parameter only applies to protected inline networks.

For example:
(config inline-network alias inNet) # physical-bypass disable

redundancy- Specifies the name of a redundancy profile for the inline network. Give the redundancy
profile profile a name before configuring parameters under the redundancy-profile command.
<redundancy Refer to redundancy-profile.

profile alias> For example:

(config) # inline-network alias inNet redundancy-profile RP1

traffic-path For classic inline bypass, specifies the path of the traffic received at an inline network port
<drop | bypass | as follows:

I m.on.itoring | | e drop—Specifies that no traffic is exchanged through the inline network ports. All traffic
to-inline-tool> to these ports is dropped. No traffic is forwarded to or from the inline tool or tools. No

traffic is passed from inline network port A to inline network port B or from inline
network port B to inline network port A.

e bypass—There are two cases for bypass, which take the inline maps into consideration
as follows:

o If there are no inline maps associated with the inline network or if the set of inline
maps associated with the inline network guarantees that no traffic is dropped when
the traffic path is set to to-inline-tool, then setting the traffic path to bypass leads to
the following: all traffic arriving at the side A inline network port is forwarded to the
side B inline network port and all traffic arriving at the side B inline network port is
forwarded to the side A inline network port through a logical bypass.

o If the set of inline maps associated with the inline network involves some traffic
drop when the traffic path is set to to-inline-tool, then setting the traffic path to
bypass leads to the following: all traffic arriving at the side A inline network port that
would not have been dropped with traffic path set to to-inline-tool is forwarded to
the side B inline network port and all traffic arriving at the side B inline network port
that would not have been dropped with traffic path set to to-inline-tool is forwarded
to the side A inline network port through a logical bypass.

o In either of these bypass cases, no traffic is forwarded to the inline tool or tools.
e Mmonitoring—There are two cases for monitoring, which take the inline maps into
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consideration as follows:

o If there are no inline maps associated with the inline network or if the set of inline
maps associated with the inline network guarantees that no traffic is dropped when
the traffic path is set to to-inline-tool, then setting the traffic path to monitoring
leads to the following: all traffic is forwarded as for bypass, but a copy of the traffic is
forwarded to the inline tool or tools according to the configured maps between the
inline network and the inline tool or tools.

o If the set of inline maps associated with the inline network involves some traffic
drop when the traffic path is set to to-inline-tool, then setting the traffic path to
monitoring leads to the following: all traffic that would not have been dropped with
traffic path set to to-inline-tool is forwarded as for bypass, but a copy of the traffic is
forwarded to the inline tool or tools according to the configured maps between the
inline network and the inline tool or tools.

o In either of these monitoring cases, no traffic is taken from the inline tools.

e to-inline-tool—Specifies that traffic received at the inline network ports is forwarded
according to the following factors:

o the configured inline maps between the inline network and the inline tools
o the failover actions of the inline tool or tools
o the health state of the inline tool or tools
o The default is bypass.
For example:
(config inline-network alias inNet) # traffic-path to-inline-tool

NOTE:
e Prior to software version 4.4, the default was drop.

e Iftheinline network is not associated with an inline tool or an inline tool group
through a map or map passall, monitoring is the same as bypass.

e If the traffic-path is set to monitoring, when a map is configured for the inline
network, the monitoring map will be established immediately.

e If the inline network traffic-path is set to bypass, and there is a rule-based map from
the inline network to a destination, the map's counters are incremented for traffic
that matches the rule. However, the traffic is actually being safely bypassed to other
side of the network and these counters can be ignored. It is also recommended to
use a collector to avoid packet drops on unmatched traffic.

traffic-path For flexible inline arrangements, the descriptions of traffic-path are as follows:

<drop'| b).(pass e to-inline-tool—all traffic originating from the inline network is directed to the sequence
| m'on.ltorlng I of inline tools and inline tool groups and is guided through the inline tools and inline tool
to-inline-tool> groups according to the current inline tool and inline tool group status.

e bypass—all traffic that, with the traffic path parameter set to to-inline-tool would go
toward the configured sequence of inline tools and inline tool groups, is re-directed to
the opposite-side inline network port.

e drop—all traffic originating from the inline network is dropped.

e monitoring—a copy of the traffic originating from the inline network is handled just as
for the traffic path of bypass and another copy is handled just as for the traffic path of
to-inline-tool, except that no traffic of the second copy is sent to the exit port.

e The default is to-inline-tool.
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ports).

With the traffic path monitoring, for each sequence originating from the inline network,
the system guides two copies of the traffic but only the bypass copy reaches the opposite
inline network port. The other copy visits all the inline tools and inline tool groups in the
sequence just as if the inline network was set to to-inline-tool, but the supply of traffic
from the inline tool returning any traffic is redirected to a null VLAN (with no member

Related Commands

The following table summarizes other commands related to the inline-network command:

Task Command

Displays a specified inline network.

# show inline-network
alias inNet

Displays all inline networks.

# show inline-network a

Displays all inline networks in table format.

# show inline-network
brief

Displays Forwarding State, which is the current status of the inline bypass
solution. The heartbeat statistics for the inline network are also displayed.

# show inline-network

Displays the Rx and Tx statistics for all the inline networks that are part of the
inline flow deployment.

# show inline-network
traffic-rate all

Displays the Rx and Tx statistics for the specified inline network alias that is
part of the inline flow deployment.

# show inline-network
traffic-rate alias <alias_
name>

Deletes a specified inline network.

NoTE: If the inline network is protected, this command is invalid because
you cannot delete a protected inline network.

(config) # no inline-
network alias inNet

Deletes the comment for this inline network.

(config) # no inline-
network alias inNet
comment

Disables the link failure propagation state.

(config) # no inline-
network alias inNet
enable

fp

Disables the physical bypass state.

(config) # no inline-
network alias inNet
physical-bypass enable

Disables a redundancy profile.

(config) # no inline-
network alias inNet
redundancy-profile

Deletes all inline networks.

(config) # no inline-
network all

Clears all the heartbeat statistics for the specified inline network.

(config) # clear hb-
counters inline-net alias
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inNet
Clears the heartbeat statistics for all the inline networks that are part of the (config) # clear hb-
flexible inline flow deployment. counters inline-net all
Configures the port speed for an inline network. (config) # port 4/1/x17

This command only applies to protected ports. params speed 1000

NoTE: When you configure the port speed on one of the two inline network
ports of a given inline network, the other inline network port is
automatically configured to the same speed.

Inline-network-group

Required Command-Line Mode = Admin

Use the inline-network-group command to configure an inline network group. An inline
network group is an arrangement of multiple inline networks that share the same inline tool
or tools. Use this command to specify the list of inline networks in the group.

The inline network ports that make up the inline networks participating in the inline
network group are always in pairs, running at the same speed, on the same medium (fiber
or copper). All inline network ports of the inline network group must be on the same
GigaVUE-HC3, GigaVUE-HC?2, or GigaVUE-HC1 node. The inline networks participating in the
inline network group can be different speeds and different mediums.

This command is only applied to GigaVUE-OS HC Series nodes. In a cluster environment, this
command is only applied to GigaVUE-OS HC Series nodes through the cluster leader. The
inline constructs must all be configured on one GigaVUE-HC3, GigaVUE-HC2, or
GigaVUE-HC1 node, not across nodes, even if the nodes are in a cluster.

This command is used in the inline bypass solutions described in the “Configuring Inline
Bypass Solutions” section in the GigaVUE Fabric Management Guide.

The inline-network-group command has the following syntax:

inline-network-group [alias <alias>]
comment <comment>
network-list <inline-network list>
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The following table describes the arguments for the inline-network-group command.

Argument Description

alias <alias> Specifies the name of the inline network group. The alias must be unique and can contain
up to 128 characters. Aliases are case-sensitive.

For example:
(config) # inline-network-group alias inNetGroup
(config inline-network-group alias inNetGroup) #

comment Specifies a unique text string that describes the inline network group. Comments can be
<comment> up to 128 characters. Comments longer than one word must be enclosed in double
guotation marks.

For example:

(config inline-network-group alias inNetGroup) # comment “Inline network
group inNetGroup”

network-list Specifies the list of aliases of inline networks participating in sharing the same inline tool
<inline or tools.

network list> Each GigaVUE-OS HC Series node supports up to 12 inline networks in a single network-

list.

The inline networks in the network-list can be different speeds, such as 10CGb and 1Gb, and
different mediums (fiber and copper).

Separate each alias with a comma. For example:

(config inline-network-group alias inNetGroup) # network-list
in11,in12,default_inline_net_3_2_1,default_inline_net_3_2_2

Related Commands

The following table summarizes other commands related to the inline-network-group
command:

Task Command

Displays inline network groups. # show inline-network-group

Displays a specified inline network group. # show inline-network-group alias
inNetGroup

Displays all inline network groups. # show inline-network-group all

Displays the Rx and Tx statistics for all the inline network groups | # show inline-network-group traffic-

that are part of the inline flow deployment. rate all

Displays the Rx and Tx statistics for the specified inline network # show inline-network-group traffic-

group alias that is part of the inline flow deployment. rate alias <alias_name>

Deletes the comment for this inline network group. (config) # inline-network-group alias
inNetGroup

(config inline-network-group alias
inNetGroup) # no comment
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Task Command

Deletes a specified inline network group. (config) # no inline-network-group
alias inNetGroup

Deletes the network list for the specified inline network group. (config) # no inline-network-group
alias inNetGroup network-list

Deletes all inline network groups. (config) # no inline-network-group
all

iNnline-serial

Required Command-Line Mode = Admin

Use the inline-serial command to configure inline tools or inline tool groups in a series, in
which the traffic from one side of the inline network is guided through the members of the
series before it is sent out the other side of the inline network. With inline tools and inline
tool groups arranged in a series, the traffic from one inline tool or inline tool group flows to
the next, so all tools in the series see the same traffic.

The inline tool ports that make up the inline tools and inline tool groups participating in the
series are always in pairs, running at the same speed, on the same medium (fiber or copper).
All inline tool and inline tool group ports of the series must be on the same GigaVUE-HC3,

GigaVUE-HC2, or GigaVUE-HC1 node. The inline tool and inline tool group ports must also be
on the same GigaVUE-HC3, GigaVUE-HC2 or GigaVUE-HC1 node as the inline network ports.

This command is only applied to GigaVUE-OS HC Series nodes. In a cluster environment, this
command is only applied to GigaVUE-OS HC Series nodes through the cluster leader. The
inline constructs must all be configured on one GigaVUE-HC3, GigaVUE-HC2, or
GigaVUE-HC1 node, not across nodes, even if the nodes are in a cluster.

This command is used in the inline bypass solutions described in the “Configuring Inline
Bypass Solutions” section in the GigaVUE Fabric Management Guide.

The inline-serial commmand has the following syntax:

inline-serial alias <alias>
comment <comment>

enable
failover-action <tool-bypass | tool-drop | network-bypass | network-drop | network-port-
forced-down | per-tool>

inline-tool-list <list of inline tools and inline tool groups>
per-direction-order <reverse | forward>
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The following table describes the arguments for the inline-serial cormmand.

Argument Description

alias <alias>

Specifies the name of the inline tool series. The alias must be unique and can contain
up to 128 characters. Aliases are case-sensitive.

For example:
(config) # inline-serial alias inSer
(config inline-serial alias inSer) #

comment Specifies a unique text string that describes the inline tool series. Comments can be up
<comment> to 128 characters. Comments longer than one word must be enclosed in double
guotation marks.
For example:
(config inline-serial alias inSer) # comment “Inline serial inSer”
enable Enables or disables the inline tool series. Use enable to put the inline tool series into

service.

Disable the inline tool series to simulate a failure or to take the inline tool series offline
for maintenance purposes.

The default is disabled.
For example, to enable:

(config inline-serial alias inSer) # enable
For example, to disable:

(config inline-serial alias inSer) # no enable

failover-action
<tool-bypass |
tool-drop |
network-bypass |
network-drop |
network-port-
forced-down |
per-tool>

Specifies the failover action taken in response to a failure of an inline tool series as a
whole. An inline tool series is declared to be in a failure condition as soon as any of its
member inline tools goes into a failure condition. An inline tool series recovers from a
failure condition after all the member inline tools recover from their failure conditions.
The failover-action attributes of the individual inline tools participating in an inline tool
series are ignored. Instead, the failover-action configured for the inline tool series is
respected. The values are as follows:

e tool-bypass—Specifies that when the inline tool series fails, the traffic that normally
was directed to the inline tool is redirected to the bypass path. Use this failover action
for configurations involving an inline tool series that is associated with an inline
network using rule-based maps. For configurations using map passalls, tool-bypass
is the same as network-bypass.

e tool-drop—Specifies that when the inline tool series fails, the, the traffic that normally
was directed to the inline tool is dropped. Use this failover action for configurations
involving an inline tool series that is associated with an inline network using rule-
based maps. For configurations using map passalls, tool-drop is the same as
network-drop.

e network-bypass—Specifies that when the inline tool series fails, all traffic that would
not have been dropped when the inline network or networks had a NORMAL
forwarding state is directed to the bypass path. That is, all such traffic arriving at the
side A inline network port or ports is forwarded to the side B inline network port or
ports and all traffic arriving at the side B inline network port or ports is forwarded to
the side A inline network port or ports.

e network-drop—Specifies that when the inline tool series fails, all traffic coming to the
respective inline network (or inline network group) is dropped.
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e network-port-forced-down—Specifies that when the inline tool series fails, the inline
network ports of the respective inline network are forced down.

e per-tool—Specifies that when an individual inline tool in the series fails, the action
depends on the failover action of the individual inline tool, as configured with the
inline-tool failover-action command. Each inline tool in a series can have its own
failover action. For example, if the failover action of the inline series is configured as
per-tool and the failover action of an individual inline tool in the series is configured
as tool-bypass, when that tool in the series fails, the traffic will skip over the failed
tool.

NoTe: The per-tool failover-action is not supported for inline SSL decryption.

e The default is tool-bypass.
For example:
(config inline-serial alias inSer) # failover-action tool-drop

NoTE: Before changing the failover action, enable the inline tool series using the
enable command.

Refer to the “Inline Tool Series Global Failover Action” and “Inline Tool Series Local
Failover Action” in the GigaVUE Fabric Management Guide for details.

<list of inline
tools and inline
tool groups>

Specifies the list of aliases of inline tools and inline tool groups participating in the inline
tool series.

NoTE: Specify the inline tools and inline tool groups in the inline tool list in the order
of your configuration. To change the order, override the existing list with a new one.

Separate each alias with a comma. For example:
(config inline-serial alias inSer) # inline-tool-list IT_001,ITG_002,IT_
003,ITG_004

The number of inline tools and inline tool groups in the inline series is limited only by
the number of ports available for creating the inline networks and inline tools
participating in the inline bypass solution.

When an inline tool group is included as a member of an inline series, the following
applies:

e aspare inline tool can be configured on the inline tool group

e inline maps to individual members of an inline tool group are not supported

e asymmetrical hashing is not supported, which means that the hash options, a-srcip-
b-dstip and b-srcip-a-dstip, are not allowed on the inline tool group

per-direction-
order <reverse |

Specifies the per-direction order of the side B traffic of the inline tool series. This
parameter configures the traffic direction order of side B traffic with respect to the

forward> inline tool list order as follows:

e reverse—Specifies that the traffic from network B is to flow through the inline tool
list in reverse order, for example, from the third tool, to the second tool, to the first
tool.

e forward—Specifies that the traffic from network B is to flow through the inline tool
list in the order it which it is defined, for example, from the first tool, to the second
tool, to the third tool.

e The default is reverse.

Command Line Reference 240

inline-serial



GigaVUE-OS CLI Reference Guide

Argument Description

For example:

(config inline-serial alias inSer) # per-direction-order forward

NoTE: Traffic fromn network A to network B for both reverse and forward flows from
the first tool, to the second tool, to the third tool. Refer to the “Inline Tool Series Per-
Direction Order” section in the GigaVUE Fabric Management Guide for details.

Related Commands

The following table summarizes other commands related to the inline-serial command:

Task Command

Displays inline tool series. # show inline-serial

Displays a specified inline tool series. # show inline-serial alias inSer

Displays all inline tool series. # show inline-serial all

Displays the Rx and Tx statistics for either all the inline serials or a # show inline-serial traffic-

specified inline serial alias that are part of the inline flow deployment. rate {all | alias <serial_name>}

Deletes a specified inline tool series. (config) # no inline-serial alias
inSer

Deletes the comment for this inline tool series. (config) # no inline-serial alias
inSer comment

Disables a specified inline tool series. (config) # no inline-serial alias
inSer enable

Deletes the inline tool list for the specified inline series. (config) # no inline-serial alias
inSer inline-tool-list

Deletes all inline tool series. (config) # no inline-serial all

Required Command-Line Mode = Admin

There are two meanings to the term inline tool. The inline tool software construct consists of
a pair of inline tool ports plus the inline tool attached to the ports. The software construct
has attributes that are configured on the GigaVUE-HC3, GigaVUE-HC2, and GigaVUE-HCI
nodes.

The term inline tool also refers to the pass-through device itself that performs packet
inspection and selective forwarding, such as an Intrusion Protection System (IPS). This is a
physical device, external to the GigaVUE-OS HC Series node.
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Use the inline-tool command to configure the inline tool software construct. An inline tool
consists of inline tool ports, always in pairs, running at the same speed, on the same
medium (fiber or copper). The inline tool ports must be on the same GigaVUE-HC3,
GigaVUE-HC2, or GigaVUE-HCT node. The inline tool ports must also be on the same
GigaVUE-HC3, GigaVUE-HC2, or GigaVUE-HC1 node as the inline network ports.

This command is only applied to GigaVUE-OS HC Series nodes. In a cluster environment, this
command is only applied to GigaVUE-OS HC Series nodes through the cluster leader. The
inline constructs must all be configured on one GigaVUE-HC3, GigaVUE-HC2, or
GigaVUE-HC1 node, not across nodes, even if the nodes are in a cluster.

Each GigaVUE-HC3 and GigaVUE-HC2 supports up to 48 inline tools.

On the GigaVUE-HCI, the base module can be used for inline tools. It supports up to 8 inline
tools. On the GigaVUE-HCI, the bypass combo module can support up to 4 inline tools.

This command is used in the inline bypass solutions described in the “Configuring Inline
Bypass Solutions” section and in the flexible inline arrangements described in the “Working
with Flexible Inline Arrangements” section in the GigaVUE Fabric Management Guide.

The inline-tool commmand has the following syntax:

inline-tool alias <alias>

comment <comment>

enable

inline-tool-type <external | gmon>

failover-action <tool-bypass | tool-drop | network-bypass | network-drop | network-port-
forced-down>

flex-traffic-path <to-inline-tool | bypass | monitoring | drop>

hb-ip-addr-a <tool-a heartbeat IP address>

hb-ip-addr-b <tool-b heartbeat IP address>

hb-profile <hb-profile alias | default>

heart-beat

negative-heart-beat

nhb-profile <negative heartbeat profile alias>

pair tool-a <port ID or port alias> and tool-b <port ID or port alias>

recover

recovery mode <automatic | manual>

shared <true | false>
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The following table describes the arguments for the inline-tool commmand.

Argument Description

alias <alias>

Specifies the name of the inline tool. The alias must be unique and can contain up to
128 characters. Aliases are case-sensitive.

For example:
(config) # inline-tool alias inTool
(config inline-tool alias inTool) #

comment Specifies a unique text string that describes the inline tool. Comments can be up to
<comment> 128 characters. Comments longer than one word must be enclosed in double
guotation marks.
For example:
(config inline-tool alias inTool) # comment “Inline Tool inTool”
enable Enables or disables the inline tool. Use enable to put the inline tool into service. Use

disable to simulate an inline tool failure or to take the inline tool offline for
maintenance purposes.

The default is disabled.
For example, to enable the inline tool:

(config inline-tool alias inTool) # enable
For example, to disable the inline tool:

(config inline-tool alias inTool) # no enable

inline-tool-type

Configures the inline tool type as follows:
e external—To configure a third-party tool.

e gmon—To configure a GigaVUE node as a tool. The minimum timeout for heartbeat
sessions for the inline tool of type, gmon is 200 milliseconds. Heartbeat profiles
configured with timeout less than 200 milliseconds cannot be attached to the inline
tool of type, gmon. Negative heartbeat profiles cannot be attached with the inline
tool of type, gmon. For details, refer to the "Heartbeat Support Between GigaVUE
Nodes" section in the GigaVUE-FM User's Guide.

The default is external.
For example, to configure a third-party tool:

(config inline-tool alias inTool) # inline-tool-type external
For example, to configure a GigaVUE node as a tool:

(config inline-tool alias inTool) # inline-tool-type gmon

failover-action
<tool-bypass |
tool-drop |
network-bypass |
network-drop |
network-port-
forced-down>

Specifies the failover action taken in response to a failure of an inline tool as follows:

e tool-bypass—Specifies that when the inline tool fails, the traffic that normally was
directed to the inline tool is redirected to the bypass path. Use this failover action for
configurations involving multiple inline tools associated with an inline network or
inline network group using rule-based maps. For configurations using map passalls,
tool-bypass is the same as network-bypass.

e tool-drop—Specifies that when the inline tool fails, the traffic that normally was
directed to the inline tool is dropped. Use this failover action for configurations
involving multiple inline tools associated with an inline network or inline network
group using rule-based maps. For configurations using map passalls, tool-drop is
the same as network-drop.

Command Line Reference

inline-tool

243



GigaVUE-OS CLI Reference Guide

Argument Description

e network-bypass—Specifies that when the inline tool fails, all traffic that would not
have been dropped when the inline network or networks had a NORMAL
forwarding state is directed to the bypass path. That is, all such traffic arriving at the
side A inline network port or ports is forwarded to the side B inline network port or
ports and all traffic arriving at the side B inline network port or ports is forwarded to
the side A inline network port or ports.

e network-drop—Specifies that when the inline tool fails, all traffic coming to the
respective inline network (or inline network group) is dropped.

e network-port-forced-down—Specifies that when the inline tool fails, the inline
network ports of the respective inline network (or inline network group) are forced
down.

e The default is tool-bypass.
For example:

(config inline-tool alias inTool) # failover-action tool-drop

NoTE: Before changing the failover action, enable the inline tool using the enable
command.

flex-traffic-path
<to-inline-tool |
bypass |
monitoring |
drop>

For flexible inline arrangements, provides per-tool traffic path options. Each inline tool
or inline tool group involved in a flexible inline map can specify its own traffic path.

The options are as follows, however the behavior of the traffic will depend on a variety
of factors including the inline tools in the sequence, their individual flex-traffic-path
settings, the operational state of the inline tools, and the direction of traffic:

e to-inline-tool—traffic is forwarded from the inline tool.

e bypass—traffic bypasses the inline tool. Use this option for performing maintenance
on an inline tool.

e drop—traffic is dropped at the inline tool.

e monitoring—traffic is fed to the inline tool and absorbed, while a copy of the traffic
is sent to the next inline tool in the sequence. Traffic returned from side B of the
network is also absorbed at the inline tool in monitoring mode.

e The default is to-inline-tool.
For example:

(config inline-tool alias inTool) # flex-traffic-path drop

hb-ip-addr-a
<tool-a heartbeat
IP address>

Specifies heartbeat IP address A, which is the destination |IP address to be used in
heartbeat packets sent from side A to side B. The default is N.N.N.N, where N is the
port number within the chassis as shown on the face plate. This parameter applies
only to heartbeat profiles that use a standard ICMP ARP packet.

For example:
(config inline-tool alias inTool) # hb-ip-addr-a 1.1.1.1

hb-ip-addr-b
<tool-b heartbeat
IP address>

Specifies heartbeat IP address B, which is the destination IP address to be used in
heartbeat packets sent from side B to side A. The default is N.N.N.N, where N is the
port number within the chassis as shown on the face plate. This parameter applies
only to heartbeat profiles that use a standard ICMP ARP packet.

For example:
(config inline-tool alias inTool) # hb-ip-addr-b 2.2.2.2

hb-profile <hb-

Specifies the name of a heartbeat profile containing the heartbeat parameters to be
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Argument Description

profile alias |
default>

used if the heartbeat mechanism is enabled for this inline tool. The default heartbeat
profile alias is default.

For example, to specify the heartbeat profile to associate with this inline tool:
(config inline-tool alias inTool) # hb-profile hb_5
or
(config inline-tool alias inTool) # hb-profile default

For example, to delete the heartbeat profile associated with this inline tool:
(config inline-tool alias inTool) # no hb-profile hb_5

Refer to hb-profile.

heart-beat

Specifies the state of the heartbeat as enabled or disabled. When enabled, this
parameter controls the use of the heartbeat mechanism for the specified inline tool.

The default is disabled.
For example, to enable the heartbeat:

(config inline-tool alias inTool) # heart-beat
For example, to disable the heartbeat:

(config inline-tool alias inTool) # no heart-beat

negative-heart-
beat

Specifies the state of the negative heartbeat as enabled or disabled. When enabled,
this parameter controls the use of the negative heartbeat mechanism for the specified
inline tool.

The default is disabled.
For example, to enable the negative heartbeat:

(config inline-tool alias inTool) # negative-heart-beat
For example, to disable the negative heartbeat:

(config inline-tool alias inTool) # no negative-heart-beat

nhb-profile
<negative
heartbeat profile
alias>

Specifies the name of a negative heartbeat profile containing the heartbeat
parameters to be used if the negative heartbeat mechanism is enabled for this inline
tool.

For example to specify the negative heartbeat profile to associate with this inline tool:
(config inline-tool alias inTool) # nhb-profile nhb_1

For example, to delete the negative heartbeat profile associated with this inline tool:
(config inline-tool alias inTool) # no nhb-profile nhb_1

Refer to nhb-profile.

pair tool-a <port
ID or port alias>
and tool-b <port
ID or port alias>

Specifies a pair of inline tool ports (two ports: side A and side B). Tool-a is the port
identifier for the port leading to the side A inline tool and tool-b is the port identifier for
the port leading to the side B inline tool. Port identifiers can be a port ID <bid/sid/pid>
or a port alias.

For example:

(config inline-tool alias inTool) # pair tool-a iT1 and tool-b iT2
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Argument Description

recover

Puts an inline tool back into service if the recovery mode is configured as manual and
the inline tool has an operational state of ready.

For example:
(config inline-tool alias inTool) # recover

recovery mode
<automatic |
manual>

Configures the recovery mode for each inline tool. After an inline tool goes down, the
following modes specify how to bring it back up after it has recovered:

e automatic—Specifies automatic recovery, which redirects traffic back to the inline
tool as soon as it has recovered from all faulty conditions.

e manual—Specifies manual recovery, which lets you control when to put an inline
tool back into service after the tool has recovered using a CLI command. For
example, you can wait for a maintenance window to return the inline tool to service.

e The default is automatic.
For example:
(config inline-tool alias inTool) # recovery mode manual

If the recovery mode is manual, use the recover command to put the inline tool back
into service.

Refer to the “Inline Tool Recovery Mode” section in the GigaVUE Fabric Management
Guide for details.

shared <true |
false>

Specifies how an inline tool is going to be shared as follows:

e true—Specifies that the inline tool is going to be shared by different sources.
e false—Specifies that the inline tool will not be shared by different sources.

e The default is false.

When shared is enabled (true), the inline tool can receive traffic from multiple sources
(inline networks). This means that the inline tool can be used in a map in which the
source is an inline network group.

The shared parameter is also used for inline SSL decryption, when the source is
GigaSMART.

For an inline network group, shared must be true because traffic is received from
multiple sources.

An inline tool group or inline series does not have its own shared setting. The shared
setting is derived from the inline tools. Therefore all the members in an inline tool
group or inline series must have the same setting. For example, if an inline tool group
has three inline tool members, the shared setting of all three inline tools must be the
same.

When an inline tool is shared (true), the decrypted traffic will be VLAN tagged. The
connected inline device is expected to receive VLAN tagged packets instead of
untagged packets. There is an extra outer VLAN tag added to the packet, which the
connected inline device needs to see.

When an inline tool is not shared (false), the extra VLAN tag is not added. This allows
untagged traffic to be sent to the tool ports.

Starting in software release 5.2 for inline SSL decryption, false is supported for inline
tools that are not able to handle more than one VLAN tag, such as Q-in-Q tagged
packets. Thus, an inline SSL map can be configured from an inline network or inline
network group to an inline tool, inline tool group, or inline series.

When an inline tool is not shared (false), the inline tool can be used in only one flexible
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Argument Description

inline map.

For example:

(config inline-tool alias inTool) # shared true

Related Commands

The following table summarizes other commands related to the inline-tool command:

Task Command

Displays inline tools, which displays the status of the inline tool # show inline-tool

ports and the heartbeat.

Displays a specified inline tool. # show inline-tool alias inTool

Displays all inline tools. # show inline-tool all

Displays all inline tools in brief format. # show inline-tool brief

Displays the Gigamon VLAN IDs for all inline tools. # show inline-tool vlan-mapping

Displays the Rx and Tx statistics for all the inline tools that are part | # show inline-tool traffic-rate all

of the inline flow deployment.

Displays the Rx and Tx statistics for the specified inline tool alias # show inline-tool traffic-rate alias

that is part of the inline flow deployment. <alias_name>

Deletes a specified inline tool. (config) # no inline-tool alias inTool

Deletes the comment for this inline tool. (config) # no inline-tool alias inTool
comment

Disables an inline tool. (config) # no inline-tool alias inTool
enable

Deletes the heartbeat IP address associated with inline tool a. (config) # no inline-tool alias inTool
hb-ip-addr-a

Deletes the heartbeat IP address associated with inline tool b. (config) # no inline-tool alias inTool
hb-ip-addr-b

Deletes the heartbeat profile associated with this inline tool. (config) # no inline-tool alias inTool
hb-profile

Disables the heartbeat associated with this inline tool. (config) # no inline-tool alias inTool
heart-beat

Disables the negative heartbeat associated with this inline tool. (config) # no inline-tool alias inTool
negative-heart-beat

Deletes the negative heartbeat profile associated with this inline (config) # no inline-tool alias inTool

tool. nhb-profile

Deletes the tool port list of this inline tool. (config) # no inline-tool alias inTool
pair
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Task Command

Deletes all inline tools. (config) # no inline-tool all

Clears all the heartbeat statistics for the specified inline tool. (config) # clear hb-counters inline-
tool alias inTool

Clears the heartbeat statistics for all the inline tools that are part (config) # clear hb-counters inline-
of the flexible inline flow deployment. tool all

Inline-tool-group
Required Command-Line Mode = Admin

Use the inline-tool-group command to configure an inline tool group. An inline tool group is
an arrangement of multiple inline tools to which traffic is distributed to the inline tools
based on hardware-calculated hash values. For example, if one tool goes down, traffic is
redistributed to other tools in the group using hashing.

You also use the inline-tool-group command to configure redundancy, such as 1+1 and N+1.

The inline tool ports that make up the inline tools participating in the inline tool group are
always in pairs, running at the same speed, on the same medium (fiber or copper). All inline
tool ports of the inline tool group must be on the same GigaVUE-HC3 or GigaVUE-HC2 node,
but can be on different modules on the node. On the GigaVUE-HCI, all the inline tool ports of
the inline group must be on either the base module or the bypass combo module. The inline
tool ports must also be on the same GigaVUE-HC3, GigaVUE-HC2, or GigaVUE-HC1 node as
the inline network ports.

This command is only applied to GigaVUE-OS HC Series nodes. In a cluster environment, this
command is only applied to GigaVUE-OS HC Series nodes through the cluster leader. The
inline constructs must all be configured on one GigaVUE-HC3, GigaVUE-HC2, or
GigaVUE-HC1 node, not across nodes, even if the nodes are in a cluster.

This command is used in the inline bypass solutions described in the “Configuring Inline
Bypass Solutions” section and in the flexible inline arrangements described in the “Working
with Flexible Inline Arrangements” section in the GigaVUE Fabric Management Guide.

The inline-tool-group command has the following syntax:

inline-tool-group alias <alias>

comment <comment>

enable

failover-action <tool-bypass | tool-drop | network-bypass | network-drop | network-port-
forced-down>

failover-mode spread

flex-traffic-path <to-inline-tool | bypass | monitoring | drop>

hash <advanced | a-srcip-b-dstip | b-srcip-a-dstip>

minimum-group-healthy-size <number>

release-spare-if-possible
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spare-inline-tool <spare inline tool alias>
tool-list <inline-tool list>
hash-weights <inline-tool weights>

The following table describes the arguments for the inline-tool-group command.

Argument Description

alias <alias> Specifies the name of the inline tool group. The alias must be unique and can contain up
to 128 characters. Aliases are case-sensitive.

For example:
(config) # inline-tool-group alias inToolGroup
(config inline-tool-group alias inToolGroup) #

comment Specifies a unique text string that describes the inline tool group. Comments can be up
<comment> to 128 characters. Comments longer than one word must be enclosed in double
quotation marks.

For example:

(config inline-tool-group alias inToolGroup) # comment “Inline tool group
inToolGroup”

enable Enables or disables the inline tool group. Use enable to put the inline tool group into
service.

Disable the inline tool group to simulate a failure or to take the inline tool group offline
for maintenance purposes.

The default is disabled.
For example, to enable:

(config inline-tool-group alias inToolGroup) # enable
For example, to disable:

(config inline-tool-group alias inToolGroup) # no enable

failover-action Specifies the failover action taken in response to a failure of an inline tool group, when
<tool-bypass | the number of healthy inline tools in the inline tool group (including the spare inline tool,
tool-drop | if configured) falls below the configured minimum. The values are as follows:

network-bypass |4 tool-bypass—Specifies that when the inline tool group fails, the traffic that normally

| network-drop | was directed to the inline tool group is redirected to the bypass path. Use this failover
network-port- action for configurations involving multiple inline tools or inline tool groups associated
forced-down> with an inline network or inline network group using rule-based maps. For
configurations using map passalls, tool-bypass is the same as network-bypass.

e tool-drop—Specifies that when the inline tool group fails, the traffic that normally was
directed to the inline tool group is dropped. Use this failover action for configurations
involving muiltiple inline tools or inline tool groups associated with an inline network
or inline network group using rule-based majps. For config